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Introduction

A rather simple and blunt question has dominated and defined criminology for years in
Europe and all around the world: “Why do people break the law?’. The FIDUCIA project
inverts this question to discover reasons for compliance with the law by focusing on
a different set of explanations. When it is asked why we ourselves obey the criminal
law, most of the time, we immediately look to answers that are couched in terms of
normative compliance. When people ask why others break the law, explanations tend
to be in terms of instrumental factors, such as insufficient deterrence or insufficient
responsiveness to deterrence.

The FIDUCIA project stemmed from the idea that “public trust in justice” is critical
for social regulation, since it is tightly related to the respect attached to institutions,
and therefore to personal compliance with the law. Without, of course, arguing that
criminal law and its implementation is useless in crime prevention, FIDUCIA attempts
to outline, in the long term, a variety of trust based policy guidelines designed to gen-
erate a change of direction in the way of giving criminal justice across Europe.

When submitted for consideration to the European Commission, the FIDUCIA proj-
ect (named after the latin term for “trust”), which was designed by a network of Euro-
pean Universities and Research Centres, could not have predicted how important the
very concept of “trust” would become for the future of Europe in the following years,
even beyond the boundaries of criminal policy. What has emerged clearly over the past
few years is that Europe needs trust to enable people to do business with each other
and to ultimately guide global financial investments. Moreover, it is only by building
trust among European Countries and citizens that successful policies can be developed.
Thus, “trust” is not only an added value that generates wealth and economic prosperity,
but also a crucial “pre-condition” for the establishment of a truly “common” European
area of supra-national policy.

The FIDUCIA project attempts to shed light on a number of distinctively “new Euro-
pean” criminal behaviours that have emerged in the last decade as a consequence of
technology developments and the increased mobility of populations across Europe.
To put it simply, it assesses whether new ways of regulating the sorts of crime that
are becoming more common as we move towards a more integrated Europe, with
improved communication and large movements of citizens and non-citizens between
Member States can be found. As explained in the proposal, the central idea behind the
FIDUCIA project is that public trust in justice is important for social regulation; this
is why the consortium proposes a “trust-based policy” model in relation to emerging
forms of criminality.

What does the FIDUCIA team mean by “trust-based policy”? This is an important idea,
which requires explaining. Typically, most people think that police and criminal jus-
tice systems control crime through systems of deterrent threat. They suppose that
people obey the law because they want to avoid the costs of conviction and punish-
ment. This is generally true, but it is only part of the story. Most people obey the law
first of all because we think it is the right thing to do - this is called “normative com-
mitment to the law”. Obviously, the police and the courts play an important role in
maintaining this commitment and they can do it best when they command legitimate
authority. In fact, people are more likely to obey the law and to cooperate with police
and justice officials when they regard them as legitimate. Moreover, public trust is
crucial to legitimacy. Research carried out in the past by FIDUCIA members has dem-
onstrated that the surest way of building the legitimacy of the police and courts is for
justice officials to treat people fairly and respectfully, and to listen to what they have to
say. This creates public trust in justice, which builds system legitimacy and improves
public commitment to the law and cooperation with justice.

The FIDUCIA project can be regarded as a umbrella research effort, in which an
array of interconnected “micro-units” have been developed in an attempt to: (2) monitor
state policies in different areas of crime through appropriate case studies; (b) identify
good and bad practices with regard to criminalization across Europe; and (c) investi-
gate the four crime themes that are crucial to the FIDUCIA project, namely traffick-
ing of human beings, trafficking of goods, the criminalization of migration and ethnic
minorities and cybercrimes).

This is the second volume published by the FIDUCIA Consortium and it contains
the findings of the project’s second year of research, namely: a review of how norma-
tive and instrumental compliance interact (Deliverable 5.1), the latest statistical data
on trafficking of human beings, trafficking of goods, criminalization of migration and
cybercrimes (Deliverables 6.1, 7.1, 8.1 and 9.1), an analysis of alternatives to criminal-
ization in the regulation of social conduct (Deliverable 10.1) and a report on compara-
tive public attitudes towards legal authority (Deliverable 11.1).

Stefano Maffei
Coordinator of the FIDUCIA project
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how normative and instrumental
compliance interact

by: Mike Hough and Mai Sato



NEW EUROPEAN CRIMES AND TRUST-BASED POLICY

EXECUTIVE SUMMARY

The FIDUCIA research project (New European Crimes and Trust-based Policy) is funded
primarily by the European Commission through the Seventh Framework Programme
for Research and Development. FIDUCIA will shed light on a number of distinctively
“new European” criminal behaviours that have emerged in the last decade as a con-
sequence of developments in technology and the increased mobility of populations
across Europe. The central idea behind the project is that public trust in justice is
important for social regulation: FIDUCIA will build on this idea and proposes a ‘trust-
based’ policy model in relation to emerging forms of criminality.

Work package 5 is the conceptual work package of the FIDUCIA project. Its objec-
tive is to produce a model - or set of principles - for the application of 'trust-based’
policy to the regulation of new forms of European crimes. The work-package will
bring together elements of conceptual analysis and policy analysis to propose ways
of achieving the best ‘fit’ between informal and formal systems of social control as
cross-national and supranational systems of criminal justice become more significant
across Europe.

In this deliverable (D5.1) the conceptual analysis will take as its starting point
how normative compliance and instrumental compliance have traditionally interacted
in European jurisdictions’ systems of criminal justice, and will assess the scope for,
and desirability of, getting formal system of regulation better aligned with informal
systems of social control. The key issue here is the extent to which it is possible - or
desirable - intentionally to infuse criminal justice systems with a normative element,
so that people comply with the law less because it is in their self-interest and more
because they think it is the right thing to do.

Building on this conceptual analysis, this deliverable (D5.1) lays the conceptual
foundations in establishing the limits of this trust-based approach to social regula-
tion, with particular reference to emerging forms of European criminality. The aim is
to establish where trust-based policies can (and can’t) work, and whether the scope of
trust-based regulation is being underestimated by governments and supra-national
institutions.

1. INTRODUCTION

WP5 is the conceptual work package of the FIDUCIA project. Its objective is to produce
a model - or set of principles - for the application of ‘trust-based’ policy to the regula-
tion of new forms of European crimes. The work-package combines elements of con-
ceptual analysis and policy analysis to propose ways of achieving the best ‘fit’ between
informal and formal systems of social control as cross-national and supranational sys-
tems of criminal justice become more significant across Europe. The conceptual analy-
sis takes as its starting point how normative compliance and instrumental compliance
have traditionally interacted in European jurisdictions’ systems of criminal justice, and
will assess the scope for, and desirability of, getting formal systems of regulation bet-
ter aligned with informal systems of social control.

The key issue raised both in this deliverable and by the FIDUCIA project more
generally is the extent to which is it possible intentionally to infuse criminal justice
systems with a normative element, so that people comply with the law less because it
is in their self-interest and more because they think it is the right thing to do. There is
a growing body of research, some of it conducted as part of FIDUCIA and some as part
of the Euro-justis project which laid the groundwork for FIDUCIA, to show that norma-
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tive considerations play a very large part in determining when people do, and do not
comply with the police and, to some extent, the courts. This points to the possibility
that member states may be under-using normative strategies for securing compliance
with various types of criminal law. We have used the term ‘trust-based policies’ as
shorthand to refer to ways of referring to strategies of social control that rely on:

« consolidating the legitimacy of justice institutions and of the criminal law

+ and thus improving compliance with the law

« by strengthening people’s sense of the morally grounded obligation to obey.

Our conceptual analysis aims to establish the limits of this trust-based approach to
social regulation, with particular reference to emerging forms of European criminality.
There are specific questions to be addressed about the scope for introducing a norma-
tive dimension to the regulation of three emerging forms of crimes that have priority
status in EU crime policy:

«  Human trafficking (Work package 06)
- Trafficking in goods (Work package 7) and
+ Cybercrime (Work package 9)

There are also important issues to be considered about a fourth set of issues, relat-
ing to the policing (or over-policing) of migrant and ethnic minority groups (Work
package 8), and the impact of this on trust in justice. Finally, there are significant issues
to be explored about the extent to which normative systems of social control ‘travel’
with people as they move beyond their own countries and cultures, and the extent to
which they generalise from their home system of justice to that of other countries. In
other words, do perceptions of institutional legitimacy (or lack of legitimacy) spill over
from one system, and one country, to another?

Building on this conceptual analysis of D5.1, the aforementioned work packages
mount policy analysis to identify the main components (both internal and external to
the justice system) that are necessary for trust-based policies to emerge in relation to
our ‘FIDUCIA crimes’ (human trafficking, trafficking of goods, cyber crime, or the over
policing of migrants), and also the main obstacles that impede the implementation of
such policies. The aim is to establish where trust-based policies can (and cannot) work,
and whether the scope of trust-based regulation is being underestimated by govern-
ments and supra-national institutions.

Instrumental and normative compliance

The distinction between instrumental and normative compliance is a central one
for FIDUCIA. Instrumental compliance occurs when an individual or an institution offers
a reward to encourage others to do (or not to do) something, or threatens punishment
to those who do (or fail to do) something. Instrumental strategies are a routine feature
of everyday life. Rewards and punishment are widely used in schools to secure compli-
ance; the workplace operates - at least on the face of it - as a reward-based system in
which desired activities result in pay, promotion and status. And of course the criminal
justice system - again on the face of it - is essentially a system of deterrent threat,
whereby the state promises to punish those who break the law.

Normative compliance, by contrast, is socially motivated behaviour (cf Tyler, 2011),
where people do what they are required or expected to do because they think it is the
“right thing”, and not simply in their own best interests. Normative compliance flows
from internalised social norms. A moment’s thought will tell us that most of us obey
the criminal law most of the time, and very rarely if ever contemplate shoplifting or
burgling our neighbours’ houses. This reflects the fact that we have well-engrained
habits of compliance with the law that originate from a sense that law-breaking is
morally wrong.



NEW EUROPEAN CRIMES AND TRUST-BASED POLICY

This dynamic is increas-
ingly well understood.

It is clear that there are
widespread and systematic
misperceptions across
developed about crime - for
example that trends are
upward, that the justice
system is over-lenient -
that lead to public concern,
and that politicians,
especially in adversarial
political systems, find
themselves under strong
pressure to respond to this
concern.

. A notable exception being
the work of Wikstrém (eg
Wikstrom et al., 2012).

Despite this - fairly obvious - reality, political and media discourse about crime
control focusses almost entirely on instrumental compliance strategies of deterrence,
and on strategies of obstruction or ‘incapacitation’ through imprisonment. The reasons
probably lie in the increasingly ‘punitive turn’ that can be observed in many European
countries, reflecting the interactions between political rhetoric about crime, media rep-
resentations of crime, public concern about crime and political responsiveness to pub-
lic concern.! In addition, survey research carried out by Sanderson and Darley (2002)
showed that while respondents (the “law abiding majority”) said that they obey the law
because the laws reflect values and morals that they believe in rather than through fear
of getting caught, they thought that “criminals” are motivated to obey the law due to
the fear of punishment. There is potential very considerable cost in this over-focussing
on instrumental strategies. It may lead member states to pursue sub-optimal crime
control strategies: tough crack-downs on crime that have counterproductive effects in
damaging the legitimacy of the institutions of justice, alienating those segments of
the population who are most at risk at involvement in crime, and prompting defiance
instead of compliance. The FIDUCIA project may go a little way towards redressing
the balance.

2. DECONSTRUCTING NORMATIVE METHODS OF COMPLIANCE

Compliance theories have been well classified by Bottoms (2002), who proposed that
there are four categories of explanation for compliance with authority in general and
with the criminal law in particular. These are:

« prudential or self-interested calculations about the potential costs and benefits of
punishment, which take into account the risks and costs of punishment;

- normative considerations about the ‘rights and wrongs’ of non-compliance;

- the impact of obstructive strategies, such as locking up offenders to prevent their
reoffending, and locking up the targets of criminal attention, literally or metaphori-
cally; and,

+ habit.

This deliverable is concerned neither with obstructive (incapacitative) explanations
nor with habit - though the latter is arguably the best explanation for why so many of
us break the law so infrequently, and one that is much ignored by criminologists?. Both
these explanations are in a sense secondary because they presuppose, respectively,
that something led to offending at such a level or rate that imprisonment was needed,
or else created the habit of compliance with the law. Our focus is whether normative
explanations for compliance - and in particular those that appeal to the legitimacy of
institutions of justice (Tyler, 2006a, 2006b, 2011) - are fuller and more satisfactory
than those that simply invoke the rational calculations of homo economicus.

The last two decades have seen an exponential increase of interest within criminol-
ogy in issues of institutional legitimacy and normative compliance. Properly speaking
this is a rediscovery, as the intellectual origins can be traced back readily to Durkheim-
ian and especially Weberian thinking about the roots of social order. On the one hand,
there has been renewed interest over the last two decades in the relationship between
crime and ‘political economy’ (cf. Reiner, 2007; Cavadino and Dignan, 2006, 2013),
which has traced the connections between the social distribution of wealth and attach-
ment to - or detachment from - social norms. The emergence of neo-liberal economic
policies is obviously implicated in this trend. Theories of institutional anomie (cf.
Messner and Rosenfeld, 2001, 2010) serve as good examples of this line of thought,
whereby rapid transitions towards the values of free-market economies are thought to
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unbalance and weaken traditional normative systems of social control. More generally,
the idea that high levels of income inequality fuel crime is almost a criminological
truism, with a long sociological pedigree - even if the evidence is less conclusive than
some would expect (see van Dijk, 2013, for a critique).

On the other hand, there are compliance theories about the effect on societal norms
of the institutions of formal social control, such as the work of Robinson and Darley,
and that of Tyler and colleagues. Thus, Robinson and Darley argue that if the law’s
potential for building a moral consensus is to be exploited, judicial outcomes, and
especially court sentences, must be aligned at least to some degree with public sen-
timents (Robinson and Darley, 2007, 2010; Robinson, 2012). Their ‘intuitive justice’
arguments are partly retributivist in nature (that the least indefensible way of making
judgements about relative offence gravity is by reference to public opinion) and partly
consequentialist (that judicial decision-making needs to keep in step with public opin-
ion if it is to command legitimacy). This second leg of their argument is about the role
of outcome justice (or distributive justice) in securing the legitimacy of the institutions
of justice, and the courts in particular.

Tyler and colleagues (e.g. Sunshine & Tyler, 2003; Tyler & Fagan, 2008; Kirk et al,
2012; Huq et al, 2012a, 2012b; Tyler et al, 2010; Schulhofer et al, 2011; Tyler et al,
2007; Tyler & Wakslak, 2004) have developed a parallel set of consequentialist argu-
ments, based on the role of procedural rather than outcome justice in shaping insti-
tutional legitimacy. This body of work emphasises the need for justice institutions to
pursue fair and respectful processes — in contrast to outcomes — as the surest strategies
for building trust in justice, and thus institutional legitimacy and compliance with
the law. This is the central hypothesis in procedural justice theory. Some elaborations
of procedural justice theory (eg Jackson et al., 2012a, 2012b; European Social Survey,
2012; Hough et al., 2013) propose that procedural justice and ‘moral alignment’ are the
most critical factors in fostering or retaining institutional legitimacy, albeit with felt
obligation and consent to legal authority also playing a role.

Stated at their most general level - that winning ‘hearts and minds’ is central to the
effective use of authority - these consequentialist arguments about securing compli-
ance through strategies of institutional legitimation are ones that have enjoyed politi-
cal currency, with varying degrees of saliency, for many years. Thus in the UK, com-
munity policing enjoyed a vogue in the 1970s and 1980s (cf Alderson, 1984). The same
basic ideas were reintroduced as ‘Reassurance Policing’ and ‘Neighbourhood Policing’
in the first decade of this century. However, politicians have tended not to articulate
the rationales for these policing styles with any precision, and when they have done
so, they have usually appealed to ideas about a partnership between the police and ‘the
law abiding majority’ which would yield public cooperation in the ‘fight against crime’.
Very little has been made of the fact that legitimate institutions can command not only
public cooperation but also compliance with the law - probably because few politicians
are rash enough to suggest to their electorate that those who vote them into power are
anything but law-abiding.

The two broad families of compliance theory - with their different emphasis on
securing social justice and a fair system of justice - are obviously compatible. Social
justice and fairness in the justice system are both likely to be preconditions for a
well-regulated society. However, only the second family carries direct implications for
policy and practice within criminal justice. Many criminologists would like to see the
crime-preventive dividend of a fairer distribution of income and wealth, but for minis-
ters of justice and for senior justice officials, these arguments are at best subsidiary to
ones about what they should do in the ‘here and now’ of improving systems of justice.
Policies to achieve social justice are probably best justified in their own terms, and not
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See Hough, 2007, for an
account of the way in which
both criminal policy and
criminology allowed the
concept to disappear from
usage in the 1990s in the
United Kingdom - with the
exception of Northern Ire-
land, where issues of police
legitimacy forced them-
selves into the spotlight.

in terms of their spin-off benefits for crime control. And if one is interested in improv-
ing the legitimacy of the institutions of justice, then it is essential to have a clear idea
of what is meant by legitimacy.

2.1 Defining institutional legitimacy

We suggested above that theories of normative compliance with the law have ebbed
and flowed. Ideas about institutional legitimacy tended to get submerged in political
- and criminological - debate in the 1990s, and only now seem to be resurfacing.’ If
the concept of legitimacy has only recently re-emerged as a key one in Anglophone
criminology, political philosophers have devoted considerable energy to its analysis,
showing how social institutions need legitimacy if they are to develop, operate, and
reproduce themselves effectively (Easton, 1965).

One of the things that emerged most clearly at the conference leading to this book
was that legitimacy is a ‘slippery’ concept to handle. Generally speaking, legitimacy
is the right to rule and the recognition by the ruled of that right (Sternberger, 1968;
Beetham, 1991; Coicaud, 2002; Tyler, 2006a; Bottoms and Tankebe, 2012). However,
Hinsch (2008, 2010) has made a much quoted distinction between normative (or objec-
tive) legitimacy and empirical (or subjective) legitimacy. Legitimacy is, on the one
hand, a normatively laden term used by political philosophers to describe whether
states (or state institutions) meet certain desirable standards. In political debate we
naturally and properly want to make value judgments about the extent to which
regimes (or institutions within regimes) exercise legitimate authority, judged against
external or ‘objective’ criteria.

On the other hand, the term is also used in a less value-laden way, to describe
whether, “as a matter of fact”, those who are subject to authority confer legitimacy on
that authority (Hinsch 2010). The distinction is a real one, because one can envisage
the possibility of regimes that enjoy substantial popular support - which can thus be
said to enjoy ‘empirical legitimacy’ - whilst totally failing to meet basic standards of
‘normative legitimacy’. Nazi Germany and the Khmer Rouge government are obvious
examples, at least in their early periods. Whilst the distinction between normative and
empirical legitimacy is an important one, it is often forgotten or ignored in academic
and political discussion.

Normative legitimacy

A normative concept of legitimacy sets out some ‘objective’ criteria against which
the legitimacy of an authority or institution might be judged (Hinsch, 2008). Norma-
tive legitimacy refers to whether the actions of authorities meet certain substantive
requirements (usually of justice and rationality) for which objective evidence can be
adduced. Legitimacy here is a property of organizational performance and institutional
structure. It is conferred by or grounded in things that the justice system does, and
in the objective relationships between system and citizen (such as those indicated by
a freedom from arbitrary arrest). This ‘system-conferred’ legitimacy can be usefully
measured by national-level statistics concerning efficiency, accountability, legality and
so forth.

A normative conception of legitimacy has to justify selection of the specific criteria
against which legitimacy is to be judged and this needs careful consideration. Because
both empirical and normative legitimacy are needed if a fully rounded picture of the
legitimacy of legal authorities is to be forthcoming (Bottoms and Tankebe, 2012), they
need to refer to the same ‘thing’. So both concepts require a shared theoretical ground-
ing, otherwise comparison across the two would become impossible. Note, however,
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that the aim here is not to ‘validate’ the empirical by recourse to the normative; rather
the purpose is to triangulate data in order to achieve a more accurate assessment of the
legitimacy of a particular justice system.

What, then, should this theoretical grounding be? In a broadly Weberian frame-
work, legitimacy is located in public acceptance of the right of an institution - such as
the justice system - to wield power and define behaviour. Here, one might be tempted
to apply just one criterion of normative legitimacy for the justice system: that people
within the society consent willingly to its power and authority, for example they feel
an obligation to obey the rules it embodies and enforces. Legitimacy might thus be
indicated by some aggregate measure of citizen consent to the role and authority of
criminal justice agencies. Here, the notions of empirical and normative legitimacy
overlap.

Few, however, would be willing to accept this as a sufficient criterion of normative
legitimacy, not least because it says so little about the form and nature of the social
arrangements to which citizens are acquiescing. A broader definition is needed - one
that captures not just expressed consent but also a wider recognition of the right of
the justice system to wield power (Beetham, 1991). Here, legitimacy also resides in
the extent to which justice institutions operate according to certain moral and ethi-
cal standards (according to accepted and justifiable standards of justice, rationality,
accountability and transparency), while also working under the rule of law. This
requires recourse to a broad yet deep definition of legality, whereby the system of law
in question was consistent with conventions relating to human rights: a regime that
had legislated to remove protections of due process, for example, might be observing
legality in its own terms, without meeting internationally recognised standards of
legality. Under such conditions, its claim to be legitimate in Hinsch’s normative sense
would be in doubt.

An observer looking at criminal justice systems across Europe, for example, would
judge the standing of these systems by drawing upon data addressing such substan-
tive requirements: a justice system is legitimate when it meets certain standards of
effectiveness, fairness, accountability, rule of law, and so forth (using national-level
statistics concerning efficiency, accountability, legality etc.). Conversely empirical legiti-
macy, to which we turn below, is found when and where individuals believe that the
criminal justice system is legitimate. For example, we might then claim that the police
are legitimate when the police find approval among the policed, when individuals
commit themselves to the normative and inferential consequences of their beliefs and
approval (in that, for example, they are more likely to cooperate with legal authorities
and comply with the law, because they believe that to do so is to meet the expectations
of legitimate authority). Yet, according to a normative account of legitimacy such a
claim might well be premature. People acting within a system may see institutions as
legitimate, and act accordingly, but if a certain set of substantive requirements are not
met by the system, then the observer sitting outside it would not accept the truth (or
validity) of people’s beliefs (Hinsch, 2010: 42).

Empirical legitimacy

Social scientists have also been concerned with the measurement of empirical legiti-
macy, to assess whether the governed experience authority as legitimate, and more
recently whether power-holders feel that they have an entitlement to command. This is
a different enterprise from a normative assessment of an institution’s success in meet-
ing criteria of legitimacy as defined above. While one would expect to see some degree of
correlation across jurisdictions between political scientists’ assessments of normative
legitimacy and measures of empirical legitimacy, there are good reasons for thinking
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We were concerned with
measuring the legitimacy of
both police and courts, and
had separate measures for
each institution.

This is a somewhat broader
definition than that used

by Tyler, at least in his
early work, which tended to
equate perceived legitimacy
with deference to authority.

that for cultural and historical reasons populations will differ in their orientation to
authority, even when there is no objective difference in the quality of this authority.

Empirical legitimacy is a relational concept (cf Bottoms and Tankebe, 2012), in
which the governed recognise an obligation to obey power-holders, believe that power-
holders act according to appropriate normative and ethical frameworks, and believe
that power-holders act under the rule of law (and the power-holders have a recipro-
cal sense of entitlement to command). In our survey work using the European Social
Survey (Jackson et al, 2011; European Social Survey 2011, 2012; Hough et al.,, 2013),
we have conceptualised empirical legitimacy as having three sub-components - obli-
gation to obey, legality and moral alignment - and have constructed scales to mea-
sure each of these three components®. This definition follows David Beetham (1991) in
arguing that an authority has legitimacy when three preconditions are met>:

1. The ‘governed’ offer their willing consent to defer to the authority

2. and this consent is grounded first on the authority’s conformity to standards of
legality (acting according to the law)

3. and this consent is grounded second on a degree of ‘moral alighment’ between
power-holder and the governed, reflected in shared moral values.

According to this definition, legitimacy is not simply signified by a positive duty
to obey authority and a perception of that authority’s entitlement to command. The
second and third pre-conditions of empirical legitimacy - legality and moral alignment
- ensure that the obligation to obey is built on a combination of legality and the moral
validity of institutions of justice. Legitimacy is thus defined as an additive function of
all three components.

2.2 ‘Mala in se’ and ‘mala prohibita’: ‘real crimes’ and regulatory offences

Another useful distinction in thinking about normative compliance is between actions
that are proscribed by the criminal law because they are deemed to be wrong in them-
selves (‘mala in se’) and those that are criminalised simply to enforce a convention
(‘mala prohibita’). The criminal law in most countries is loosely co-extensive with
behaviour that is regarded as a serious breach of morality; however, some actions are
criminalised even though they are not deemed to be intrinsically morally wrong. Many
more such actions are subject to regulatory controls, for example through administra-
tive law. Examples of mala prohibita may include a range of offences such as:

«  Drug offences

+ Alcohol offences

+  Some sexual offences

« Driving offences

+ Offences involving migration

Whether these are considered mala prohibita or mala in se varies from culture to
culture, and within culture over time. Thus the selling of alcohol to minors may on
the one hand be regarded as a regulatory offence and on the other as a serious offence
against morals. The stance of the criminal law in many European countries a century
ago towards homosexual behaviour seems, with the benefit of hindsight, bizarre - even
if at the time it might have appeared as an entirely appropriate application of the
criminal law.

The relationship between morality and the criminal law is obviously a central issue
to penal philosophy. From a procedural justice perspective, there is a persuasive argu-
ment that the criminal law coinage is degraded through the inclusion of too many
mala prohibita in its ambit. The implication of this is that the boundaries of criminal
law need constant review to ensure that genuine evils - such as environmental pol-
lution - fall within the ambit of the criminal law, and that infractions of religious or
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moral rules from past times are excluded. Laws against homosexual behaviour are the
obvious example here.

Whilst there may be a case for ensuring that the criminal law in a jurisdiction
does not become imbalanced by large numbers of mala prohibita, it is clear that a
large amount of our everyday behaviour is quite effectively regulated simply through
instrumental strategies of deterrent threat. Take the example of ‘congestion charg-
ing’, where drivers pay a fee to secure entitlement to drive in congested city centres
at specified times. Compliance is very high (at least in the London scheme) because
non-payment is tracked through the automatic surveillance of vehicle number plates,
and the risks of a large penalty for non-payment of fees is high. Few would argue that
that driving in a congestion zone area without a permit is intrinsically wrong, or that
it is in any sense criminal. Conceptually, it may make sense to differentiate between
regulatory or administrative offences and criminal offences. The latter carry a stigma, or a
‘normative charge’, whilst the former do not.

The distinction between mala prohibita and mala in se, which has its origins in medi-
aeval law, is hard to define precisely, and indeed there are risks in appealing to con-
cepts rooted in the religious concept of sin. Equally, the distinction between regulatory
offences and ‘real crime’ is hard to pin down definitively. But the basic insight that
some offences are normatively toned, and carry a stigma, whilst other do not, is an
important one. In particular, it has considerable policy relevance if it turns out that
the legitimacy of the institutions of justice, and the legitimacy of the criminal law, is
shaped at least in part by the balance that is struck between mala in se and mala prohi-
bita - or between real crimes and regulatory offences.

2.3 The relationship between criminal law and morality: the Hart-Devlin debate

Viewed over the very long term, the criminal law in most European countries merged
from religious regulation of moral norms. There has been an evolution from the
enforcement of religious (or moral) norms to a narrower function restricted to the
preservation of individual rights. Thus the criminal law in most member states has
progressively shed laws that related to offences such as blasphemy, sacrilege, and
homosexuality. The argument that the limits of the criminal law should be defined by
reference to the preservation of individual liberty has - largely — been won. The most
famous debate on this topic, at least in Common Law countries, was that between
Herbert Hart and Lord Devlin in the run-up to the legalisation of homosexuality in the
1960s. Hart was a member of the Committee on Homosexual Offences and Prostitu-
tion, which led to the Wolfenden Report, recommending that homosexual behavior
should be decriminalized. Devlin first responded to the Wolfenden Report in his 1959
British Maccabean lecture entitled, The Enforcement of Morals, arguing that the State is
entitled to legislate in matters of morality and that the criminal lawshould be shaped
by public morality (Miller 2010).

The Devlin-Hart debate prompted extensive academic analysis of the relationship
between law and morality and the limits of the criminal law (see for example, Feinberg
1984; Miller 2010; Dworkin 1999; Cane 2006). Hart’s argument was that homosexual
behaviour between consenting adults involved no public harm - or no breach of rights -
and that the law thus had no right to try to regulate that behaviour. He also argued that
criminalizing behaviour that was regarded by the majority as immoral would lead to
oppression of minorities and impose an unjustifiable brake on changes in social mores.

Devlin's counterargument prefigured those of Robinson and Darley, cited above,
that some degree of correspondence between public morality and the criminal law
was essential in ensuring the legitimacy of the justice system, and that legislators
who retreated from this position were jeopardising the system’s legitimacy. On the
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particular issue, Hart clearly held the winning cards, and homosexual acts between
consenting adults were legalised in 1966. It is clear that the logic of Hart’s argument
could also point to the legalisation or decriminalisation of illicit recreational drug use
- although the harms associated with drug use arguably run wider than those associ-
ated with homosexual sex (Smith 2002).

While it is generally accepted in modern criminal law that the law should not be
used simply to enforce public morality, Dworkin (1999: 929-930) points out that the
criminal law cannot operate without the concept of morality. He argues: ‘Why then
does the law protect citizens against, among others, injury, harm, offences, and inde-
cency? Surely it is because for someone to inflict these on another without adequate
justification and excuses is to act wrongly, i.e. immorally. Indeed if one begins to exam-
ine some of the more specific categories, the most prominent of which is ‘harm’, one
reaches the conclusion that the term itself is a normative one.”

More generally, the concept that the criminal law’s main function is to secure com-
pliance by threats of punishment and its ‘coerciveness’ should determine the limits
of the criminal law, is a deficient understanding of the law (Cane 20006). Empirical
research has shown that for a typical law-abiding citizen, the significance of law is not
its coerciveness but in its normativity (Tyler and Colleagues listed above). In this light,
Cane (2000: 45-46) questions whether the limits of law based on the assumption that
law is seen purely as an invasion of citizens’ autonomy (Hart’s argument):

Why should we determine the limits of law by reference to the perspective of
the minority of people who obey it only because of its coercive capacity, rather
than the perspective of those who view law as a legitimate source of standards
of behavior? If law were viewed from this latter perspective, the idea that it
might appropriately prescribe standard of behavior that express shared social
values and aspirations would seem much less objectionable.

We would feel uncomfortable with any initiative to roll the clock back, and extend
the reach of the criminal law back into areas of private morality and religious precept.
At the same time, some sort of synthesis between the positions of Hart and Devlin
seems necessary, because there is more than a grain of truth in Devlin’s argument that
the legitimacy of the criminal law depends on a degree of correspondence with public
norms and values. The synthesis that we propose has two elements to it:

1. Any extension of the criminal law needs to be justified primarily by reference to the
need to preserve human rights;

2. Any narrowing of the criminal law needs to be justified primarily by reference to
the fact that the laws in question do nothing to secure or protect human rights;

3. Provided that these two conditions are met, it makes sense to maximize the degree
of correspondence between the law and morality by ensuring that as far as possible
behaviour proscribed by the criminal law carries a public stigma.

3. ATYPOLOGY OF ‘TRUST-BASED’ POLICIES

The definition of (empirical) legitimacy in the previous section implies a range of strat-
egies for enhancing normative compliance by focussing on legitimacy. These include
improving:

+ Trust in the legitimacy of the police, the courts and other institutions of justice
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- By improving procedural fairness

- By improving distributive or outcome fairness

- By demonstrating moral alignment

- By demonstrating competence
+ Trust in the legitimacy of the criminal law

- By building the legitimacy of the institutions of justice (as above)

- By demonstrating the congruence of law and morality.

The paper will now take these strategies in turn, reviewing where they are most
applicable to the issues on which FIDUCIA is focussing and assessing their scope for
success.

3.1 Improving the legitimacy of the institutions of justice

There is now a very substantial body of research that demonstrates that procedural
fairness on the part of the police improves their perceived legitimacy and promotes
both compliance with the law and cooperation with justice officials. Procedural fair-
ness involves:

+ treating people with dignity and respect

+ listening to them and giving them ‘voice’ (letting them have their ‘say’)

+ acting legally and sticking to regulations.

The work of Euro-justis and subsequent analysis of the European Social Survey has
shown that procedural justice may be central to legitimacy-building strategies, but
other factors may also be important. The police need to demonstrate on the one hand,
moral alignment with public values and on the other hand, a basic level of competence, if
they are to secure or retain legitimacy.

How relevant are strategies to build police legitimacy to the four issues on which
FIDUCIA is focussing? They clearly have relevance for the fourth FIDUCIA focus - the
policing of ethnic minority groups and migrants. Across Europe there are tendencies
for the most socially marginalised groups to get involved in a downward spiral of
involvement in crime, becoming the focus of police suspicion, feeling over-policed,
and getting locked into adversarial relations with the police. Principles of procedural
justice may provide a starting point for a ‘recovery strategy’ to interrupt this down-
ward spiral.

The impact of procedural justice strategies could prove to be effective in relation
to buyers of trafficked goods and employers of trafficked people. Having the percep-
tion that the criminal justice institutions will treat them fairly could increase their
likelihood of cooperation with them in terms of providing information based on their
experience. However, it is harder to see how strategies of police legitimation will in
the short-term impact on key participants in trafficking in persons, the trafficking of
goods and cybercrime. The more that these participants are ‘career criminals’® whose
behaviour is instrumentally motivated, the less plausible it is that they will take any
account of the quality of their interaction with the police. However, people do with-
draw from engagement in crime - even those involved in organised crime - and it is
not totally fanciful to think that the treatment they receive from the police may have
some impact, at least at the margins.

Similar considerations apply to legitimation strategies for the other institutions
of justice. The more that people’s engagement with crime is marginal and equivocal,
the more plausible it is that they will respond positively to normative levers that are
applied by the prosecutors, courts, prisons and probation. The deeper their engagement
with crime, and the more instrumental their motivations, the more likely it is that they
will be unresponsive to normative strategies’.
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3.2 Improving the legitimacy of the criminal law

The ESS suggests that the legitimacy of the criminal law is a product, at least in part,
of the legitimacy of the institutions of justice. However, there are also legitimation
strategies that work beyond the framework of these institutions. These fall into two
types:
+ strategies to reconnect the criminal law with morality
- strategies to decriminalise (but rather regulate) offences which lack any moral
underpinning
Both sets of strategies involve shifts in the ratio of ‘real crimes’ to regulatory
offences - or the ratio between mala in se and mala prohibita.

Figure 1: Ideal scenarios
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Figure 1 shows the two ideal relationships between illegality (what is criminalised)
and immoral (what the public thinks as morally wrong). The first relationship is when
there is a complete match between illegal and immoral, and the second relationship is
when illegal is smaller than immoral and situated inside.

Figure 2: Problematic scenarios
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Here, in Figure 2, we have two - slightly more — problematic scenarios where immoral
and illegal are not sharing the same space (either having no overlap or having a minor
overlap), or the area of criminalisation (illegal) is larger than what the public think is
immoral.

Figure 3: Possible solutions
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What we could do in the above two problematic scenarios is either to expand the area
of immoral so that it will encompass what is criminalised, or to minimise the area of
illegal so that the what is currently seen as immoral by the public will occupy a larger
area. An example of the former is ‘viral marketing campaigns’ explained below, and the
example of the latter is decriminalisation, also discussed below.

While the above focused mainly on the general public, we should include a word of
caution concerning the effect of decriminalisation on supply reduction. In line with D
6.2 which focuses on human trafficking, it may be very risky to decriminalise without
carefully enhanced non-criminal regulation by the state.

Reconnecting the criminal law with morality

A paradigmatic example of this can be found in the history of drink/drive legislation
in the UK (and probably in other countries). The UK introduced legislation in 1967 to
make it illegal to drive a vehicle when a given blood alcohol level had been exceeded.
Initially this offence was treated simply as a malum prohibitum - something to be
circumvented - but over the following 45 years, public attitudes towards the offence
have changed, and it has acquired the connotations of a malum in se: people now tend
to regard driving over the limit not merely as risky, but as wrong.?2 The change was
effected largely through well-designed advertising campaigns which stressed not the
penalties involved in conviction but the harm done to the victims of accidents associ-
ated with drunk driving.

There are examples of such strategies of direct relevance to FIDUCIA. In the US,
various actors and celebrities have taken part in a ‘viral marketing’ campaign to change
attitudes towards the sexual exploitation of women and girls. “Real men don’'t buy
girls™ involves youtube videos by Demi Moore, Ashton Kutcher and other well-known
people, using humour to convey their message. Whether the campaign has any real
traction on the public is hard to say. Certainly its impact has been questioned. What
it does demonstrate, however, is that there may be potential for changing the relation-
ship between legal rules and morality. Given skilful advocacy, attitudinal shift may be
achievable, for example, in relation to:

+ the purchasing of sex

 the purchasing of unregulated drugs

+ the consumption of pornography

+ breaching of copyright through illegal downloads.

It has also been suggested that viral marketing campaigns, or straightforward adver-
tising, could be used to damage the ‘brand’ of drugs such as cocaine, which acquired
the connotations of a clean, smart, affluent lifestyle drug in the last two decades of
the 20th century. Increasingly attempts are being made to undo this brand image, by
stressing the costs of cocaine production, especially to people in producer countries,
in terms of systemic violence, ill-health, bribery and corruption and, ultimately threats
to the rule of law.

For the time being, we have little sense of whether such campaigns can signifi-
cantly affect public attitudes towards the end-products of the activities of organised
crime groups. Over the coming eighteen months FIDUCIA needs to map out more
clearly what can and can’t be done in this field, and to establish the ‘grammar’ and
‘syntax’ of effective campaigns. However, there clearly is a possibility that strategies to
reduce public demand for the products of traffickers and cybercriminals may prove the
most effective strategies for tackling these offences. Strategies of this sort are equiva-
lent to ‘demand reduction strategies’ in the world of drug policing, which are usually
contrasted to ‘supply reduction’.
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Decriminalisation

If it is impossible to connect mala prohibita with social norms, then a better alterna-
tive may be to regulate through means other than the criminal law. The clearest exam-
ple of candidates for decriminalisation are, of course, the laws that prohibit the pro-
duction, trafficking, possession and (in some jurisdictions) consumption of currently
illicit drugs. If the current legislation and associated UN conventions on drugs become
increasingly disconnected from social norms across Europe, (partial) decriminalisation
may become the best option. Similar considerations may apply to the regulation of
migrants.

From the procedural justice perspective, the case for or against decriminalisation
turns on the impact on the legitimacy of justice of criminal laws that are only distantly
connected to social norms. There are separate — and possibly more important - consid-
erations, of course, about the relative costs and benefits of regulation through criminal
law, through civil or administrative law or simply through interventions in the market
place, for example through price maintenance or taxation.

Normative reintegration of offenders

We should consider one further set of normative strategies — those that target exist-
ing offenders, and aim to achieve forms of normatively grounded rehabilitation. It may
seem sophistical to differentiate between rehabilitative strategies that aim to improve
the instrumental decision-making of offenders on the one hand, and those that are
designed to change their moral sensibility on the other. However, at a conceptual level
the distinction can be made, the latter set aiming to improve the alignment between
offenders’ moral perspectives and wider social norms . And certainly there are impor-
tant lessons from procedural justice theory about effective ways of engaging offenders
in such strategies.

As discussed earlier, it may seem fanciful that an instrumentally skilled crimi-
nal entrepreneur could be reached by the usual rehabilitative programmes available
within European justice systems. However, there is a better chance of such engage-
ment if considerations of legitimacy in the eyes of offenders are inbuilt into these pro-
grammes. Some rehabilitative strategies also have a fairly explicit normative agenda
to them. The clearest example is in restorative justice conferencing, the intention being
that a powerful emotional experience should trigger a process of normative readjust-
ment and reintegration.

There is some reason for thinking that procedural justice strategies may be of par-
ticular relevance in working with especially skilled and competent offenders. These are
people whose self-identity is likely to include a strong sense of agency and personal
power, which could obstruct the construction of effective relationships with proba-
tion staff. (These have an inbuilt imbalance of power in favour of the latter.) It may be
especially important to observe the rituals of respect - or proper etiquette - in building
such relationships, as these help the management of the imbalance of power between
probation officer and offender.

4. INSTITUTIONAL LEGITIMACY AND INTERNATIONAL BOUNDARIES

A final set of issues for this paper are those that relate to the possibility that the legiti-
macy of one country’s institutions of justice can ‘spill over’ into those of other member
states. Our thinking here is at a very preliminary stage. We suspect but do not yet know
that trust in foreign justice systems is generally much lower than trust in domestic
systems, even amongst those with experience of both. A sensible life-rule is to distrust
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the unknown, and if people apply this rule when travelling, this places the police at a
disadvantage in relation to their interactions with migrants and non-nationals'® The
FIDUCIA survey of perceptions of justice abroad will shed some light on these issues.

A possible way forward is to develop communications strategies that provide well-
targeted information to people who might encounter the police when in other coun-
tries. Targeting is needed because different sorts of traveller will have very differ-
ent sorts of encounter with foreign police. Of course this suggestion starts from the
unrealistic assumption that police in different member states deserve broadly similar
levels of public trust. In reality we know from the ESS and elsewhere that the objective
performance of police forces across Europe varies widely.

In the longer term, an increasingly integrated Europe will almost certainly require
increasingly harmonised systems of justice. Precisely how integrated depends on many
factors, including the growing anti-European politics in several member states. But if
the aim is to achieve a popular perception of a uniform - and uniformly legitimate -
system of justice across Europe, there is an obvious logic to harmonisation.

5. CONCLUSION

Procedural justice strategies to secure normative compliance are often misunderstood
to be nothing more than ‘soft’ policing and soft justice - leading to questions about
the role of coercion and punishment in justice. Procedural justice is about the fair
and skilful use of authority - and that includes the use of coercive powers and - in
the final analysis - the deployment of deadly force and the use of imprisonment as an
incapacitative strategy. The idea that there is a necessary tension between instrumental
strategies and procedural justice is not sustainable. However, instrumental strategies
contain an inherent risk of backfiring, especially when they take the form of tough
crackdowns. Strategies perceived to be unfair can secure short-term gains at the cost
of long-term damage to institutional legitimacy. Exemplary sentences may have some
impact - but they may also prompt defiance. The quality of procedural justice in any
instrumental strategies may determine whether these prompt compliance or defiance.

In general, policies that pay close attention to the legitimacy of policing and crime
reduction strategies are likely to prove benign, and to have few perverse effects. It is
hard to see how unfair and disrespectful treatment of crime suspects, for example,
would improve their commitment to the rule of law, and easy to see how fair and
respectful treatment might foster compliance. We have suggested that principles of
procedural justice should be especially useful in improving the policing of margin-
alised groups, such as disadvantaged ethnic minorities, where relations with the police
are often strained and marked by suspicion. However there is a difference between
simply offering a show of respect, and actually respecting people as individuals; it is
conceivable that procedural justice strategies that rely heavily on ‘scripts’ will achieve
little. Getting workforces sincerely to adopt the values implicit in procedural justice
strategies is sometimes hard to achieve.

There are various factors which may constrain the impact of normative strategies
grounded in procedural justice. We have suggested that those ‘career criminals’ who
are heavily engaged in forms of organised crime are unlikely to be very responsive to
normative pressures. On the other hand, even career criminals usually ‘retire’ as some
stage, and treating them according to the precepts of procedural justice may accelerate
the process. We have suggested that there may be considerably more scope to deploy
normative strategies to reduce the demand for illegal services supplied by organised
crime groups - whether these involve trafficked goods, trafficked and vulnerable indi-
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viduals or goods and services provided illegally via the internet.

We have suggested that in building the legitimacy of the criminal law, and espe-
cially in building a sense of public intolerance of various crimes, there are forms of
normative strategy that are unrelated to procedural justice. For examples various
advertising campaigns have succeeded in stigmatising proscribed behaviour that was
previously social acceptable, the obvious example being drunk driving. The scope for
replicating these successes in other fields, such as illegal downloading or buying illicit
pornography, and for finding new approaches for achieving the same ends, is unclear.
The use of social media in ‘viral marketing’ campaigns remains still very much an
unknown quantity. The FIDUCIA project needs to address these important practical
questions.

Finally, there has to be a note of caution about the role of the state in shaping social
norms and values. Too close an alignment of the criminal law with the moral - and
religious - values of the majority carries clear risks, most obviously to the minorities
who do not share these values. We think it important to keep in sharp focus questions
about the desirability of the state — whether its legislature, its judiciary or its police -
getting over-involved in ‘moral engineering.
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EXECUTIVE SUMMARY

The FIDUCIA research project (New European Crimes and Trust-based Policy) is funded

primarily by the European Commission through the Seventh Framework Programme

for Research and Development. FIDUCIA will shed light on a number of distinctively

‘new European’ criminal behaviours that have emerged in the last decade as a con-

sequence of developments in technology and the increased mobility of populations

across Europe. The central idea behind the project is that public trust in justice is
important for social regulation: FIDUCIA will build on this idea and proposes a ‘trust-
based’ policy model in relation to emerging forms of criminality.

Work package 6 (WP6 “Trafficking in human beings”) aims at understanding the
scope and the nature of human trafficking and reviewing the impact of relevant national
and international policies. D6.1 looks into data collection on trafficking in persons and
highlights different challenges in gathering and using such data. The particular focus
is on enforcement statistics related to human trafficking: police, prosecutor and court
data and the many problems in using such data for policy needs without analyzing the
limitations and weaknesses of available sources of data.

This deliverable comprises of statistics on enforcement activity in relation to traf-
ficking in human beings, as well as of information on the existing data collection
mechanisms and on the difficulties related to measuring the extent of human traffick-
ing. Although the focus is on enforcement statistics, the deliverable provides some
information also on (the number of) trafficking victims.

The key findings are:

+ Various international instruments and data collection efforts exist to map the
extent of trafficking criminality in different countries and globally. These include
efforts made by the United Nations Office of Drugs and Crime (UNODC 2009; 2012),
the United States Department of State (2010; 2011), the International Organization
of Migration (2012; 2000), the International Labour Organization (2012b) and the
Eurostat (2013). Various actors and organizations have also developed guidelines
and recommendations for improved data collection and listed relevant indicators of
trafficking in persons.

« Data collection on human trafficking is very challenging due to several reasons.
The phenomenon as a whole is very hidden and victims themselves rarely come
forward. This places huge challenges in identification of potential cases. The traf-
ficking cases that come to the attention of the criminal justice system are said to
represent merely the tip of the iceberg when it comes to the trafficking phenom-
enon in general. While some efforts have been made to estimate the prevalence of
human trafficking using survey data, reaching potential victims is notably difficult.

« Too often trafficking statistics are quoted without acknowledging the strengths and
weaknesses of the data and the limitations of its use. Often there is surprisingly
little information on how data has been collected in practice and how it has been
analysed and compiled. Comparing country specific data is difficult without tak-
ing into account the country-specific contexts that affect the way the statistics are
produced and how trafficking is defined, identified and measured in the first place.
Moreover, simple absolute numbers do not also take into account the size of the
population in different countries. Therefore it would be important to present figures
also in per 100 000 population -format.

« According to the recent Eurostat (2013) report which covers the time period
2008-2010, the number of identified victims is increasing at the EU-level. At the
same time, there was a decline of 17% in the number of suspected traffickers between
2008 and 2010. However, the total number of prosecuted traffickers increased in
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2010. Nonetheless the number of convictions is decreasing at the EU-level which
may be a sign of the challenges related to definition of human trafficking as well
investigation of cases. The increased number of victims shown in the report could
indicate that the human trafficking phenomenon in the EU Member States is on
the rise. However, factors such as improved identification procedures, increased
awareness of the phenomenon, changes in the legislation in the Member States and
higher priority in addressing human trafficking can affect these statistics.

« There is intensifying discussion on the different forms of trafficking. While many
data sources continue to show that trafficking for sexual exploitation is the most
common form of trafficking, both UNODC (2012) and IOM (2012) have noted that
the proportion of labour trafficking cases is increasing.

« It is in the interest of all parties to get as up-to-date and accurate information on
trafficking in persons as possible. This is vital when planning anti-trafficking efforts
and directing action and resources. Better data hopefully means also better policy.

1. INTRODUCTION

In recent years, trafficking in human beings has become a worldwide problem which is
often linked to organised crime. Effective action to prevent and combat such a global
problem requires a comprehensive international approach in the countries of origin,
transit and destination that includes “measures to prevent such trafficking, to pun-
ish the traffickers and to protect the victims of such trafficking, including by protect-
ing their internationally recognized human rights”.! The United Nations Protocol to
Prevent, Suppress and Punish Trafficking in Persons, Especially Women and Children
defines trafficking in persons as follows:

“Trafficking in persons” shall mean the recruitment, transportation, transfer, har-
bouring or receipt of persons, by means of the threat or use of force or other forms of
coercion, of abduction, of fraud, of deception, of the abuse of power or of a position of
vulnerability or of the giving or receiving of payments or benefits to achieve the con-
sent of a person having control over another person, for the purpose of exploitation.
Exploitation shall include, at a minimum, the exploitation of the prostitution of others
or other forms of sexual exploitation, forced labour or services, slavery or practices
similar to slavery, servitude or the removal of organs. (United Nations 2000.)

Trafficking in persons consists of three elements: the act (e.g. recruitment, transpor-
tation etc.), the means (e.g. threat, use of force, deception etc.) and the purpose or the
form of exploitation. Human trafficking is thus quite a complexly defined crime where
especially the exploitation can have many forms such as sexual exploitation, forced
labour and removal of organs, but also forced begging and forced criminality can take
place. The complex nature of the crime has an impact on the understanding and aware-
ness of the problem, the identification of trafficking victims and on collection of data
on trafficking.

It has to be also noted that the Protocol applies to situations where offences are
transnational in nature and involve an organised criminal group (United Nations 2000).
However, human trafficking is not always transnational but also domestic/internal
trafficking cases take place in individual countries. Furthermore, trafficking in human
beings is not always organised by members of organised criminal groups. Legislation
in individual member states is not necessarily limited to the trafficking cases that are
transnational in nature or involve an organised criminal group.

This deliverable discusses the difficulties and challenges related to measuring the
extent of trafficking in human beings. It also provides statistical information on traf-
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ficking in persons at the EU-level based on various data sources and covers different
aspects related to the quality of data and how it should be interpreted.

The report consists of five sections. First, we discuss the efforts and difficulties
related to measuring the extent of human trafficking (chapter 2), Next, we present the
existing data collection mechanisms (chapter 3). Chapter 4 describes the European
enforcement statistics on trafficking in persons including some data on victims of traf-
ficking. In the next chapter we provide information on Finnish trafficking in human
beings statistics and we present the trafficking situation in Finland as a case exam-
ple (chapter 5). Finally, we will draw some conclusions regarding the different issues
related to trafficking data, existing data collection efforts and how the data should be
used.

2. MEASURING THE EXTENT OF TRAFFICKING IN PERSONS
-EFFORTS AND DIFFICULTIES

2.1 Introduction

The extent of human trafficking is notably hard to measure. A major problem in both
studying and combating trafficking is the fact that existing data on trafficking in per-
sons is often scarce, unreliable and non-comparable (e.g. Aromaa 2007). According to
many sources, the cases of trafficking and/or victims that come to the attention of dif-
ferent authorities represent merely the tip of the iceberg (Jokinen et al. 2011, 16-17;
Ollus & Jokinen 2011, Tyldum & Brunovskis 2005). At the same time, reliable statis-
tics are essential when trying to understand the nature and extent of the trafficking
phenomena and its causes and consequences and when planning preventative efforts.
Goodey (2012, 40) also notes that, if robust data is absent, there is a risk that the policy
responses that are developed do not reflect realities on the ground. This can in turn
mean that initiatives are misdirected and their positive impact is limited. (Ibid.)

2.2 Challenges of data collection

First of all, finding accurate figures on trafficking in human beings is difficult because
of the special nature of the crime (e.g. Ollus & Jokinen 2011; Jokinen et al. 2011).
Problems of data collection have been discussed in detailed studies on research meth-
ods (e.g. Aromaa 2007; Kangaspunta 2007; Laczko 2007). Aromaa (2007) notes that
there is a lack of common definitions and counting units as well as a general lack of
adequate records regarding the phenomenon, which makes it difficult to monitor the
extent of trafficking in persons. Drawing a fuller picture of the trafficking phenom-
enon would require combining law enforcement and NGO sources. (Ibid.) According to
the Organization for Security and Cooperation in Europe (OSCE), it is difficult to col-
lect data on human trafficking not only because of its criminal nature and its abstract
definition, but also because countries are not collecting systematic information about
the phenomenon and are not providing sufficient financing for research on the topic
(OSCE 2000).

In recent years, however, several data collection projects have been carried out with
the aim of enhancing information gathering on trafficking in persons. The European
Commission has worked towards developing a coherent framework for collecting sta-
tistical information on crime and criminal justice, including developing guidelines for
measuring trafficking in persons (Commission of the European Communities 2000).
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For example, the World
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(Zimmerman & Watts 2003).

Also a working group established by the European Commission (EC) has been discuss-
ing the harmonization of operational indicators on trafficking (Bogers 2010).

In addition, several data collection models have been developed with support from
the EC. These include the joint project conducted by the International Labour Orga-
nization (ILO) and the EC, which developed operational indicators on trafficking in
human beings for improved identification, characterisation and data collection, using
the so-called Delphi methodology (ILO 2009b). With EC support, the International
Organization for Migration (IOM) and the Ministry of the Interior of Austria have
developed guidelines for collecting information on trafficking, including comparable
statistical indicators (IOM & B.MI 2009). Also with EC support the International Cen-
tre for Migration Policy Development (ICMPD) has developed a data collection model
together with the Czech Republic, Poland, Portugal and Slovakia. Using this model,
one can collect victim-centred information as well as information on perpetrators and
the functions of the criminal justice system (Surtees 2009). The MONTRASEC model,
developed by the University of Ghent, proposes a model database with which to col-
lect information on trafficking in human beings and the sexual exploitation of children
(Vermeulen & Paterson 2010). In addition to these projects, Vermeulen has described
different, earlier research efforts and trafficking projects to prepare EU monitoring on
the matter (Vermeulen 2007).

Even with the above-mentioned data collection efforts it is possible to collect infor-
mation only on known or suspected cases of trafficking in persons. The information
in the various databases is usually based on cases that have come to the attention of
the criminal justice system and different authorities, non-governmental organizations
(NGOs) or other actors. However, the majority of cases of trafficking in human beings
never come to the attention of any authorities or NGOs (see e.g. IOM & B.MI 2009, 49).

One option in measuring the extent of trafficking in persons would of course be vic-
timisation surveys. However, it is notably hard to try to reach potential victim groups
and get them to respond to such a survey, and thus such methods have been used quite
rarely with the notable exception of some efforts made by the ILO (2012a; 2012b)
and the IOM (2000). These organisations have for example tried to reach the hidden
population by targeting households of (returned) migrants in the source country (ibid.).
Tyldum and Brunovskis (2005) have noted that it is not possible to collect reliable
information about forms of exploitation and abuse among victims currently experienc-
ing such abuse. Persons experiencing the most serious forms of exploitation are less
likely to be reached, and victims are reluctant to provide information that may put
them in jeopardy. (Ibid.)

Nonetheless, victimization surveys can help researchers and decision makers to
place the phenomenon in context and assess the impact on the population. In recent
years notably the ILO (2012a) has put a lot of effort into developing and testing survey
methodologies in order to estimate the number of adults and/or children in forced
labour in different countries using existing national survey instruments. In 2008-2010,
the ILO piloted surveys in ten countries around the world.2 In 2012, the ILO published
a manual on survey guidelines to estimate forced labour of adults and children. The
manual emphasises that conducting surveys on trafficking and forced labour is difficult
for various reasons: not the least of which is the fact that the people concerned may
be unable or unwilling to acknowledge their situation and to identify themselves as
victims. Also serious ethical considerations must be taken into account, according to
the ILO. People who have suffered deception, violence or other means of coercion must
be interviewed in accordance with strict ethical rules and guidelines.? (Ibid.)

Also the IOM (20006) has conducted nationally representative surveys in Belarus,
Bulgaria, Moldova, Romania, and Ukraine with the objectives of analysing general
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public attitudes towards employment abroad and human trafficking as well as of esti-
mating the prevalence of human trafficking in these five countries.

It must be concluded that if the phenomenon of trafficking is unknown, or if rel-
evant actors do not identify potential cases and victims do not come forward, it is
very difficult to collect information on the phenomenon using the different models and
guidelines mentioned in this chapter. A considerable amount of information is still
missing on trafficking in persons in the global, European and different national levels
and there is much that we do not know.

2.3 Pitfalls of existing trafficking statistics/studies

It is quite clear that existing data on trafficking describe known cases rather than pro-
vide a comprehensive picture of the phenomenon of trafficking in human beings. Usu-
ally the available trafficking statistics do not differentiate between trafficking for sexual
exploitation and trafficking for forced labour. In fact, until recently the global traf-
ficking statistics usually referred almost exclusively to cases of trafficking for sexual
exploitation. This is because trafficking for sexual exploitation had been the major tar-
get of many anti-trafficking efforts and policies during the 1990s and the early 2000s,
and there was less focus on the phenomenon of labour trafficking (e.g. UNODC 2012,
19). For example, within Europe it has not been until after 2005 that there has been a
greater focus on trafficking for forced labour, and the number of identified labour traf-
ficking cases has increased.

Also the United Nations Office on Drugs and Crime (UNODC) has noted that
among detected forms of trafficking in persons, cases of forced labour are increas-
ing rapidly. Indeed the 18% share reported for the period 2003-2006 doubled for the
period 2007-2010, reaching 36%. According to the UNODC, this increase is likely
due to improved capacity to detect trafficking for forced labour as well as to legisla-
tive enhancements adopted to ensure that this type of trafficking is covered by law.
(UNODC 2012, 11-12.)

Some actors argue that labour trafficking may in fact be more commonplace than
trafficking for sexual exploitation (see e.g. IOM 2012), although it has simply not been
identified as effectively. According to the ILO 2012 global estimate of forced labour,
there are 20.9 million forced labourers in the world. 90% of these persons are exploited
in the private sector by individuals or enterprises. Out of these, 4.5 million are victims
of forced sexual exploitation, and 14.2 million are victims of forced labour exploitation
in such economic activities as agriculture, construction, manufacturing or domestic
work (ILO 2012b).

Some experts have noted a tendency to conflate trafficking with prostitution (e.g.
Gallagher 2011, 386). This means that at least in some countries the trafficking figures
that are provided do not actually refer only to trafficking in persons, but include dif-
ferent prostitution-related crimes. In some countries, trafficking statistics may also
include offences related to the smuggling of migrants. For these reasons it is diffi-
cult to make comparisons between different countries using only trafficking statistics,
since often these country-specific details must be taken into account before basing any
analysis on the figures and drawing conclusions about them.

Di Nicola and Cauduro (2007) reviewed official statistics on trafficking for sexual
exploitation and their validity for 25 EU countries in 2005. They ranked countries into
three categories based on the reliability of their trafficking data: 1) high reliability
countries with official databases on offences, offenders and victims, 2) medium reliabil-
ity countries with (a) NGO data on victims and official data on offences/offenders or (b)
official data on victims, and 3) low reliability countries with no standardised quantita-
tive information trafficking for sexual exploitation. (Ibid.) While this classification is
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obviously out-dated because much has been done since 2005, it is still useful to note
that the quality and reliability of national statistics on trafficking in persons varies a
lot even among European Union member states.

Gallagher (2011) notes that currently there is an unhealthy fixation on numbers and
statistics on trafficking in persons, which are sometimes manipulated in order to serve
narrow policy goals or organisational requirements. It is very problematic that often
the figures on the extent of trafficking are quoted without acknowledgement of the
many well-known problems and limits of such data. Quoting simple statistics can also
hide the elusiveness of trafficking itself: it is still extremely difficult to estimate when
or how an exploitative situation morphs into trafficking or when a migrant worker in
a difficult situation becomes a victim of trafficking. (Ibid, 392---393.) According to
Tyldum and Brunovskis (2005), a distinction should be made among the (potential)
victims between “persons at risk of being trafficked”, “current victims of trafficking”
and “former victims of trafficking”.

Also Kelly (2005) has noted the problems and limitations of trafficking-related sta-
tistics and studies. In her article, Kelly takes a critical look at the research on trafficking
in persons and lists methodological deficiencies, weaknesses and limitations in data
and method. Kelly notes that the majority of the published studies on human traf-
ficking say little, if anything, about the methods used to collect and analyse the data.
The problems she mentions include “a lack of critical assessment of official statistics,
a failure to draw on qualitative material in anything other than an illustrative way,
and no discussion of the limitations of method and data” (ibid., 237). Kelly particu-
larly demands methodological transparency. Without transparency it is impossible to
assess the depth and quality of research, as well as transfer the learning and knowledge
gained from the research. (Ibid.)

Also several other researchers have highlighted the need for better data (see eg.
Goodey 2008; Tyldum & Brunovskis 2005). According to Tyldum and Brunovskis
(2005), the methodologies that have been applied are not always well suited for the
purposes (estimates of the scope of the phenomenon, descriptions of trends, character-
istics of victims), and inferences are often made on the basis of limited data. According
to them, “inadequate data collection methods might result in descriptions that have
little to do with reality” (ibid, 17). Tyldum and Brunovskis (ibid, 18) also note that
“(u)ncritically using or publishing findings not based on sound methodologies may
result in misinformation and hinder the creation of relevant policies and appropriate
programmes”.

Other challenges that make trafficking a difficult topic to study are the fact that
trafficking concerns hidden populations (prostitutes, traffickers, victims etc.) and stig-
matized or illegal behaviour (the persons involved do not want to cooperate in the
study). Human trafficking is also a highly politicized issue. Furthermore, it is not even
clear what is trafficking, what is not and who is a victim and who is not. Who should be
counted as a trafficking victim? (Tyldum & Brunovskis 2005.)

3. INTERNATIONAL DATA COLLECTION ON TRAFFICKING IN PERSONS -
EXISTING DATA COLLECTION MECHANISMS

3.1 Introduction

In this chapter, some key international data sources on trafficking in human beings
are presented. Basic information is provided on data collection by the United Nations
Office on Drugs and Crime, as well as the U.S. Department of State annual trafficking
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reports, with the intention of highlighting their contents, methodology and also to
some extent the weaknesses of these data sources. Also the new Eurostat report on
trafficking in human beings from 2013 is discussed in order to highlight its contents
and methodology. Finally, some other relevant data collection efforts are described as
potential sources of data.

3.2 UNODC data collection

The United Nations Office on Drugs and Crime maintains a database, based on open-
source information, which includes data on victims and perpetrators of trafficking
(UNODC 2006). Furthermore, the UN.GIFT project,* implemented by the UNODC, has
collected statistics and estimates from UN Member States on trafficking in human
beings. In 2009, the UNODC published its first global report on trafficking in persons
(UNODC 2009). The second global report was published in 2012. The UNODC traffick-
ing reports include information on global trafficking patterns and flows and well as
country-specific profiles based on national statistics.

The majority of the recent UNODC data was collected 1) through a short question-
naire distributed to Governments,> 2) by utilising the relevant results of the regular
United Nations Survey of Crime Trends and Operations of Criminal Justice Systems
used to survey member states on official statistics on different forms of crime,® and 3)
by collecting official information available in the public domain, including national
police reports, Ministry of Justice reports, national trafficking in persons reports, etc.
(UNODC 2012.)7

Information for the recent report was collected from 132 countries and territo-
ries.® However, not all information that was provided by the countries covered could
be systematically used. Some countries only provided partial information or data in a
non-standard format. The information collected tended to focus on the number and the
profile (age, gender, nationality) of the victims detected, along with the number and
profile (gender and nationality) of the persons prosecuted and convicted for trafficking
in persons or related offences.” The time period covered was 2007-2010, or to a more
recent date, unless otherwise indicated. (UNODC 2012.)

The UNODC trafficking reports have been criticised by some researchers. Galla-
gher (2011) argues that the usefulness of the UNODC report as a source of knowledge
is severely constrained due to methodological and analytical weaknesses, which are
demonstrated for example by the report’s findings that 80% of trafficking is for sexual
exploitation and that women comprise the majority of trafficking victims. According
to Gallagher, these findings reflect nothing more than current self-reported patterns
of investigations and prosecutions. Finally, Gallagher notes that the lack of a critical
analysis of the UNODC report is a reflection on the poor state of the critical analysis
and scholarship in the area of counter-trafficking. (Ibid, 390-391.)

The UNODC report does acknowledge that the report is likely to over-represent
trafficking for sexual exploitation and thus overestimate the proportion of women vic-
tims of trafficking, because women represent the overwhelming majority of victims of
trafficking for sexual exploitation. Similarly, the UNODC data may under-represent the
prevalence of trafficking for forced labour. (UNODC 2012, 19.)

3.3 U.S. TIP Report
The U.S. Department of State publishes annual Trafficking in Persons (TIP) reports on

the trafficking situation in countries across the world. The reports have been published
annually since 2001. They are mandated by the U.S. Congress under Public Law 106-
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380, entitled Victims of Trafficking and Violence Protection Act and passed in 2000.
According to the U.S. Department of State, the report is the U.S. Government'’s principal
diplomatic tool to engage foreign governments on the issue of human trafficking.'° The
reports contain information on 186 countries, first describing the general trafficking
situation and then making country-specific recommendations. Moreover the country
profiles provide information on prosecution, protection and prevention efforts made,
and often mention at least some statistical information on the local trafficking situa-
tion. The data provided in the reports has been collected by the U.S. State Department
from national authorities, NGOs, the media, researchers and other relevant actors.

In the annual TIP Report, the Department of State also ranks countries into one
of four tiers based on the extent of their governments’ efforts to comply with “the
minimum standards for the elimination of trafficking”. Tier 1 is the highest (“best”)
tier, while tier 3 is the lowest. Countries whose governments fully comply with the
minimum standards set out in the Trafficking Victims Protection Act (TVPA) are placed
into tier 1. Tier 2 is for countries that do not fully comply with the TVPA's minimum
standards, but are making significant efforts to do so. The Tier 2 Watch list ranking is
reserved for countries where the government does not fully comply with the TVPA’s
minimum standards, but is making significant efforts to do so, and in which: 1) the
absolute number of victims of severe forms of trafficking is very significant or is sig-
nificantly increasing; 2) there is a failure to provide evidence of increasing efforts to
combat severe forms of trafficking in persons from the previous year (in the form for
example of increased investigations, prosecution, and convictions of trafficking crimes,
increased assistance to victims), and decreasing evidence of complicity in severe forms
of trafficking by government officials; or c) the determination that a country is making
significant efforts to bring itself into compliance with minimum standards was based
on commitments by the country to take additional steps over the next year. The lowest
raking (tier 3) is for countries whose governments do not fully comply with the mini-
mum standards and are not making significant efforts to do so.!!

The ranking system used in the TIP report has been heavily criticised by different
countries, actors and organisations (e.g. Gallagher 2011; Trends in Organised Crime
2006; COHA 2011!?). Many critics say that the rankings decisions made in the reports
are not explained in detail and thus offer incomplete picture of the local situations
(ibid). Also the quality of data has been criticised as unreliable, since the reports con-
tinue to rely on second-hand information that is not fully referenced or cited (Gal-
lagher 2011, 386). Finally, the assessment of the compliance of different countries
with the TVPA’s minimum standards has been viewed to be subjective. In particular
countries placed in the bottom tier have emphasized the biased nature of the reports
(Trends in Organised Crime 2000).

3.4 Eurostat report on trafficking in human beings

The Eurostat published a first report covering statististical information on human
trafficking at the EU level in 2013. The report includes statistical data for the years
2008-2010 from all 27 EU Member States, as well as Croatia, Iceland, Montenegro,
Norway, Serbia, Switzerland and Turkey.!® The data have been collected from various
actors (authorities and civil society organizations) working in the field of human traf-
ficking. The report contains statistics on trafficking victims, as well as on suspected,
prosecuted and convicted traffickers. The information on the victims is disaggregated
by gender, age and form of exploitation and it also contains statistics on victims’ citi-
zenship and type of assistance and protection received. The information on the traf-
fickers is disaggregated by gender, citizenship and form of exploitation. The report
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focuses on statistical data from the registration systems, but also metadata from other
sources such as projects, studies and reports were requested from the Member States.
(Eurostat 2013.)

The data collection was based on a limited number of indicators which were selected
based on the expertise of the European Commission and its different expert groups on
crime statistics etc. The Commaission prepared a list of common statistical indicators,
definitions of the phenomenon and guidelines on how to collect the data. To make sure
that the data collected was comparable, particular attention was paid to the definitions
used which were edited to be as clear as possible. (Ibid, 19-20.)

The report notes “that the current state of the results does not entirely comply with
the stringent requirements of the European Statistics Code of Practice and further
development is planned to improve the quality in future collections” (ibid, 9). The
figures in the report should be interpreted with caution and it is necessary to take the
methodological notes and caveats into consideration. Furthermore, the increased num-
ber of victims shown in the report could indicate that human trafficking phenomenon
in the EU Member States is on the rise. However, also better identification procedures,
the involvement of more actors in the identification process, changes in the legislation
in the Member States and higher priority in addressing human trafficking can have an
influence on the recorded number of victims. (Ibid, 9-10.)

3.5 Other data

In 2008, the International Labour Office (ILO) collected data on trafficking in persons
in Albania, Moldova, Romania and Ukraine by interviewing returned migrants using
a standardised questionnaire. The main sampling method used was snowballing, but
returned migrants were also approached in public spaces. The data collection resulted
in a data base with 644 respondents of which 300 were identified as forced labour vic-
tims derived from results of standardised questionnaires. (Andrees 2008.)

The ILO describes openly the different methodological problems and limitations
of the research in their report. It is pointed out that the results of the study are not
representative and that the samples in the four countries imply a certain bias because
snowballing was used to include an equal number of trafficking victims as opposed to
successful migrants. Another problem possibly distorting the results is the elapsed
time between the trafficking situation and return to the home country. Also the fac-
tors of social desirability may affect the research results, according to the ILO, since
returned migrants tend to exaggerate the positive and underplay the negative which
may lead to underestimation of the number of victims. Another shortcoming of the
data mentioned in the report is the fragmented and missing data due to reluctance
of interviewees to share sometimes very painful experiences. It is noted in the study,
though, that overall the research results give important indications about the existence
of human trafficking in the four countries. (Andrees 2008, 6-10.)

For more than ten years, the International Organisation for Migration (IOM) has
collected information on victims of trafficking in human beings. This standardized
counter-trafficking data management tool, the Counter-Trafficking Module (CTM), is
the largest global database with primary data on victims of trafficking.!4 The database
serves as a knowledge bank from which statistics and detailed reports can be drawn
and information can be provided for research and policy-making. At the end of 2009,
the database included details on more than 14,000 trafficking victims from more than
85 countries of origin and 100 countries of destination (IOM Global human trafficking
database). By December 2011, the database contained primary data on 20,000 victims
registered by IOM (IOM 2012).

REPORT ON ENFORCEMENT STATISTICS 31

15. Statistics in BLUE are from
the United States Traffick-
ing in Persons Report (years
2010 and 2011); Statistics in
RED are from the UNODC
20009 report. The statistics in
BLACK are from the UNODC
2012 report.

Some countries, such as Portugal, have developed their own detailed trafficking
databases (Observatory on trafficking in human beings). In Finland and in the Nether-
lands, the National Rapporteur on trafficking in human beings collects comprehensive
information on the phenomenon and publishes regular reports (e.g. National Rappor-
teur 2010; Bureau NRM 2010).

In the next chapter, enforcement statistics on trafficking in persons are presented
in order to highlight the situation in EU Member States and to reflect the quality of
existing trafficking data.

4. EUROPEAN ENFORCEMENT STATISTICS ON TRAFFICKING
IN PERSONS

4.1 Introduction

In the following chapter, European enforcement statistics are provided from 27 EU
Member States. Enforcement statistics refer to police, prosecution and court data
which are produced by these criminal justice actors. The figures presented here are
derived from the two reports published by the UNODC in 2009 and 2012, as well as
from the U.S. State Department’s Trafficking in Persons Reports from the years 2010
and 2011. The data from these two sources have been put into the same tables (years
2007-2010) in such a way that the figures in blue are from the United States Traffick-
ing in Persons Reports, the figures in black are from the UNODC 2012 report and the
figures in red are from the UNODC 2009 report.

In addition, some data from the new Eurostat trafficking report is provided on
the number of suspected, prosecuted and convicted traffickers in EU Member states
in 2008-2010. While some of the Eurostat data is identical to the data reported in
the UNODC and the US TIP Reports, there are also differences. This is an example of
how challenging international data collection is even when it covers only one specific
offence. Finally some data is presented on the number of victims and the prevalence of
human trafficking. While this report focuses on enforcement statistics, it is important
to also take note of the victim statistics when analysing and describing the extent of
trafficking criminality and the phenomenon as a whole at the EU-level. First, trafficking
cases recorded by the police are presented.

4.2 Trafficking cases recorded by the police
All in all, the UNODC 2012 report contains quite limited data on cases of trafficking in
persons recorded or investigated by the police. Therefore the figures presented in the

following table are mainly derived from the U.S. TIP reports.

Table 1. Cases of Trafficking in Persons Investigated by the Police in 2007-2010.1°

2007 2008 2009 2010
Austria - - - -
Belgium 453 367 371 83
Bulgaria - 187 131 160
Cyprus - 29 17 29
Czech Republic - 81 47 24
Denmark 11 - 44 38
Estonia 136 - 73 -
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16. The reports do not contain

17.

information on the reasons
for the lack of statistics for
the number of cases of traf-
ficking in persons investi-

gated or recorded by police.

Before January 2011 traffick-
ing in persons was simply
considered as an aggravat-
ing circumstance in cases
related to smuggling (see
Article 318 bis of the Span-
ish criminal code).

2007 2008 2009 2010
Finland 4 8 59 71
France - - - -
Germany 714 482 534 -
Greece 121 40 66 62
Hungary - 21 27 8
Ireland 167 - 66 69
Italy 622 539 360 509
Latvia - 9 7 4
Lithuania - 19 11 7
Luxembourg - - - -
Malta - - - 0
Netherlands - 215 141 -
Poland - 119 105 95
Portugal - - - -
Romania - 494 759 717
Slovakia 11 18 9 15
Slovenia - 7 28 12
Spain 1870 - 314 678
Sweden - 23 59 84

United Kingdom of Great - - - -
Britain and Northern Ireland
source: UNODC 2012; 2009; US TIP Reports 2010-2011

As can be seen from the table 1, there are surprisingly many gaps in the Euro-
pean police statistics on trafficking in persons, based on these two international data
sources.!® Finding some of the missing data should be possible using national data-
bases, but that is not the purpose of this exercise.

Looking at the data itself, there is quite considerable country-specific variation in
the number of cases investigated by the police. For example, the figures for Estonia
seem very high at first glance for such a small country. However, when we have the
background information that trafficking in persons was not criminalised as a specific
offence in Estonia until 2012, the figures can be explained by the fact that they involve
different offences such as facilitation of prostitution, which in Estonia is considered
to be a crime similar to trafficking. Comparing these figures without such background
knowledge from all the countries can be very risky, since it is highly likely that different
countries report figures that are based on different definitions, systems and counting
units. It is possible that while figures from one country include only trafficking offences,
figures from another country include different prostitution-related offences or human
smuggling related offences. This concern is very relevant especially when looking at
older statistics, which may lack such differentiation between different crime labels. For
example, in Spain trafficking and smuggling were punished under the same article until
2011, so the high figures for Spain are explained by this at least to some extent.!”

Also the new Eurostat report on trafficking in human beings includes information
on suspected trafficking within the EU. According to the Eurostat , a total of 1723
people were suspected of trafficking in 2008 in the EU Member States. The figure was
1896 in 2009 and 1701 in 2010. The Eurostat notes that for the 19 Member States
which provided figures for all three years, there was a decline of 17% in the number
of suspected traffickers between 2008 and 2010. About 45% of suspected traffickers
held EU citizenship and most of these persons were from Bulgaria, Romania, Germany,
France and Belgium. Most frequently suspected traffickers outside of the EU were from
Nigeria, China or Turkey. (Eurostat 2013, 63-64.)

Furthermore, the Eurostat also reports that around 85% of suspected traffickers were
suspected of trafficking for sexual exploitation between 2008 and 2010. The proportion
of labour trafficking was 13% in 2008 and 2009, and 11% in 2010. The percentage of
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18. Statistics in BLUE are from

the United States Traffick-
ing in Persons Report (years
2010 and 2011); Statistics in
RED are from the UNODC
2009 report.

other forms of exploitation increased from 3% in 2008-2009 to 4% in 2010. Only Bel-
gium reported that labour trafficking was a more common form of exploitation than
sexual exploitation (Eurostat 2013, 70-72.) However, it should be noted that quite many
EU countries did not report any figures for this question. There has been also some dis-
cussion that the proportion of labour trafficking is in fact increasing globally (e.g. ILO
2012b; IOM 2012). We also know that in some EU Member States, such as Finland and
Netherlands, which did not report figures for the Eurostat questionnaire regarding this
matter, the proportion of labour trafficking is quite high (e.g. Jokinen et al. 2011).

Comparing individual figures from UNODC (2009; 2012) reports, US TIP Reports
(2010; 2011) and Eurostat report (2013) is not necessarily wise, since these data col-
lection instruments may use slightly different definitions in the first place. In addition,
the data may have been corrected or adjusted by different national statistical authori-
ties over time or collected and calculated by different organisations or persons, which
again will affect which total is being reported.

4.3 Persons prosecuted for trafficking in persons

The following statistics (see table 2 - years 2007-2010) are based mainly on the Global
Report on Trafficking in Persons by the UNODC (2012) and they have been supple-
mented with information from the U.S. TIP report. Finally, some statistics are pre-

sented from the recent Eurostat report on human trafficking.

Table 2. Persons Prosecuted for Trafficking in Persons in 2007-2010.18

2007 2008 2009 2010
Austria 13 4 34 16
Belgium - - 387 -
Bulgaria 107 107 131 134
Cyprus 105 118 90 64
Czech Republic 20 22 32 35
Denmark 22 25 29 13
Estonia 135 144 200 155
Finland 2 7 2 7
France - 523 543 -
Germany - 178 189 -
Greece 121 162 240 246
Hungary 20 17 16 14
Ireland 148 - 6 5
Italy 461 550 602 362
Latvia - 1 11 2
Lithuania 3 22 11 19
Luxembourg - 7 6 4
Malta 6 3 0 0
Netherlands 281 214 141 215
Poland 62 79 79 77
Portugal 4 6 7 -
Romania 429 324 262 415
Slovakia 16 12 6 5
Slovenia 2 4 8 12
Spain - 86 147 202
Sweden 5 5 16 18
United Kingdom of Great
27 61 47 30

Britain and Northern Ireland
souRrRce: UNODC 2012; 2009; US TIP Reports 2010-2011.

As can be seen from table 2, the number of prosecuted persons varies considerably
both between different countries and also between different years in a specific coun-



34

NEW EUROPEAN CRIMES AND TRUST-BASED POLICY

try. It seems that as far as the human trafficking offence is concerned, the fluctuations
between different years are relatively high when compared to many other offences (e.g.
homicide rates are usually quite stable, see e.g. European Sourcebook 2010). It is dif-
ficult to assess whether the fluctuations have to do with the nature of the trafficking
offence or whether some other explanations lie behind the variation in the numbers.
Such explanation may include shifts in the resources of the police, increased aware-
ness or training of different authorities and changes in their resources, for example.

The Eurostat data collection on trafficking in persons also covers some statistical
information on the number of prosecuted traffickers. According to Eurostat, a total of
1119 persons were prosecuted for trafficking in persons in 2008 in 27 EU Member
States, while the figure was 1103 in 2009 and 1214 in 2010. Thus, the total number of
prosecuted traffickers has increased in 2010. A majority of prosecuted traffickers had
EU citizenship (76% in 2010). 75% of prosecuted traffickers are male and 25% women,
according to the Eurostat figures and around 70% were prosecuted for trafficking for
sexual exploitation. The proportion of labour trafficking is around 20% among pros-
ecuted traffickers. (Eurostat 2013, 73-78.)

In general, it should be noted that the prosecution statistics are not as developed
as police and court statistics and they are often less detailed. Often, there are fewer
prosecutorial statistics available when compared to other enforcement statistics, and
they are more problematic to interpret because often times prosecutions statistics are
based on the number of prosecuted cases and not on the number of prosecuted persons
(often one case may involve multiple persons) (see e..g. European Sourcebook 2010 on
the quality of prosecution data).

4.4 Persons convicted of trafficking in persons

The Eurostat (2013) report also includes information the number of convicted traffick-
ers and their gender. It shows that the proportion of female traffickers (convicted per-
sons) is relatively high; in many countries one fourth or more of all convicted persons.
The proportion of women out of suspected and prosecuted traffickers is also one fourth
at the EU level on average. The following table includes information on the total num-
ber of convicted traffickers and their gender in 27 EU Member States.

Table 3. Number of convicted traffickers (7).

2008 2009 2010
% % % % % %
Total Total Total
Male Female Male Female Male Female
Austria 67 33 18 81 19 32 64 36 14
Belgium : : 198 : : 132 : : 64
Bulgaria : : 69 : : 108 : : 106
Cyprus 60 40 25 20 80 5 0 100 1
Czech
. 67 33 3 100 0 1 : : 10
Republic
Denmark 29 71 7 80 20 10 64 36 11
Estonia : 66 : : 67 : : 47
Finland 60 40 5 0 0 0 0 0 0
France 72 28 608 74 26 558 72 28 577
Germany 82 18 155 79 21 148 75 25 131
Greece : : : : : : : :
Hungary 82 18 34 82 18 22 100 0 14
Ireland : : : : : :
Italy 50 50 4 59 41 17 : :
Latvia 50 50 2 0 100 1 67 33
Lithuania 64 36 14 85 15 13 73 27 11
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2008 2009 2010
% % % % % %
Total Total Total
Male Female Male Female Male Female
Luxembourg 0 100 1 50 50 2 50 50 4
Malta 100 0 1 0 0 0 0 0 0
Netherlands 90 10 78 80 19 69 89 11 79
Poland : : 5 : : 19 : : 20
Portugal 67 33 3 80 20 5 0 100 1
Romania 73 27 191 77 23 183 72 28 203
Slovakia 75 25 16 90 10 10 67 33 6
Slovenia
Spain : : : : : : : :
Sweden 0 0 0 25 75 4 63 38 8
UK: England 78 22 37 8 32 56 76 24 29
and Wales (%)

(*) Total reflects the number of convicted traffickers (including gender unknown).
(% 2008: Break in the series
: Data not available
SOURCE: Eurostat
In total 1534 traffickers were convicted at the EU-level in 2008, while the figure was
1445 in 2009 and 1339 in 2010. Thus the total number of convicted traffickers within
the EU has decreased in 2008-2010. When looking at the country-specific data, there
are quite a lot of variations to this overall trend, but indeed the number of convictions
has decreased in such big EU Member States as Germany and France. However, the
number of convicted traffickers has increased in Romania and Poland, for example.
The enforcement statistics presented above demonstrate very well also the problem
of attrition. The figures are lower for each criminal justice actor that is next in line.
Because of the difficulty and elusiveness of the definition of the trafficking offence,
there are many difficulties in the gathering of evidence and in the investigation of traf-
ficking cases. Because of these factors, the prosecution and court statistics are often
very low in comparison to police statistics. The prosecutors cannot prosecute cases
because of lack of evidence and courts are unable to pass judgment for the same rea-
sons. In addition, the criminal justice process is very lengthy and especially court
statistics lag behind by several years.

4.5 EU-level data on the number of victims and survey data

The new Eurostat report on human trafficking includes interesting data on the number
of identified and presumed victims in EU Member States. While the purpose of this
report is to focus on enforcement data, some victim data is presented here as a compar-
ison to the picture of the European trafficking situation gained from the enforcement
statistics. It is important to note that different sources of information give a different
picture of the extent of trafficking criminality in different countries. Often times the
victim figures are higher than enforcement figures because for example different civil
society organisations can identify victims that are not reported to different authorities
such as the police. The Eurostat report mentions that multiple data sources were used
at least in some countries to collect statistics on trafficking victims. While the police
is still the principal source of victim data used in the report, also various other sources
such as NGOs, social services, victim services as well as immigration authorities, and
border guards have been utilized.

The Eurostat victim data is presented in the next table in absolute figures as well as
per 100.000 population. Victims who have been formally identified by relevant authori-
ties are considered identified victims, while presumed victims include persons who
fulfil the definition of human trafficking but who have not been formally identified.
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Table 4. Number of identified and presumed victims (per 100 000 inhabitants) for
2008-2010.

2008 2009 2010
Victims per Victims per Victims per
Total Total Total

(d + Pr) . 10_0 000 (d + Pr) . 10,0 000 (d + Pr) . IO_O 000

inhabitants inhabitants inhabitants

EU Total () 6 309 13 7 795 1.6 9528 2.0
Austria 36 04 109 1.3 62 0.7
Belgium 196 1.8 158 1.5 130 1.2
Bulgaria 250 33 346 4.5 432 5.7
Cyprus 58 7.3 113 14.2 52 6.3
Czech Republic 143 14 55 0.5 83 0.8
Denmark 28 0.5 47 0.9 53 1.0
Estonia 55 41 78 5.8 57 43
Finland 29 0.5 64 1.2 79 1.5
France 822 13 779 1.2 726 1.2
Germany 692 0.8 733 0.9 651 0.8
Greece 76 0.7 121 1.1 92 0.8
Hungary 10 0.1 9 0.1 10 0.1
Ireland : : 66 1.5 78 1.7
Italy 1624 2.7 2421 4.0 2 381 3.9
Latvia 22 1.0 16 0.7 19 0.8
Lithuania 25 0.7 14 0.4 3 0.1
Luxembourg 7 14 3 0.6 8 1.6
Malta 1 0.2 0 0.0 4 1.0
Netherlands 826 5.0 909 5.5 993 6.0
Poland 66 0.2 66 0.2 278 0.7
Portugal 25 0.2 24 0.2 8 0.1
Romania 1240 5.8 780 3.6 1154 54
Slovakia 28 0.5 36 0.7 38 0.7
Slovenia 29 14 30 1.5 31 1.5
Spain : : 443 1.0 1 605 3.5
Sweden 21 0.2 44 0.5 74 0.8
United Kingdom : : 331 0.5 427 0.7

(}) The EU total reflects the total for a given year based on the countries which provided data for
the year. Not all EU Member States provided data for all three reference years and direct compari-
sons of EU totals between years may therefore be misleading.

: Data not available

SOURCE: Eurostat

Based on the Eurostat data, the number of identified victims has increased within
the EU between 2008 and 2010. In some EU Member States, such as Finland, the Neth-
erlands, Denmark and Sweden, the number of victims increased in all three reference
years, while some countries reported a decrease in the number of identified and pre-
sumed victims. For example, in Belgium, France, Lithuania and Portugal, the number
of identified victims decreased in all reference years. It is important to note that since
the country-specific figures are also presented as the number of victims per 100.000
population, it is easier to compare the situation between different countries. This is
because absolute figures do not take into account the different size of the population in
different countries. Cyprus, Estonia, Bulgaria, Netherlands and Romania reported the
highest numbers of identified and presumed victims per 100.000 inhabitants, while
these figures were the lowest in Portugal, Hungary and Malta.

It must be pointed out that the decrease or increase in the number of victims does
not necessarily mean that the actual number of victims is decreasing or increasing.
These fluctuations in the statistics may indicate an improvement in the reporting rate
of the phenomenon or in the identification of victims, increased awareness or training
by the authorities on human trafficking related issues or a change in the recording
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19. As explained in chapter 3.5,
survey respondents were
presented with the list of
three human trafficking
situations and were asked to
say whether such situations
happened to them personally
or to members of their fam-
ily (parents, children, spouse
and siblings), as well as to
their distant relations (other
relatives, friends). Unfortu-
nately, the methodological
problems and the limitations
of the collected survey data
are not discussed in particu-
lar detail in the report.

system, for example. The Eurostat notes that a decrease especially in the last reference
year may be due to a delay in the recording. (Eurostat 2013, 29-30.)

The Eurostat further reports that around 15% of identified and presumed traffick-
ing victims within the EU are children. A vast majority of victims (around 80%) are
women, and 20% of victims are male, based on EU-level victim data. A majority of
the victims (around 62%) had encountered trafficking for sexual exploitation, while
labour trafficking accounts for about 25% and other forms of exploitation around 14%.
However, only 16 EU Member States were able to report data on this. The Eurostat
report notes that the percentage of labour trafficking cases is surprisingly low when
taking into account the increased attention given to identification and investigation of
trafficking for forced labour in the EU Member States. (Eurostat 2013, 32-41.) It may,
however, be that the statistics on labour trafficking reflect the particularly difficult
problems of defining trafficking for forced labour and the particular problems of iden-
tification and investigation of such cases (e.g. Jokinen et al; Ollus & Jokinen 2011). The
trend may be increasing after 2010 which is not covered by the Eurostat report (see.
e.g. Ministry of Justice 2012).

Unfortunately, there are no survey data available on trafficking in persons from
most EU-countries. The ILO survey efforts have not been conducted in the EU Member
States. The IOM survey from 2006 includes data from Bulgaria and Romania, which
were not EU Member States at the time, as well as from Moldova, Ukraine and Belarus.!?
The most common trafficking situation detected in the IOM survey in Belarus, Bul-
garia, Moldova, Romania and Ukraine was related to forced labour and domestic servi-
tude, while the least common was sexual exploitation. Interestingly, the IOM survey
results indicated that contrary to most victim statistics that are dominated by female
victims it was in fact men of different ages who dominate among those who have said
that human trafficking situations have happened to them personally. The IOM notes
that this surprising result may be explained with the survey evidence that most of the
identified trafficking cases were related to labour exploitation at enterprises, factories,
or agricultural fields. (IOM 2006.)

5. CONCLUSIONS

Trafficking in persons is a worldwide problem and a phenomenon which takes many
forms. While traditionally more focus has been put on trafficking for sexual exploita-
tion, also other forms of trafficking such as trafficking for forced labour, forced begging
and forced criminality have become more salient in the recent years. While aware-
ness of the many forms of trafficking has increased, there has been a growing need for
statistical information on the extent of trafficking criminality in a global scale. Such
information is vital for policy makers and various authorities and stakeholders when
planning various anti-trafficking efforts, victim services and other responses.

Many international data collection efforts have taken place in order to estimate the
extent of trafficking in human beings and to gather statistics from different countries
around the world. Most notably the United Nations Office on Drugs and Crime has
produced two global reports on trafficking in human beings (UNODC 2009; 2012). Also
the United States Department of States produces yearly reports which highlight the
trafficking situation in 186 countries around the world. Most recently, the Eurostat has
produced a trafficking report on the situation in Europe (Eurostat 2013).

The statistical part of such data collection efforts are often based on a collection of
different enforcement statistics: police, prosecution and court data. Of course such sta-
tistics capture merely the tip of the iceberg when it comes to the trafficking phenom-
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enon as a whole. Trafficking criminality is extremely hidden in nature and the victims
rarely come forward themselves and ask for help. Identification of trafficking victims
and cases is very challenging as is the investigation of cases and the whole criminal
justice process itself. Not all cases that come to the attention of different civil society
organisations, trade unions, labour inspectors or other organisations are reported to
the police. Thus also other means of data collection have been used and should be used.
The International Labour Organization (2012a) and the International Organization for
Migration (20006) have tried to develop surveys which could be used to estimate preva-
lence of trafficking in certain source countries, for example. However, it is very difficult
to reach hidden populations of the vulnerable people that are most likely to become
victims or who have been victims of trafficking.

It must be concluded that data collection on a phenomenon as complex as traffick-
ing in persons is very challenging as we have highlighted in chapter 2. Yet often times
different trafficking figures are reported and used without acknowledging the limita-
tions and weaknesses of the data. Too little attention is also paid to reporting how the
data has been collected and analysed in the first place. It should be kept in mind that
trafficking statistics do not necessarily say much about the activity itself (see also
UNODC 2009) but rather they reflect the operation of the criminal justice system and
the quality of the compilation of statistics in a specific country, as well as the activities,
resources and priorities of the authorities and general awareness of the phenomenon
of trafficking in that country.

Also contextual data on the country-specific situations is very important to keep
in mind when looking at absolute figures on the number of suspected or convicted
traffickers, for example. In some countries, the trafficking figures also include other
offences, such as human smuggling or different prostitution-related offences. It is
therefore good to realise that the figures are not in fact very comparable at all or only
to some extent. Of course, absolute figures also do not take into account the size of the
population in different countries. Therefore it would be important to present figures
also in per 100 000 population -format. In addition different countries may use differ-
ent counting units or different definitions which also affect the data produced.

In recent years, in particular the discussion on the different forms of trafficking has
been intensifying. While many sources still indicate that as much as up to 60-80% of
trafficking criminality is related to trafficking for sexual exploitation or that the major-
ity (up to 80-90%) of trafficking victims identified has encountered this form of exploi-
tation, it does not mean that this is an up-to-date picture of the trafficking phenomenon
as a whole. For example, the IOM (2012) and the UNODC (2012) have noted that the
proportion of labour trafficking is increasing globally and more cases of labour exploita-
tion are being identified. The recent Eurostat (2013) report did not show evidence of this
at the EU-level despite growing attention being paid to labour trafficking in Europe. It
is, however, likely that the available statistics are lagging behind in this regard and that
this is actually a reflection of the particular problems of identification and definition of
trafficking for forced labour (e.g. Ollus & Jokinen 2011; Jokinen et al. 2011).

According to Goodey (2012), data collection on human trafficking should be
improved by laying more emphasis on a dialog between the users and producers of
data in order to determine what is possible and useful to collect. Goodey notes that
policy makers and politicians often call for improved data collection with limited infor-
mation on what this might mean with respect to the need to reform and harmonize
the ways different jurisdictions and agencies currently operate. She also reminds us
that the definition even of conventional crimes, such as assaults or burglaries, is not
standardized across much of the EU. (Ibid.)

To conclude, while it is very important for multiple actors to get up-to-date sta-
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tistical information on the scope and nature of trafficking in persons, we argue that
the available data should be used with caution, openly acknowledging also its limita-
tions especially when doing comparisons between different countries. There has been
a significant improvement in the quality of the data in the recent years, as was demon-
strated earlier in this report. Getting better data is in the interest of all relevant actors
in order to improve their response to trafficking and to better target their resources in
helping victims and others affected by this phenomenon. In the best case scenario, bet-
ter data also means better policy response.
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EXECUTIVE SUMMARY

The FIDUCIA research project (New European Crimes and Trust-based Policy) is co-
funded by the European Commission through the Seventh Framework Programme for
Research and Development.

The FIDUCIA project will shed light on a number of distinctively “new European”
criminal behaviours which have emerged in the last decade as a consequence of devel-
opments in technology and the increased mobility of populations across Europe. The
central idea behind the project is that public trust in justice is important for social
regulation, which is why FIDUCIA proposes a “trust-based” policy model in relation to
emerging forms of criminality.

Work Package 7 (WP 7) explores legal, criminological and sociological aspects sur-
rounding the trafficking of goods. The scale of illicit markets is firstly described with
the aid of statistical data (D 7.1). Thereafter political, practical and legal measures pre-
venting and tackling the trafficking of goods (D 7.2), the structure of illicit markets (D
7.3) as well as public attitudes (D 7.4) are analysed. Finally, conclusions are provided
as to whether criminal policy on the trafficking of goods has to be changed (D 7.5). WP
7 is led by the MPICC with contributions from the BBK, ASI, TEISE and the University
of Parma.!

D 7.1 contains a statistical summary of the prevalence and enforcement of traffick-
ing of goods. The objective of Task 7.1 is to organise the broad range of statistics avail-
able at a national and supranational level. Various techniques for assessing the scale of
illicit markets are used, e.g., extrapolations from seizure statistics or “mirror statistics”
(comparing estimates of illicit commercial activity with statistics on legitimate com-
mercial activity).

Illicit markets are closely connected to a borderless European Union (EU), which in
turn is an important precondition for the intra-trade within and economic strength of
the EU. As the very nature of illicit markets means that no official data are available,
several international, European and national level sources have to be used to estimate
their scale. However, such estimations are never certain, especially when coupled with
the challenge of obtaining comparable data from several Member States to assess the
illicit trade.

The illicit markets in WP 7 include the following products: alcohol, cigarettes,
drugs (heroin, cannabis, ecstasy), works of art/antiques and product piracy. The illicit
alcohol and tobacco markets seem to share tax evasion and/or tax avoidance similari-
ties. The illicit drug market, in turn, cannot be compared with any legal market. Very
little information is available about the illicit market for art and antiques, though little
is known about the legal market either. It would seem that product piracy and counter-
feiting are among the fastest growing illicit markets.

1. CROSS-BORDER TRADE AND ILLICIT MARKETS
IN THE EUROPEAN UNION

Article 1 of the Treaty of Amsterdam (1997) establishes the EU as an area of freedom,
security and justice. One of the EU s most important freedoms is the free movement of
goods, including the related promotion of intra-community trade and the abolition of
customs tariffs. Under the Ankara Association Agreement (1963), the European Com-
munity and Turkey agreed to the establishment of a customs union that came into
force in 1996.2 It stipulates the free movement of goods between Turkey and the EU
as well as the alignment of common customs tariffs and the approximation of customs
laws.
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Throughout this report, billion
refers to 1000 million.

While the term “illegal” refers
to behaviour that is contrary
or forbidden by law, especially
criminal law, the term “illicit”
includes behaviour forbidden
by law or other (social) rules
(cf. Oxford Dictionary.).

The national level refers to
Germany, Lithuania, the United
Kingdom, Turkey (as Partner
Countries of Work Package 7)
and special contributions from
the University of Parma.

Table 1: EU Export and Import, 2011

GDP at market prices

in million € (2010)

Exports (2010) € 1,349.2 billion (16% of world trade)
Imports (2010) € 1.509.1 billion (17.3% of world trade)
SOURCE Eurostat (2011), External and Intra-EU trade - a statistical yearbook

12,279,914.7

Internal and external trade is economically important for the EU. The Union’s
exports accounted for €1,349.2 billion® in 2010, which means 16% of world trade, while
the import accounted for €1,509.1 billion (17.3% of world trade) (cf. European Commis-
sion - eurostat, 2011, pp. 15, 17). Since the Treaty of Maastricht (1993), movements
of goods are no longer controlled within the EU, but rather at the external borders.
Additionally, national customs authorities can enforce so-called “mobile controls” of
people and goods to maintain security (cf. Bundesministerium der Finanzen - Zoll,
2011, p. 11).

It is, however, not only the legal market that has benefited from the abolished con-
trols and political changes, but also traffickers on the illegal markets, whose possibili-
ties to transport illegal goods within the EU have increased. The trafficking of goods
can cause enormous damages, e.g., lost tax revenue, distortion of competition in rela-
tion to legal markets, loss of income on the legal job market and dangers to people’s
health (e.g., due to drug abuse or counterfeit medicine). Another problem is the wide-
spread acceptance of several illegal markets and, therewith, a missing sense of guilt for
a threat to the rule of law. According to estimates, the largest illegal market is the drug
market, followed by the market for counterfeit and pirated products and counterfeit and
stolen art (cf. Wehinger, 2011, p. 124).

Trafficking of goods is closely linked to illicit markets.# As such, all types of illegal
and illicit trade are to be considered. The phrase “trafficking of goods” used in WP 7
refers to all cross-border criminal activities which involve the illicit trading, selling,
dealing, possession or use of/in goods.

2. METHODOLOGY

Collecting comparable data within the EU is challenging. First, traders on the illicit
market do not record their activities like on the legal market. Moreover, many Mem-
ber States prefer their own methods of data collection (cf. von Lampe, 2007, p. 6).
Law enforcement agencies sometimes don 't publish all their collected data or the
database is not publicly assessable for further analysis (cf. Joossens, 2011, p. 1). For
example, Lithuanian customs did not give access to specialised data (cf. information
from TEISE). Differences in crime definitions, laws, criminal proceedings and crime
data recording methods lead to difficulties in statistics. Further problems are caused by
different kinds of data collection mechanisms (recorded data and survey-based data). In
WP 2, it was apparent that difficulties still exist to obtain reliable and comparable data-
sets on criminal offences within the EU. In 2012, the European Commission published
a Communication about “Measuring Crime in the EU: Statistics Action Plan 2011-
2015.” The Commission emphasised the indispensability of reliable and comparable
statistics within the EU for evidence-based criminal policy (cf. European Commission,
2012, p. 2).

In D 7.1 the data were collected through statistics and surveys. The data collection
was limited to quantitative information at an international, European and national
level.® A time period of ten years was selected for comparing developments in illegal
markets, but the data were not always available for this time period. Although different
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6. Further information about
definitions of the men-
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Council Regulation (EEC) N
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tistical nomenclature and on
the Common Customs Tariff.
(The Combined Nomencla-
ture is also used in intra-
community trade statistics).

data sources are used for assessing the scale of illegal markets, estimations contain
limitations and uncertainties and cannot reflect illegal markets in all probability. For
the description of illegal markets, 66 international, European and national statistics
and surveys were exploited. The combination of official recorded crime data and sur-
vey-based data seems to be the best way to assess delinquency and crime, because all
statistics, surveys and reports have their limitations. Selection criteria for statistics,
reports and surveys were the comparability of data as well as their validity, signifi-
cance and reliability. For this reason, European databases were, in as far as possible,
preferred to national databases. To infer information of the legal market to illegal mar-
kets, mirror statistics and extrapolations are used. Seizure statistics present detected
cases/articles and enable the illustration of the minimum scale of illegal markets. Mir-
ror statistics — reconstructed on the basis of data concerning legal markets - can only
provide an idea of the scale of illegal markets; they cannot reflect the real size of the
overall illegal market. Extrapolation, subject to uncertainty, is a process of estimation
used when little information is available. Known variables are extended to unknown
areas like illegal markets. It depends on the individual product if, and how, the ille-
gal market could be extrapolated. In the case of cigarettes and alcohol, for example,
self-reported consumption can be compared with consumption calculated by tax-sales.
The calculation of the extrapolations is explained under “Measuring methods” of the
individual products.

3. RESULTS “ILLICIT MARKETS”

Trafficking of goods causes enormous damage to legal markets, job markets, tax rev-
enues, customs tariffs, human life and social health. It is assumed that illicit markets
are dependent on economic and employment developments (cf. Schneider/Boockmann,
2013, p. 1). While excise duties on goods belong to national revenues, customs tariffs
that come from exports outside the EU belong to European revenue. The clandestine
nature of illicit markets makes it difficult to determine their scale and structure.

3.1 Alcohol

The alcohol market plays a central role in the EU. A quarter of the world s alcohol and
over the half of the world s wine production comes from Member States of the EU (cf.
Anderson/Baumberg, 20006, p. 47). The Europeans per capita consumption is the high-
est worldwide (cf. European Commission - Eurobarometer 331, 2010, p. 2).

3.1.1. General remarks on the illicit alcohol market

The area of “trafficking of alcohol” is limited to home-made, illegally produced or

smuggled beer, wine, fermented beverages (i.e., those not subject to excise duties),®

alcohol surrogates (that are not intended to be consumed by humans) and home-pro-

duced alcohol sold within the EU. The European Council defines the following catego-

ries of alcohol and alcoholic beverages that are subject to excise duties if consumed

by humans:

1. Beer (minimum strength of 0.5% alcohol by volume),

2. Wine (minimum strength of 1.2% alcohol by volume),

3. fermented beverages other than beer and wine, e.g., cider and perry, intermediate
products, e.g., port and sherry, (minimum strength of 1.2% alcohol by volume), and

4. ethyl alcohol (i.e., distilled beverages/spirits) (minimum strength of 22% alcohol
by volume).
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See: Council Directive
2008/118/EC.

Although conditions for charging excise duties on goods are harmonised within
the EU in order to ensure the functioning of the internal market,” their amount is
still determined by the tax taken by national Member States and differs, for example,
in 2006 from € 0.04 per 0.5 litre of beer in Germany to € 0.99 per 0.5 litre of beer in
Ireland(cf. Cnossen, 2000, p. 6). Also, value added tax (VAT) - a consumption tax - dif-
fers according to alcohol from 15% in Luxembourg to 25% in Sweden.

3.1.2. Measuring methods

To better measure the illicit market of alcohol, the legal market is described through
the following indicators: export, import, trade balance, turnover and taxes published by
Eurostat as well as (per capita) consumption published by the WHO in “Global Status
Report on Alcohol and Health 2011.” Statistical data about the legal market are used
to develop mirror statistics. Additionally, seizure statistics of the European Commis-
sion - Taxation and Customs Union as well as statistics on non-reported consumption
of alcoholic beverages by the WHO are used.

The minimum scale of the illicit market is described by the amount of seized prod-
ucts. For extrapolations of the illicit market of alcoholic beverages, the unreported per
capita consumption has to be adjusted by an estimated percentage of legally not tax
paid alcoholic beverages. The adjusted number is extrapolated to the population over
15 years. Additionally, the percentage of illicitly consumed alcohol per capita in rela-
tion to the reported consumption per capita is calculated. This percentage can be used
to calculate the illicit part of the turnover of the legal market as well as the damage to
tax revenue.

The WHO per capita consumption statistics are based on production and figures
of sales data collected by various sources. They do not include consumption of home-
made or illegally imported alcohol (cf. Rehm, p. 966 et. al). Nevertheless, it must be
taken into account that mistakes can occur as the representative sample cannot fully
reflect reality. The data for per capita consumption of alcohol are presented in litres of
pure alcohol to make them comparable.

One common method to measure illicit trade is through a comparison of tax paid
sales and individually reported consumption. In the case of the illicit alcohol market,
data of individually reported consumption are not available at a European level. The
per capita consumption data by the WHO as well as data from the Eurobarometer “EU
citizens” attitudes towards alcohol” are not suitable. The Eurobarometer “EU citizens’
attitudes toward Alcohol” is based on alcohol and public health, including some infor-
mation about self-reported consumption of alcoholic beverages. The questions concern
several attitudes of drinking alcohol, which makes it impossible to get suitable data
through an extrapolation of the number of self-reported consumption.

Seizure statistics are also lacking at a European and national level. Trafficked alco-
holic beverages can be seized by customs or (border) police if they are counterfeited
or an object of a criminal offence. The European Commission — TAXUD has published
annual reports on customs enforcement of intellectual property rights. In its reports,
alcohol and cigarettes are listed as a part of counterfeiting. But the reports only contain
statistical information about detentions made under customs procedure. There is no
officially published equivalent about detentions made under (border) police procedure.

Additional difficulties concern the presentation of data. While TAXUD presents the
number of cases, number of articles (without information about the scale) and retail
value of the original good, the Lithuanian border police have published the scale of
articles in litres, whereas it is not said if it “litres” mean pure alcohol or litres of the
seized product.

Another problem concerns inaccuracies in collecting data referring to the same
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Table 2: Trends in extra and intra-EU trade in million euros
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Table 3: Alcoholic beverages: revenue from taxes on consumption in million euros
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8. Alcoholic beverages include:

distilled potable alcoholic
beverages, production of
ethyl alcohol from fer-
mented materials, wines,
cider and other fruit wine,
other non-distilled fer-
mented beverages, beer.

problem. Both the German Federal Statistical Office and the German “Brauwirtschaft”
have published data about consumption of beer in the last 10 years. Although the trend
is the same the amount differs slightly.

3.1.3. Statistical description

Legal market

The Europeans Union’s trade balance, export, import and intra-EU dispatches of bever-
ages have remained relatively stable. Nearly four times more beverages are exported
than imported (in 2010: export: €18,240 million, import: €4,498 million). The dispatches
of intra-European trade account for an average of €22,000 million.

The same nearly stable development appears relating to the revenue from taxes
on consumption of alcoholic beverages. The average revenue of the United Kingdom
between 2008 and 2011 accounts for approximately €11,000 million, the average tax
revenue of Lithuania accounts for €250 million and of Germany it accounts for €3,000
million. In 2006, the turnover concerning alcoholic beverages® accounted for €90,894
million (cf. European Commission - eurostat, 2009, p. 109).

Consumption

The per-capita consumption, measured by the WHO or national offices, is an impor-
tant indicator to extrapolate estimations. To get comparable data, the recorded per-
capita consumption by the WHO are used.

According to the WHO, the total adult per capita (APC):

“is defined as the total (sum of recorded APC average for 2003-2005 and unre-
corded APC for 2005) amount of alcohol consumed per adult (15+ years) over a
calendar year, in litres of pure alcohol. Recorded alcohol consumption refers to
official statistics (production, import, export, and sales or taxation data)”

(WHO, 2013a, Levels of Consumption).

The per capita consumption of alcohol within the four selected countries has
decreased slightly. In 2009 the per capita consumption accounted for 11.72 litres in
Germany, 12.23 litres in Lithuania, 1.34 litres in Turkey and 10.49 litres in the UK.

Referring to the WHO's statistics from 2005, it would appear that nearly 22% of
the total consumed alcohol beverages in Europe were unreported. That is (visible in
Table 4) 1 litre (7.81%) of pure alcohol in Germany, 3 litres (19.96%) in Lithuania, 1,5
litres (52.26%) in Turkey and 1,7 litres (12.72%) in the United Kingdom in 2005 (WHO,
2013a, Levels of consumption). The WHO defines the number of unrecorded APC con-
sumption as the amount of alcohol which is not taxed and is outside the usual system
of governmental control. The number of tourists per year is considered and deducted
from the country’s recorded APC. To get the amount of unrecorded APC consumption,
the WHO converts survey questions on consumption of unrecorded alcohol into esti-
mates per year of unrecorded APC.

“In countries where survey based estimates exceeded the recorded consumption,
unrecorded was calculated as total consumption estimated from survey minus
recorded APC. In some countries, unrecorded is estimated based on confiscated
alcohol confiscated by customs or police” (WHO, 2013a, Unrecorded per capita
consumption).
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Seizure

Table 5: Seizures of European Customs Authorities, Alcohol

. 2009 201010 201111
Number of cases 3 9 8
Number of articles 34,495 129,145 74,689
Retails value 693,056 955,580

The annual report on “EU customs enforcement of intellectual property rights” by the
European Commission Taxation and Customs Union includes information of national
customs authorities. “Cases” represent an interception by customs and cover a certain
amount of individual articles. Until 2009, alcoholic beverages were presented together
with other foodstuffs. While the number of seized articles decreased from 129,145 to
74,689, the retails value of the original product increased from €693,056 to €955,580
(cf. European Commission - TAXUD, 2012, p. 22).

Damage

Similar to other illicit markets, it is impossible to quantify the value of the
illicit alcohol market. The European High Level Group for Fraud has estimated that
€1,500,000,000 was lost to alcohol fraud. It proceeded on the assumption that the intra-
European cross-border trade increased due to the fact that travellers transport more
alcohol from lower cost countries in the EU (cf. Anderson/Baumberg, 2000, p. 47). Tax
can be legally avoided if alcoholic beverages are bought in low-price European country
and transported by the individuals themselves to a high-price country (beer in Den-
mark costs 40% of the price in Sweden) (cf. Anderson/Baumberg, 20006, p. 53).

3.1.4. Surveys, reports

Several studies, surveys and reports refer to health damages of alcohol, but there are

only a small number of reports concerning unrecorded consumption of or illicit trade

with alcohol beverages at a national, European or international level.

«  HM Revenue & Customs calculates the gaps of tax revenues annually based on a
detailed and efficient system that considers several uncertainties relating to estima-
tions.!? In 2012, HM Revenue Customs estimates that “alcohol duty is damaging
the legitimate UK alcohol industry resulting in losses of up to £1.2bn (€1.39bn) per
annum to the UK taxpayer” (HM Revenue and Customs, 2012, p. 2).

« In their study “Alcohol in Europe,” Anderson and Baumberg (20006) note that the

“only existing estimate for the EU15 [that] comes from the European High
Level Group on Fraud, which estimated that €1.5bn was lost due to fraud in
1996, equivalent to around 8% of the total alcohol excise duty at the time”
(Anderson/Baumberg, 20006, pp. 52, 53).
Furthermore they explain that “any highly-taxed good like alcohol is susceptible to
smuggling, but price differences in Europe play little part” (Anderson/Baumberg,
2000, p. 53). According to them, it is difficult to get reliable data about illicit trade
on the alcohol market. Lachenmeier (2010) added in the study “Alcohol in the EU”
that estimations about the size of the illicit market is lacking, as too are measure-
ments concerning the amount of alcohol consumed(cf. Lachenmeier, 2012, p. 32).

3.1.5. Conclusion

The legal market, measured through the factors “trade balance, export, import, dis-

patches and excise duties” remains, with some fluctuations, as stable as the average

adult per capita consumption in Germany, Lithuania, Turkey and the United Kingdom.
Referring to the number of seized products by custom authorities within the EU,

the minimum scale of the illicit alcohol market accounted for 129,145 articles in 2010
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13. Percentage of legal con-
sumption.

(2011: 74,689 articles) and €693,056 worth of retail value in 2010 (2011:€955,580).

For extrapolation, the mentioned numbers of unrecorded adult per capita consump-
tion of pure alcohol calculated by the WHO are used. They come to 1 litre (7.81%)!% in
Germany, 3 litres (19.96 %) in Lithuania, 1.5 litres (52.26 %) in Turkey and 1.7 litres
(12.72 %) in the United Kingdom and an average of 22% in the EU.

Compared with the average tax revenue from 2008-2011 seen in Table 3, the size of
the illicit market can be estimated as follows: approximately €25,553 million in Ger-
many, approximately €49 million in Lithuania and approximately €1,359 million in the
United Kingdom. This final estimation for the United Kingdom is quite similar to the
estimation of HM Revenue & Customs of €1,390 million (see above).

The illicit alcohol market in the European Union accounts for an average of 22% of
the legal market; large differences exist between the individual Member States.

3.2 Cigarettes

Tobacco is considered one of the biggest risk factors for ill-health in the EU (cf.
Europdische Kommission GD Health and Consumers, 2009, p. 1). For this reason the EU
and its Member States try to reduce the consumption of cigarettes(cf. European Com-
mission, 2007, p. 7). Tax increases are seen as one effective possibility to reduce con-
sumption, while tax evasion and tax avoidance undermine such measures (cf. Joossens/
Raw, 2012, p. 232). In 2005, the WHO Framework Convention on Tobacco Control (in
the following: WHO FCTC) entered into force. It is an international treaty, “developed
in response to the globalisation of the tobacco epidemic” (WHO FCTC, p. V). Referring
to Article 15 of the WHO FCTC the illicit trade in tobacco products includes “smuggling,
illicit manufacturing and counterfeiting.”

3.2.1. General remarks on the illicit tobacco products market

Although the illicit market of cigarettes (boxed and hand-rolled) is generally men-
tioned, the market is not limited to cigarettes, but includes other tobacco products (e.g.,
cigars and pipe tobacco), too.

The WHO FCTC defines tobacco products as “products entirely or partly made of the
leaf tobacco as raw material which are manufactured to be used for smoking, sucking,
chewing or snuffing.” The British Tobacco Product Duty Act (1979) has listed the fol-
lowing products as “tobacco products”: cigarettes, cigars, hand-rolling tobacco, other
smoking tobacco, chewing tobacco (Section 1 of Tobacco Products Duty Act). The Ger-
man “Tabaksteuergesetz” additionally includes products that are similar to tobacco but
are produced from other substances. Additional state controls concerning ingredients
are also in place. For example, in Germany, maximums for tar, nicotine, carbon mon-
oxide and other substances are regulated. As illicitly traded tobacco products are not
controlled, they may exceed these maximum limits.

3.2.2. Measuring methods

As Joossens mentioned in his study “Illicit tobacco trade in Europe issues and solu-
tions,” the data collection as well as the measurement of the illicit tobacco market
are difficult (cf. Joossens, 2011, p. 7). He assesses three methods to measure the illicit
tobacco trade: 1.) comparison of tax paid sales and self-reported consumption, 2.) sur-
veys of tobacco users * purchasing behaviour and 3.) observational data collection (e.g.,
collection of empty cigarette packs) (cf. Joossens, 2011, pp. 1, 11,12). Merriman added
that, indeed, reliable statistics about tax paid sales are usually available and published
by (tax) authorities. It is, however, difficult to get reliable independent data of tobacco
consumption (cf. Merriman, p. 22). With regard to self-reported consumption data, the
danger of underestimation has to take into account, as participants may be unwilling
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14.

15.

Information about cigars
was not available.

No further information
about cigars.
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Table 8: Revenue from taxes on consumption
(excise duties and similar charges) other than VAT

Country 2008 2009 2010 2011
Germany 4 13562,75 13357,16 13478,28 14403,67
Lithuania !° 198,18 199,94 160,49 186,42
UK 11022,43 8569,19 10152,56 11049,43

sOURCE European Commission - TAXUD, 2012b, p. 5 et seqg.

to admit to unhealthy behaviour.

Measuring the illicit tobacco market most closely corresponds to “measuring
methods” in the section about the illicit alcohol market. The legal market is described
through the following indicators: export, import, trade balance, turnover and tax rev-
enue published by Eurostat. The data concerning the average consumption of smokers
are used through Eurobarometer “Attitudes of Europeans towards tobacco.” Seizure sta-
tistics of the European Commission - Taxation and Customs Union as well as national
customs authorities are used to describe the minimum scale of the illicit tobacco trade.
Additionally, results from reports and a study about smuggling cigarettes in Germany
(published by Hamburg Institute of International Economics) are considered. The lat-
ter study refers to 12,000 empty packages of cigarettes that are collected and analysed
monthly to get data on the illicit market.

The unreported number of consumed cigarettes, respectively the percentage of
legal markets, is determined through the following indicators: Eurobarometer for per
capita consumption and the average calculated estimation of reports to get a percent-
age of the legal market. Subsequently, a percentage of legally not tax paid tobacco
products is deducted. The result is extrapolated to the European population in the case
of per capita consumption and compared with tax revenues.

Although cigarettes are usually measured separately, it is not always clearly defined
whether only boxed cigarettes are included or also hand-rolled cigarettes. Hand-rolled
cigarettes are self-made using fine cut tobacco. In some cases, fine cut tobacco is listed
with cigarettes (as self-made cigarettes), for example in Eurobarometer; sometimes
it is assessed separately, e.g., consumption overview by the European Commission;
sometimes it is placed together with other tobacco products (e.g., customs statistics).
Further tobacco products are usually either summarised, e.g., customs statistics, or not
mentioned, e.g., consumption overview published by the European Commission.
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3.2.3. Statistical description

Trade, tax revenue

Despite of several political action plans to reduce smoking, the European intra-EU
dispatches and the export of cigarettes/tobacco products increased by €7,998 million
from €2,321 million in 2006 to €9,473 million to €3,164 million in 2010. The import
increased slightly from €2,022 million in 2006 to €2,366 million in 2010. The trade
balance increased sharply from €299 million in 2006 to €811 million in 2008; is then
decreased to €798 million in 2010 (Table 7).

Matching the numbers concerning trends in extra- and intra EU trade, the revenue
from taxes on consumption slightly increased in Germany and the United Kingdom,
though in the United Kingdom the revenue decreased from 2008 to 2009. In Lithuania,
a drop of nearly 8% from 2008 to 2011 can be seen, but the revenue has increased again
from 2010 to 2011.

Number consumption

While the consumption of cigarettes within the EU and Lithuania has steadily
declined since 2006 from €716 bn (Lithuania €5 bn) in 2006 to €586 bn (Lithuania
nearly €3 bn), the consumption in Germany and the United Kingdom has decreased
slightly from €93 bn (UK €48 bn) in 2006 to €87 bn (UK €41 bn) in 2011 (Table 9).
Conversely, the consumed amount of fine cut tobacco has sharply increased within
the EU (around 40%) as well as in Germany, Lithuania and the United Kingdom
(Table 10).

The Eurobarometer survey “Attitudes of European’s towards Tobacco” (2012) is a
household survey analysing the public attitudes towards tobacco, e.g., smoking behav-
iour, reasons for stopping smoking. According to the survey, 28% of the European
population over 15 years smokes cigarettes, cigars or a pipe (cf. European Commission
- Eurobarometer 385, 2012, p. 6). 7,366 smokers within the EU were asked how many
cigarettes they smoke each day on average (cf. European Commission - Eurobarometer
385,2012, p. 21). They consume an average of 14.2 cigarettes per day. Experiences with
illicit tobacco trade are not measured in the survey.

Seizure
The annual report on “EU customs enforcement of intellectual property rights” by

Table 9: Releases for consumption of cigarettes 2006-2011

Country 2006 2007 2008 2009 2010 2011
EU 716,846,142 713,756,109 696,722,771 626,584,157 598,905,312 586,221,658
Germany 93,465,500 91,497,320 87,978,850 86,600,770 83,564,540 87,555,780
Lithuania 5,216,700 4,724,283 5,682,676 4,187,810 2,497,415 2,798,971
UK 48,962,000 45,749,000 45,733,000 47,575,000 45,235,000 41,986,000
source: European Commission — TAXUD (n.d.): Releases for consumption of cigarettes and fine cut tobacco)

Table 10: Release for consumption of fine cut tobacco

Country 2006 2007 2008 2009 2010 2011
EU 61,682,438 66,609,055 65,732,939 77,754,896 82,193,242 85,930,379
Germany 18,747,400 22,381,170 21,849,270 24,403,690 25,486,420 27,043,240
Lithuania 12,718 14,678 16,437 19,923 30,136 31,208
UK 3,454,000 3,644,000 4,144,000 5,079,000 5,378,000 5,850,000

SOURCE: European Commission — TAXUD (n.d.): Releases for consumption of cigarettes and fine cut tobacco
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Table 11: Seizures of cigarettes and other tobacco products

. Product 2006 2007 2008 2009 2010 2011
Number of cases Cigarettes 300 418 445 133 107 67
other tobacco products n/a n/a n/a 7 1 43
Total -n/a n/a n/a 140 108 110
Number of articles Cigarettes 73,920,446 27,161,056 41,907,847 22,352,851 34,646,097 20,234,352
other tobacco products n/a n/a n/a 18,632,187 8,174,565 75,579
Total n/a n/a n/a 40,985,038 42,820,662 20,309,931
Retail value Cigarettes -n/a n/a n/a n/a 124625672 87,963,597
original goods
other tobacco products n/a n/a n/a n/a 1,476,280 1,039,607
Total n/a n/a n/a n/a 126101952 89003204

souRce European Commission-TAXUD, 2012: p.23

16. Recent low end estimates.

17. Without Bulgaria and
Romania.

18. The data about the illicit
market were collected by
Euromonitor (an indepen-
dent company for market
research) and are not avail-
able as primary data.

the European Commission TAXUD includes information from national customs author-
ities. The report contains no retail value of the original goods prior to 2010. From 2006
to 2009, only cigarettes were listed.

However, as seen in Table 11, the number of cases as well as the number of seized
articles concerning cigarettes had undergone some fluctuations, though it has declined
steadily from 2006 to 2011.In 2011, the lowest number of cases, articles and retail
value of all tobacco products was seized. As mentioned above, the reason for the
decrease may either be less trafficking of tobacco products or fewer articles are being
detected by accident.

3.2.4. Surveys, reports

Surveys and reports relating to tobacco use focus primarily on health risks and
measures designed to regulate smoking; very few reports deal with illicit trade in gen-
eral or the estimation of its size.

A useful analysis about the illicit tobacco trade is conducted by Joossens and Raw.
They collected data on estimations of the illicit trade in cigarettes from several sources
(e.g., academic articles, government publications, estimates of companies). They esti-
mated that in 2007, 657 billion cigarettes were illicitly traded worldwide: 533 billion
in low-income and middle-income countries and 124 billion in high-income countries
(cf. Joossens/Raw, 2012, p. 232).

OLAF mentioned in its 2011 summary of achievements that

“although accurate statistics are difficult to obtain, the direct loss in customs
revenue as a result of cigarette smuggling in the EU is estimated to amount to
more than €10 billion a year” (OLAF, 2012, p. 19).

The EU’s law enforcement agency Europol assumes that the illicit tobacco trade
costs the EU about €10 billion in lost tax revenue every year, though no further infor-
mation is provided on how this assumption was reached (cf. Europol, 2011, p. 15).

+ The United Nations Office on Drugs and Crime (UNODC) estimated the share of

national tobacco markets that are illicit'® in the EU7 at 8% in 2007 (UNODC, 2009).
« In 2012, a report concerning the “Economic analysis of the EU market of tobacco,

nicotine and related products” was produced under the Health Programme of the

European Commission and conducted by Matrix Insight. The report found that the

European cigarette market was 608.8 billion sticks in 2010, corresponding to an

overall market value of €121.3 billion (cf. Matrix Insight, 2012, p. 22).!8 Illicit trade

is defined as non-duty paid cigarettes. Data was available for 24 Member States of
the EU. In 2010, the overall size of non-duty paid cigarettes was 80.5 billion sticks

(cf. Matrix Insight, 2012, p. 27). An increase in the illicit trade at a rate of around
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19.

20.

21.

The “DeutscherZigaretten-
verband” is an association
representing cigarette com-
panies and smokers.

HM Revenue and Customs.
TMA-= Tobacco

Manufacturers’Association
UK.

1% per year was expected (cf. Matrix Insight, 2012, p. 28). The illicit cigarettes trade
represented 8.25% of total trade for the EU, but there are significant differences
between the Member States (e.g. 27.1% for Lithuania and 1% for Denmark).

« Estimates from the U.S. and Europe suggest that cross-border shopping, tourist
shopping, duty free sales, and bootlegged cigarettes can account for about three
percent of consumption (cf. Merriman, p. 51). Bootlegging tobacco products con-
tains legally bought products in a low-tax country, which are illegally re-sold in a
high-tax country (cf. Transcrime, 20123, p. 8).

+ The professional service company KPMG prepared a report on the illicit tobacco
market for Philip Morris International. According to their estimation, in 2011 nearly
65.3 bn cigarettes (64.2 bn in 2010) where consumed illegally, which accounted
for10.4% of all cigarettes consumed (cf. Philip Morris International, 2012).

« In 2010, the Hamburg Institute of International Economics (HWWI) published a
study about the economic consequences of unpaid cigarette tax. Their study was
based on the monthly analysis of 12,000 packages of cigarettes. These empty pack-
ages were collected at recycling and disposal points. According to their findings,
20% of cigarettes consumed in Germany had not been taxed.

. The German “Zigarettenverband”!® assumes that in 2011, 23.5 billion not tax paid
cigarettes were smoked. 19.9 billion out of 23.5 billion cigarettes (85%) were bought
in another Member State of the EU or as duty-free goods. The association estimates
a tax losses of €4.2 billion (for 23,5 billion cigarettes) (cf. Deutscher Zigarettenver-
band, 2012).

+ In their 2012 study on “Plain Package and illicit trade in the UK,” the Joint Research
Centre on Transnational Crime published a table about estimates of the size of the
UK illicit cigarette market and (in brackets below) the hand-rolled tobacco market
in percentage of the total market (see: Table 12). While the four estimations differ
noticeably, they all found that illicit trade decreased (Transcrime, 2012b).

«  Smuggled cigarettes in total number of consumed cigarettes in Lithuania: The share of
smuggled cigarettes in Lithuania decreased steadily between 2004 and 2008, it
increased slightly in 2009 and, according to estimations, rose dramatically in 2010.

Table 12: Estimations of illicit cigarette trade in the UK

Source 2006 2007 2008 2009
HMRC20 15 (56) 14 (50) 13 (50) 10 (46)
Euromonitor 17 16.7 16.5 159
KPMG 13 15.8 15.6 12.6
TMA2L 27 (69) 27 (67) 24 (62) 21 (57)

Table 13: Smuggled cigarettes in total number of consumed cigarettes in Lithuania
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3.2.5. Conclusion

The legal market, measured through indicators like “trade balance, export, import,
dispatches, turnover and excise duties” is seen to be slightly increasing, while the
number of seized articles as well as their retail value has decreased. Corresponding to
the illicit alcohol market, there are no statistical data about offences relating to smug-
gling of tobacco products available.

Referring to the number of seized products by customs authorities within the EU,
the minimum scale of the illicit tobacco market accounted for 42,820,662 articles in
2010 (2011: 20,309,931 articles) which were worth €126,101,952 at retail value (2011:
€89,003,204).

For extrapolation purposes, self-reported consumption is used. On average, 28%
of the population smoke in the EU; each of these smokers consumes, on average, 14.2
cigarettes per day. This is equal to an approximated amount of 615,025 million smoked
cigarettes per year. In 2011, 586,222 million cigarettes were released. The adjusted
number (export is nearly 34 % higher than import) accounts for an approximate amount
of 386,000 million cigarettes. According to this calculation, 229,000 million (approxi-
mately 40%) of cigarettes are smoked without being released in the EU. This number
is very high, because it includes the unknown number of cigarettes that are bought in
foreign countries and imported legally for private use. There is no suitable number
for the EU about legally imported and not tax paid cigarettes. HWWTI calculated that
in Germany, tax is not paid for nearly 85% of cigarettes smoked. If this percentage is
related to the number of cigarettes not released in the EU, the estimation has to be
adjusted to 6% (that means 6% of consumed cigarettes are illegally not tax paid). The
estimation still includes uncertainties and is based on partially dissimilar data (e.g.,
some data are from 2012, some from 2011). The estimated scale of 6% fits with most
estimations of authorities, organisations and companies.

The estimated average percentage of the illicit cigarette market found by other
reports (e.g., UNODC, KPMG, Matrix Insight) is between 8 and 10% of the total market.

Table 14: Legal and illicit tobacco market

Legal Market lllicit Market
8-10% 1~ —~

3.3 Drugs

Contrary to the other products covered by WP 7, the drug market is a purely illicit mar-
ket. WP 7 concentrates on heroin (as a hard drug), cannabis (as a soft drug) and ecstasy
(as a synthetic drug).

3.3.1. General remarks on the illicit drug markets

According to theWHO, drugs refer in common usage “[...] specifically to psychoac-
tive drugs, and often, even more specifically, to illicit drugs, of which there is non-
medical use in addition to any medical use”(WHO, 2013b). The drugs playing a role in
this deliverable are defined by the United Nations Office on Drugs and Crime in their
report “Get the facts about drugs.”

STATISTICAL SUMMARY AND FACTSHEETS 57

Heroin is described as an

“addictive drug with pain-killing properties processed from morphine, a natu-
rally occurring substance from the opium poppy plant. Pure heroin is a white
powder. Street heroin is usually brownish-white because it is diluted or “cut”
with impurities, meaning each dose is different” (UNODC, 2008, p. 8).

Cannabis is

“a tobacco-like greenish or brownish material made of the dried flowering tops
and leaves of the cannabis (hemp) plant. Cannabis resin or “hash” is the dried black
or brown secretion of the flowering tops of the cannabis plant, which is made
into a powder or pressed into slabs or cakes. Cannabis oil or “hash oil” is a liquid
extracted from either the dried plant material or the resin” (UNODC, 2008, p. 4).

Ecstasy is

“a psychoactive stimulant, usually made in illegal laboratories. In fact, the term
“ecstasy” has evolved and no longer refers to a single substance but a range of
substances similar in effect on users. Frequently, any tablet with a logo is now
referred to as “ecstasy” regardless of its chemical makeup. While the drug is
usually distributed as a tablet, it can also be a powder or capsule. Tablets can
have many different shapes and sizes” (UNODC, 2008, p. 7).

3.3.2. Measuring methods

According to Reuter/Trautmann there is no valid method to measure drug trafficking.
The only available indicator is seizures of drugs (cf. Reuter/Trautmann, 2009, p. 261).
As mentioned above, the significance of seizures statistics is limited, but the minimum
scale can be described. The European Monitoring Centre for Drugs and Drug Addicted
(EMCDDA) pointed out another problem:

“data on drug seizures relate to all seizures made in each country during the
year by all law enforcement agencies (police, customs, national guard, etc.). Cau-
tion is required in relation to double-counting that might occur within a country
- although it is usually avoided - between various law enforcement agencies”
(EMCDDA, 2012).

EMCDDA and Europol confirmed in their study “EU Drugs Market Report” that
“systematic and routine information on illicit drug markets and trafficking is still lim-
ited” and that there is a lack of sophisticated information systems related to drug sup-
ply” (cf. EMCDDA/Europol, 2013, p. 17). A further indicator of developments in illicit
trade includes data about recorded offences and offenders. Additionally, reports and
data collected by the WHO or the EMCDDA relating to estimates of the scale of the
illicit drug trade are used.

3.3.3. 3.3 Statistical description

Seizure

Table 15 describes the development of the number of seized heroin, cannabis (resin and
herbal) and ecstasy in Germany, Lithuania, the United Kingdom and Turkey. The num-
ber of seizures is described based on “number of cases.” This factor was preferred to
the category “value” to avoid fluctuations in the development due to a small number of
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Table 15: Number of drugs seized by cases

Product
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by cases  Country 2002 2003 2004 2005 2006 2007 2008 2009 2010
Heroin UK 15432 12965 11668 14072 13942 14186 13302 12836 10812
GER 6658 6138 6608 6691 6763 6853 6638 6183 5645
LIT 132 40 67 99 190 272 282 381 212
TR 477 401 588 1381 795 1100 1507 2714 4155
Total 22699 19544 18931 22243 21690 22411 21729 22114 20824
(Ch“e’:;‘[‘:ll)”s UK 41810 36839 43203 76337 110135 138337 145353 144456 139209
GER 13380 12374 17151 22257 23506 21831 24594 24135 24710
LIT 75 117 239 158 218 259 249 313 268
TR 3357 3539 4875 2868 5132 10454 11959 26619 46122
Total 58622 52869 65468 101620 138991 170881 182155 195523 210309
(Crzg’;‘;b“ UK 62796 60068 37060 43540 34028 32350 35795 24339 18293
GER 13953 10267 12648 13030 11764 9762 10313 9294 7427
LIT 10 10 23 24 30 14 19 33 11
TR 907 522 304 814 234 638 731 8564 16775
Total 77666 70867 50035 57408 46056 42764 46858 42230 42506
Ecstasy UK 8342 7577 6573 6944 8595 7609 5218 3724 2535
GER 3417 2571 3463 3238 2382 2495 2698 1761 1209
LIT 9 72 08 92 85 114 94 88 23
TR 154 306 599 1893 874 783 569 411 1371
Total 11922 10526 10733 12167 11936 11001 8579 5984 5138

souRce EMCDDA: statistical bulletin 2012 - drug seizure

large seizures, for example. The number of seizures of cannabis (herbal) increased dra-
matically from 2002-2010 and accounted in 2010 for 210,309 (in total). It is the most
commonly seized drug. In contrast, the total number of seized cannabis (resin) cases
declined rapidly in the corresponding period. The same trend can be noticed within
Germany, Lithuania and the United Kingdom, while in Turkey the number of seized
cannabis (resin) cases increased strongly. The number of cases concerning seized her-
oin and seized ecstasy decreased steadily in England and Germany from 2002 to 2010.
In Lithuania, seized ecstasy cases decreased, with fluctuations, whereas the number of
seized heroin increased until 2009, before it declined rapidly from 88 to 23 cases. In
Turkey, the number of seized heroin cases rose steadily, while the number of seized
ecstasy cases curved upwards from 2002 to 2009 with a peak in 2005 and then again
increased in 2010 from 411 to 1,371 cases. According to EMCCDA and Europol, the
reason for the reversal of the European trend in Turkey may be changes in trafficking
flows as well as in law enforcement activities (cf. EMCDDA/Europol, 2013, p. 30).

Offences
In its statistics on crime and criminal justice, Eurostat collects the number of crimi-
nal offences recorded by the police. According to Eurostat, drug trafficking includes the

“illegal possession, cultivation, production, supplying, transportation, import-
ing, exporting, financing etc. of drug operations which are not solely in connec-
tion with personal use” (European Commaission-Eurostat, 2012, p. 4)

While the trend for total recorded crime steadily has decreased in the last ten years,
the number of drug trafficking offences seems to be stable within the EU (cf. Eurostat:

22. Referring to Eurostat “Statis-

tics in focus 2003-2009”
drug trafficking includes
illegal possession, cultiva-
tion, production, supplying,
transportation, importing,
exporting, financing etc.
of drug operations which
are not solely in connec-
tion with personal use (cf.
Eurostat: Statistic in focus
2003-2009: 11).

Table 16: Number of seized drugs

25000 Heroin Cannabis (resin)
20000 Ecstasy Cannabis (herbal)
15000
10000
5000
0
2002 2003 2004 2005 2006 2007 2008 2009 2010

Table 17: Drug trafficking??, recorded cases by police

Country 2003 2004 2005 2006 2007 2008 2009
Germany 73375 75347 72002 64865 64093 55905 50965
Lithuania 509 711 999 704 765 793 874
UK 34077 33898 35238 48269 38686 40816 42900
Turkey 5036 6720 7550 10508 13649 15366

SOURCE Eurostat: Statistic in focus 2003-2009)

Statistic in focus 2003-200). Referring to Table 14 about recorded cases of drug traf-
ficking in Germany, Lithuania, the UK and Turkey, the number of recorded cases in
Germany (without external land and sea borders) decreased steadily between 2003 and
2009, while the number in Lithuania, the UK (with external borders) and Turkey (as a
neighbour to the EU) increased.

3.3.4. 3.4 Survey, reports

The drug market is a well analysed research area; it appears in a large amount of
surveys and reports usually concentrated on different kinds of drugs, drug addicts,
criminal offences related to drug addiction, health consequences, production, drug use,
other drug related problems and drug policies. Notwithstanding, access to systematic
information on illicit drug markets is still limited (cf. EMCDDA/Europol, 2013, p. 17).
Beneficial sources for information on drug trafficking are the used data collected by
the WHO or the EMCDDA as well as the report on “Global Illicit Drugs Markets 1998-
2007” by Reuter and Trautmann and the “EU Drug Markets Report - a strategic analy-
sis” published by Europol and the EMCDDA in January 2013.

« The EMCDDA estimates that nearly 2500 tons of cannabis are consumed annu-
ally within the European Union and Norway. This amount corresponds to an esti-
mated value of the cannabis market at street level between €18 and €30 billion (cf.
EMCDDA/Europol, 2013, p. 134).

+ Referring to heroin, the EMCDDA observed, as mentioned in their 2012 annual
report, less available heroin in supply and therewith fewer consumers (cf. EMCDDA,
2012a).

« Reuter/Trautmann calculated, as accurately as possible, on the basis of surveys and
with factors like the estimated “number of users”, “price per gram or tablet” or “con-
sumed gram per day” an average retail spending. The results can be used for an
approximate characterisation of the illicit drug trade relating to heroin, cannabis
and ecstasy. Due the large range of uncertainties, they presented high and low
estimates.
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23. Data for 2009 were not
available.

The following tables present the expenditures for cannabis, heroin and ecstasy,
circa 2005, issued by Reuter and Trautmann:

Table 18: Size of the retail cannabis market, around 2005
(Euros in millions; MT= metric tons consumed)

Product Country Low Best High Best/GDP
Cannabis  Germany € 974.1 2182.2 4545.2 0.09%
MT 148.2 332.0 691.5
Lithuania € 13.2 29.6 61.9 0.14%
MT 1.8 3.9 8.2
UK € 677.0 1414.8 3151.6 0.08%
MT 201.3 450.4 937.1

SOURCE: (Reuter/Trautmann, 2009, p. 115)

Table 19: Heroin expenditures by assumed purity at retail level (€ millions), 2005

Product Country 20%pure 40%pure 60%pure
Heroin Germany 981.9 491.0 327.3
Lithuania 67.5 33.7 22.5
UK 4,600.7 2,303.4 1,535.6

SOURCE: Reuter/Trautmann, 2009, p. 123

Table 20: Ecstasy: expenditures

Product Country Retail spending LOW (000s €)  Retail spending HIGH (000s €)
Ecstasy Germany 99,385 767,002
Lithuania 1,29 10,594
UK 152,310 1,250,976

SOURCE: Reuter/Trautmann, 2009, p. 136

The prices that have to be paid for drugs depend on the kind of drug and the country.

As a hard drug, heroin is the most expensive drug. Heroin and cannabis are most

expensive in Lithuania, where cannabis resin costs three times more than in the United

Kingdom.

« As mentioned above, the EMCDDA and Europol launched the “EU Drug Markets
Report - a strategic analysis” in January 2013. They collect data on drug offences,
drug seizures and drug purity (and potency) as well as drug retail prices in Europe.
Table 35 presents an overview about their estimations of users, the number of sei-
zures and the mean retail price within the European Union.

3.3.5. Conclusion

According to seizure statistics, the illicit drug markets for heroin, cannabis (resin)
and ecstasy has slightly decreased in the last years within the EU (without Turkey) and
account for 16,669 cases of heroin, 25,731 cases of cannabis (resin) and 3,767 cases of
ecstasy in 2010. The illicit market on cannabis (herbal) increased and accounted for
164,187 cases in 2010. The number of offences related to drug trafficking has increased
slightly within the EU, although in Germany the number of offences has slightly
decreased. Concerning the total number of offences, drug offences come to the follow-
ing percentage: in Germany the share felt from 1.03% in 2006 to 0.84% in 2009. In
spite of this result, the percentage of drug offences increased: in Lithuania from 0.93%
in 2006 to 1.15% in 2009, in the United Kingdom from 0.81% in 2006 to 0.9% in 2009
and in Turkey from 1.07% in 2006 to 1.56% in 2008.23

Reuter/Trautmann gave a deep insight into the individual drug markets. Refer-
ring to their calculations, the best price for the cannabis market accounts for €2.18bil-
lion in Germany, €29.6 million in Lithuania and €1.41 billion in the United Kingdom,
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24. For the following extrapola-
tions the mean of the range
of means as well as the num-
ber of seizures, mentioned
in Table 36, were taken to
get a summarised overview.
Turkey is not included.

Table 21: Price per gram for cannabis, heroin and ecstasy.

Product Country Price per gram in Euros
Cannabis resin Germany 7.10
Lithuania 9.9
UK * 3.3
Turkey 8.5
Cannabis herbal Germany 8.7
Lithuania 10.1
UK * 3.3
Turkey 5.0
Heroin** Germany 36.2
Lithuania 57.6
UK 46.7
Turkey n/a
Ecstasy*** Germany 6.6
Lithuania 3.5
UK 3.5
Turkey 7.0

* Price of cannabis, both resin and herb
** Heroin undistinguished

=+ Price per tablet

souRck: (UNODC, 2011, pp. 2009, et. seq.)

Table 22: Overview Drug Markets

Heroin  Cannabis, Cannabis, Ecstasy
(tonnes) resin herbal (million
(tonnes) (tonnes) tablets)
Estimated number of users (million) 14 80.5° 11.5P
Seizures * Quantities ~ EU 5(12) 490 (514) 90 (146) 4
(including Croatia, 54
Norway, Turkey)
Number EU 44 000 348.000 389.000 9.600
(including Croatia, (49 000) (370.000) (439.000) (12.500)
Norway, Turkey)
Mean retail price (per gram/tablet) in € 24-143 3-18 5-24 4-17

a. Data of the UK are estimated, because they were not available
b. Estimated number of users lifetime in the age of 15-64

sourRce EMCDDA/Europol, 2013, pp. 25, 55, 95

while on the heroin market €981.9 million in Germany, €67.5 million in Lithuania and
€4,606.7 million in the United Kingdom are paid for 20% pure heroin. For ecstasy, an
amount is estimated between €99,385,000 and €767,002,000 in Germany, €129,000 to
€10,594,000 in Lithuania and €152,310,000 to €1,250,976,000 in the United Kingdom.
The estimations through the EMCDDA and Europol refer to the EU in 2011. The heroin
market accounts?* for €420 million, the market for cannabis (resin) for €5,145 million,
the market for cannabis (herbal) for €1,305 million and the ecstasy market for €42 mil-
lion. Reuter/Trautmann estimated the ecstasy market at €800 million to €6.3 billion in
2005 (cf. Reuter/Trautmann, 2009, p. 136). The difference can be explained as follows:
Although the number of ecstasy related seizures in the EU has decreased slightly, the
number of seized tablets has fallen sharply from 13 million tablets in 2005 to 3 mil-
lion tablets in 2010 (EMCDDA, 2012b, Table SZR 14). Furthermore, the first calcula-
tion refers to seized tablets in 2011, while Reuter/Trautmann estimated the number of
consumed tablets.

All in all, the scale of the illicit drug market within the EU seemed to be stable
(according to offences, seizures (except cannabis herbal) in the last years and amount
to several billion Euros in total.
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3.4 Works of Art/Antiques

The turnovers and profits for tradespersons involved in the marketplace for works of
art and antiques account for several million Euros. The fact that only a limited number
of new products enter the marketplace means that competition is high, which in turn
seems to be an “invitation” for traffickers to become involved with counterfeit, forged
or stolen products.

3.4.1. General remarks on the illicit market of works of art and antiques

The illicit trade in cultural property and works of art is estimated to be one of the
largest and most challenging markets(cf. Chonaill, et al., 2011, p. VII). WP 7 deals with
works of art and antiques as an important part of cultural property.

The term “art” is quite extensive and open to interpretation which makes it difficult
to define (cf. Kinzig, 2012, p. 124). The current Deliverable is restricted to fine art in
order to distinguish it from performing arts. Fine art includes paintings, photographs,
prints, drawing and sculptures (cf. Conklin, 1994, p. 2). Antiques, on the other hand, are
defined as “a piece of furniture, tableware or similar property, made at a much earlier
period than the present” (cf. International Foundation for Art Research, “antiquity”).
It is a matter of debate as to whether antiques have to be older than 50 or 100 years.
Referring to Annex I of the Council Regulation on the export of cultural goods (EC) N
116/2009, antiques are defined as articles more than 100 years old or special articles
between 50 and 100 years.

Table 23: Art market worldwide
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Table 24: Turnover Germany (in million Euros)
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3.4.2. Measuring methods

As Conklin declares, there is a lack of statistical information about the illicit market
of art works and antiques(cf. Barrett, 1996, p. 335). Nevertheless, some data about the
legal market, seizures and offences relating to art crime and lost art could be collected.
The legal market is assessed through numbers of art worldwide, dealings worldwide,
import, export and turnover. Furthermore, databases about lost art guided by Interpol,
Lost Arts and German Federal Police Office, are used.

The estimated scale of the illicit market of works of art and antiques can neither
be extrapolated nor calculated and presented by mirror statistics. The art market is
an autonomous market (cf. Beckert/Réssel, 2004, p. 48). Prices, usually constructed,
depend on cultural value judgements rather than commercial calculations. It is dif-
ficult to find an indicator for the formation of prices (cf. Beckert/Rossel, 2004, pp. 33,
34). Additionally, Durney/Proulx emphasise that “estimations of the global prevalence,
economic impact, and frequency of art crimes have been problematic.” (Durney/Proulx,
2011, p. 127). This viewpoint is seconded by Interpol:

“We do not possess any figures which would enable us to claim that traffick-
ing in cultural property is the third or fourth most common form of trafficking,
although this is frequently mentioned at international conferences and in the
media. In fact, it is very difficult to gain an exact idea of how many items of cul-
tural property are stolen throughout the world and it is unlikely that there will
ever be any accurate statistics” (Interpol, 2013).

Moreover, statistical inaccuracies are caused by unreported cases of illegally trans-
ferred cultural property (cf. Anton, 2010, pp. 49, Rn 11).

3.4.3. Statistical description

Legal market

As mentioned above, the commercial value of art differs and depends more on cultural
value judgements than economic calculations, while private sales are hidden from
view (cf. Beckert/Rdssel, 2004, pp. 33, 34). Due to the fact that it was impossible to get
data about the European art market, data describing the market worldwide are used.

The total turnover of the art market in the Europe Union was €9,299.3 million in
2008 and €6,766.1 million in 2009. Worldwide, it was €1,8970.9 million in 2008 and
€1,2936.7 million in 2009 (cf. Mc Andrew, 2010, p. 21). The European market equates
to around 50% of the world market.

The sale of art worldwide increased between 2002 and 2007 from €22.26 bn to €48.7
bn. Experts estimate that the incentive of art market offences has increased due to the
fact that turnovers on the art market have not been dented by the worldwide financial
crisis (cf. Kinzig, 2012, p. 137). This estimation cannot be completely confirmed by
worldwide numbers. The obvious decrease in turnover, sales and number of dealings
in 2008 and 2009, probably connected to the worldwide financial crisis, could be seen
in some countries. That said, in Germany, for example, turnover has increased (Table
24). However, turnover is only one indicator; the number of sold articles must also be
taken into account. Although turnover may decline, it could be that fewer articles are
sold for more money, which may also be a reason for traffickers to become involved.

No data or information is available about seized work of arts and antiques within
the EU. Statistical data about offences are not generally available. In Germany, for
example, theft of art is not reported as theft of art but by the circumstances of the theft.
The Turkish National Police Anti-Smuggling and Organised Crime Department report
cultural goods and natural goods together (cf. information from ASI). Altogether there
were 464 operations conducted in Turkey in 2011 (Table 25). In those operations, 1,083
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Table 25: Seizures of Cultural and Natural Assets
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Year Operations Suspects
2007 349 788
2008 299 761
2009 402 1002
2010 391 821
2011 464 1083

souRcEk: Turkish Anti-Smuggling and Organised Crime Department, 2011, p. 13

Table 26: Overview estimations illegal art market

UNESCO, FBI (2009) Annual turnover of $6-8 billion on the illegal mar-
ket.
RAND (2011) Illicit trade in stolen art and antiques is worth up

to $6 billion annually.

Interpol (2006, 2011) Database (containing stolen art reported by 125
countries worldwide): 30,108 pieces (2000),
38,247 pieces (2011).

London Metropolitan Police (2013) 54,000 items of stolen property.

Art Loss Database (2012) Art Loss Database: 300,000 objects

suspects were captured and 25,273 units of cultural and natural assets were seized
(cf. Turkish Anti-Smuggling and Organised Crime Department, 2011, p. 14). In recent
years, the number of suspects as well as the number of operations has fluctuated and
increased slightly.

Further data about reported cases of trafficking of works of art and antiques are
published by the Italian Police. The number of reported cases declined steadily from
1,142 cases in 2006 to 740 cases in 2010 (cf. information by University of Parma).Cases
reported to the Carabinieri revealed the same changes from 1,212 cases in 2006 to 817
cases in 2010 (cf. information by University of Parma).

3.4.4. Survey, reports

According to the FBI, Scotland Yard and Interpol, the illicit market for art and antiques

is the third largest behind the illicit markets for drugs and weapons. But it is impos-

sible to assess the economic impact of stolen/forged works of art and antiques or to
assess how much damage has been caused by the theft of archaeological items (cf.

Durney/Proulx, 2011, p. 128). The value of art and antiques can differ between source

countries (where the works of art or antiques were stolen) and destination countries.

Moreover, the price of art depends on demand on the art market.

+ Although it is nearly impossible, UNESCO and the FBI estimate an annual turnover
of $6-8 billion on the illegal market (Ulrich, 2009).

« In their study “Assessing the illegal trade in cultural property from a public policy
perspective,” the RAND Corporation estimates that the scale of “the illicit trade in
stolen art and antiques is worth up to $6 billion annually” (Chonaill, et al.,, 2011,
p. vii).

+ Interpol points to the fact that estimation of the scale is nearly impossible, because
theft is not detected and not all countries have statistics containing recorded cases
about stolen art (cf. Kinzig, 2012, pp. 130, 131) also: (cf. Anton, 2010, pp. 71, Rn 4).
The Interpol database (containing stolen art reported by 125 countries worldwide)
counted 30,108 pieces of lost art in 2006 and 38,247 in 2011 (cf. Interpol: Annual
Report).

+ In 1996, Barrett estimated that the sale of counterfeit art generates tens of millions
of dollars a year. According to Barrett, “Thomas Hoving of New York 's Metropolitan
Museum of Art stated he believes that 60% of the art he has seen has been faked or

forged. Fakes are reproductions made to resemble existing works of art, and forgeries
are original pieces someone attributes to another artist” (cf. Barrett, 1996, p. 342).

« To estimate the damage caused by the illicit market of works of art and antiques,
databases containing stolen art or antiques are used. The numbers mentioned
below reflect the total number of lost art. The London Metropolitan Police inform
that: “The London Stolen Arts Database currently stores details and images of
54,000 items of stolen property.[..JThe database includes the following categories:
Paintings, furniture, books, maps, manuscripts, carpets, rugs, clocks, watches, coins,
medals, glass, ivory, jade, musical instruments, postage stamps, pottery, porcelain,
silver, gold textiles and toys and games” (cf. London Metropolitan Police, n.d.).
According to their own statements, the Art Loss Database (based in Great Britain)
holds 300,000 objects. The database increases by around 10,000 registrations per
year (cf. The Art Loss Register, 2013).

- Another reference point that provides an overview about lost art and antiques is
that in Iraqg, 9,000 out of 15,000 stolen exhibits were still missing when the national
museum in Bagdad reopened in 2009 (cf. Ulrich, 2009).

3.4.5. Conclusion

Brodie/Doole/Watson mentioned that the illicit trade in cultural material is hidden
from view and therefore it is difficult to quantify the damage or assign the structure
(Brodie, et al., 2000, p. 19).

It is not even possible to get reliable data from the legal market. Data on turnover,
exports and imports only refer to that provided by auctioneers. There are no indications
about private sales and it is a matter of conjecture that there is a big private market.
Even museums buy on the private market. Numbers of insurance policies for artworks
and antiques are not officially published. As such, the illicit market cannot be extrapo-
lated due to missing reliable data concerning the legal market.

The mentioned databases provide some indicators, though they present only
reported stolen art. Not every stolen piece of art or every stolen antique is reported.
Sometimes people/museums try to find a solution without the help of authorities or,
in the case of antiques, they have no idea about missing pieces (due to un-registered
pieces or political trouble in their country). Furthermore, forged works of art are usu-
ally not reported in databases about stolen art. It can only be guessed how many works
of art are forged, because not all pieces are checked or if they are checked, not necessar-
ily detected. Reported numbers of seizures are also of little use in inferring the scale of
illicit markets, as the detection rate is too dependent on the number of operations, the
controlled sample and the knowledge of customs authorities.

The number of suspects decreased in Turkey, and there were fewer cases reported
to the Italian police between 2006 and 2010. However, as mentioned, the number of
reported cases is a weak indicator for assessing the scale due to dependence on law
enforcement activities and knowledge.

In conclusion, the scale of the illicit market for works of art and antiques accounts
for probably several billion euros. Although its size cannot be defined more exactly,
what is clear is that it has a sizable impact on the destruction of human heritage world-
wide (cf. Kaiser, 1991, p. 90).

3.5 Product Piracy
Product piracy and counterfeiting are a widespread, well-known worldwide problem with

a long history of at least 2,000 years (cf. Chaudhry/Zimmerman, 2009, p. 7). The legal
markets of the EU are assessed as a destination area for counterfeit products. Product
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piracy and counterfeiting affect the classical market dichotomy of supply and demand.
Tackling piracy and counterfeiting is a major challenge for policy makers, law enforce-
ment agencies and the legal market, because product piracy and counterfeiting directly
affect the economic growth within the EU and, therewith, the job market. For traffickers,
product piracy is attractive. The risk of detection is comparatively low and it enables
high profits from low investments(cf. SOCA (Serious Organised Crime Agency), 2013).

Due to the fact that WP 9 is about cybercrime, WP 7excludes all products that are
commonly understood as part of this criminal phenomenon.

3.5.1. General remarks on the illicit product piracy market

Though not legally defined, the term “product piracy” is (cf. Brun, 2009, pp. 2, 3) regu-
larly classed with intellectual property crime, which covers counterfeiting and piracy
of goods. While counterfeiting assess the unauthorised imitation of a branded good,
piracy is the unauthorised exact copy of an item covered by an intellectual property
right (cf. europa.eu, 2010). The United Nations Economic Commission for Europe
defines a counterfeit or pirated product as one that “infringes on an intellectual prop-
erty right” (United Nations Economic Commission for Europe, 2007). For example,
product piracy includes the following categories: fashion wear, (luxury) clothing and
footwear, pharmaceuticals, automotive parts, electrical items and other manufactured
goods (SOCA (Serious Organised Crime Agency), 2013). In turn, counterfeiting and dis-
tributing these goods requires different levels of expertise or techniques and attracts
criminals of all types.

3.5.2. Measuring methods

The measurement of the scale and effects of the illicit product piracy market is marked
by a wide range of estimations. In addition to the above mentioned problem that sei-
zure statistics are the only available indicator, controversy exists concerning the factors
which are used to calculate the scale of the problem (cf. Chaudhry/Zimmerman, 2009, p.
9). The damage caused by product piracy and counterfeiting include tax gaps (like value
added taxes (VAT)), in some cases excise duties, income taxes (if jobs are lost), corporate
income tax, lack of social security contributions (due to reduced jobs), less fees for intel-
lectual property holders as well as less turn over and earnings for companies. But it is
nearly impossible to estimate how many jobs are lost because other factors influence
the job situation, too. Furthermore, it is extremely difficult to assess the scale of income
or corporate income taxes due to the variation of influencing factors.

Nevertheless, also on the illicit market of product piracy first the legal market is
described through the indicators “market value” and “turnover”. Additionally seizure
statistics as well as surveys and reports are pulled up. It has to be considered that esti-
mates of companies but also authorities involve - next to above mentioned uncertain-
ties and errors of estimations - the danger to be influenced by their aims.

The minimum scale of the illicit market is described by the amount of seized prod-
ucts. Seizure statistics are an important indicator, but their limitations and high mar-
gin of error have to be taken into account.

Due to these difficulties, extrapolation is impossible. Mirror statistics can also not
be created, as product piracy concerns many different product groups, meaning that
the legal market cannot be described in total. Insights can, however, be gained if one
concentrates on a special counterfeit product sector, e.g., counterfeit medicine.

3.5.3. Statistical description

Legal Market

The gross domestic product (GDP) is used as an indicator to describe the market value
of all officially recognised goods and services produced within a country. Product
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Table 27: Detention of IPR by customs, EU

Detention Totals 2010 2011
Cases 79,112 91,245
Articles 103,306,928 114,772,812
Domestic Retail value 1,110,052,402 1,272,354,795

piracy and counterfeiting have a huge impact on the legal market in several sectors. In
recent years, the GDP of the EU has remained stable, despite numerous financial crises.

The annual report on “EU customs enforcement of intellectual property rights”
by the European Commission (TAXUD) includes information of all national customs
authorities of the European Member States. It also includes seizure number concern-
ing alcoholic beverages and tobacco products that are described above.Violations of
intellectual property rights are also recorded. As can be seen, the total number of cases,
articles and the domestic retail value increased between 2010 and 2011 (Table 27)
(European Commission — Report on EU customs enforcement of intellectual property
rights, p. 3).

In Table 28, the top categories of seized products are classified by articles, by cases
and by value. Almost one out of four seized articles in 2011 were medicines, while
referring to cases especially non-sport shoes were seized. The highest value was
accounted for by watches (European Commission - TAXUD, 2012) (cf. European Com-
mission, Report on EU customs enforcement of intellectual property rights, p. 13, 14).

Table 28: Top categories of seized products, EU

By articles By cases By value
medicines (23.93%) non-sports shoe (27.94%) watches (22.73%)
packaging materials (21.21%) clothing (19.68%) clothing (9.71%)
cigarettes (17.63%) bags, wallet, purses (7.53%) bags, wallets, purses (7.83%)
lectrical h hold d
clothing (3.52%) @ectrical Housenold goods non-sports shoes (6.95%)
(6.37%)
mobile phone accessories .
watches (5.03%) Cigarettes (6.91%)
(2.73%)
labels, tags, stickers (2.1%) sport shoes (5.80%) sport shoes (6.63%).

(EUROPEAN Commission — Report on EU customs enforcement of intellectual property rights, p. 13, 14)

3.5.4. Surveys, reports
Product piracy concerns several kinds of different products and industries. Information
about special product sectors is sometimes available, though comprehensive analyses
are usually missing. Some countries, like the United Kingdom, publish reports on tax
gaps or an annual fraud indicator. The fraud indicator provides an overview about
profits generated by piracy, fraud and illicit online sales, though the listed losses are
not suitable for product piracy and counterfeiting in general, due to several offences
relating to one loss.

+ In 2007, the OECD published a report about “The economic impact of counterfeiting
and piracy” and emphasised that no quantitative analysis has been carried out to
measure counterfeiting and piracy(cf. OECD - Secretary General, 2007, p. 5). Accord-
ing to the report, internationaltrade in counterfeit and pirated products could have
been up to US$200 billion in 2005 (total does not include domestically produced
and consumed products and pirated digital products being distributed via the Inter-
net)(cf. OECD - Secretary General, 2007, p. 15).Furthermore, the OECD estimates
that international infringements of intellectual property account for more than
€150 billion per year (higher than the GDP of more than 150 countries).

« In 2011, the German Engineering Federation published a study concerning product
piracy in their product sector. They estimated that about €7.9 billion were lostin



68

NEW EUROPEAN CRIMES AND TRUST-BASED POLICY

their market due to product piracy (for comparison: with a turnover of €7.9 billion
Euros it would be possible to secure 37,000 jobs) (cf. VDMA, 2012, 5).

+ BASCAP (Business Action to Stop Counterfeiting and Piracy) estimates that coun-
terfeiting costs the UK €4.1 billion in lost taxes and higher welfare spending, as
well as 380,000 short term and 31,000 long term jobs (cf. BASCAP, n.d).

3.5.5. Conclusion
Counterfeiting and infringements of intellectual property not only hurt legitimate
commercial interests, but also put the health and safety of European consumers at risk.
In 2010, the GDP for the EU amounted to €12,279 billion. The retail value of seized
products on the other hand accounted for €1,110,052,402. The minimum scale of the
illicit product piracy and counterfeiting market is nearly 4% of the GDP of Lithuania.
Referring to the number of seized products by custom authorities within the EU, the
minimum scale of the illicit product piracy market accounted for 103,306,926 articles
in 2010 (2011: 114,772,812 articles).

4. CONCLUSION

Two common characteristics of illicit markets are that (1) no official data are avail-
able and (2) assessing their scale depends on estimations which are subject to a wide
margin of error.

In referring to the validity of the data, one has to be aware of the estimated large
field of unreported cases. Consumers of trafficked goods (e.g., drugs, smuggled alcohol,
cigarettes or counterfeit products) are generally not interested in uncovering illegal
products. Beyond unreported cases, other factors that can affect the extrapolation of
statistics concern mistakes in their measurement and the individual selection of indi-
cators. Thus, although the data and estimations in this deliverable are the most useful
approximations available, estimating the extent of illicit markets is still a very difficult
task.

The illicit markets for tobacco products and alcoholic beverages can be reasonably
well estimated. The legal alcohol market is an important market for the EU. A quarter
of the world s alcohol and over half of the world s wine production comes from Mem-
ber States of the EU (cf. Anderson/Baumberg, 20006, p. 47). The minimum scale of the
illicit alcohol and tobacco market can be measured through seizure statistics. In 2011,
European customs authorities seized 74,689 articles of alcoholic beverages (129,145
in 2010) and 20,309,931 articles of tobacco products (42,820,662 in 2010). A further
indicator for assessing the illicit market is the self-reported consumption in relation
to reported consumption. Additionally, studies on the illegal cigarettes market refer to
samples of analysed empty cigarettes packages. All in all, it is estimated that the illicit
alcohol market in the EU account for, on average, 22% of the legal market. The illicit
tobacco products market, in turn, amounts to 8 to 10% of the legal European market.
Both markets include large differences in the individual Member States.

Although estimations of the drug market are accompanied by uncertainties, several
insights enable the estimation of a scale for individual drugs. Regularly used indica-
tors to assess the illicit drugs market are drug seizures, recorded cases by police or
surveys relating to drug users, which are used to gain an insight into the number of
users, the scale of drug markets and prices. According to estimates of the EMCDDA, the
value of the European illicit drug trade accounts for €18-30 billion. According to the
estimations of the EMCDDA and Europol, the heroin market amounts to €420 million,
the market for cannabis (resin) to €5,145 million, the market for cannabis (herbal) to
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25. According to the “Institut

fiir angewandte Wirtschafts-
forschung e.V.”, the term
“shadow economy” covers
not only the trafficking of
goods, but also: (1.) illicit
employment (working
without paying tax and
contributions for the social
security system), (2.) unlaw-
ful employment (jobs done
by people without work
permit) and (3.) criminal
activities (e.g., trafficking of
goods, smuggling, human
trafficking). To calculate the
size and development of the
shadow economy, Schneider
uses the MIMIC (Multiple
Indicators and Multiple
Courses) estimation pro-
cedure. “Using the MIMIC
estimation procedure one
gets only relative values and
one needs other methods
like the currency demand
approach, to calibrate the
MIMIC values into absolute
ones. For a detailed explana-
tion see Friedrich Schneider,
editor, Handbook on the
Shadow Economy, Chelten-
ham (UK): Edward Elgar
Publishing Company, 2011.”
(Schneider 2013: 1).

€1,305 million and the ecstasy market to €42 million.

As already noted, it is impossible to reliably calculate the estimated size of the
illicit market for either works of art and antiques or for product piracy and counterfeit-
ing; there exists too little reliable data and too many uncertainties. Concerning works
of art and antiques, even the legal market is nearly impossible to determine, because
trades are often hidden from view. All in all, the scale of the illicit works of art and
antiques market is approximately several billion euros. Law enforcement agencies like
the FBI, Scotland Yard and Interpol actually believe that the illicit art and antiques
market is the third largest. Product Piracy and counterfeiting are an increasing prob-
lem for legal markets. In 2011, nearly 115 million articles (in 2010: 103 million) were
seized by European custom authorities.

In conclusion, although the scale of illicit markets is difficult to assess, it is clear
that they account for several billion euros. The European shadow economy is estimated
at around 18% of the EU’s GDP in 2013 (cf. Schneider, 2013, p. 5).2° The extent of the
problem not only damages the European economy (fewer taxes collected, fewer jobs,
fewer social security contributions) but also endangers the lives and health of the EU’s
citizens through the consumption of counterfeit medicine, cigarettes or drugs.
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It is of interest to note
that contrary to percep-
tions and representations
of migrants costing the
economy, the European
Commission (2008, as
cited in Sarikakis, 2010:
800) states that non-EU
migrants, overall, make a
significant contribution
to labour input in the EU
(6.7% of the labour force
on average).

EXECUTIVE SUMMARY

The FIDUCIA research project (New European Crimes and Trust-based Policy) is
funded primarily by the European Commission through the Seventh Framework Pro-
gram for Research and Development. FIDUCIA will shed light on a number of distinc-
tively “new European” criminal behaviours that have emerged in the last decade as a
consequence of developments in technology and the increased mobility of populations
across Europe. The central idea behind the project is that public trust] in justice is
important for social regulation: FIDUCIA will build on this idea and proposes a “trust-
based” policy model in relation to emerging forms of criminality.

D.8 investigates the assumption that there is the construction of a “risk category”
by which irregular immigration and certain ethnic groups are linked with criminal-
ity across Europe. In particular, it investigates the following criminalization trends:
a) criminalization of undocumented migrants; b) criminalization of solidarity and c)
criminalization of Roma communities. Moreover, D.8 aims at d) analysing populist
discourses linking “migration and crime”; e) assessing the correlation between immi-
grants and crime level in the EU and f) identifying positive, “trust-based” practices on
irregular migration and ethnic minorities.

These objectives will be achieved through an analysis of those “criminal behav-
iours” that are often linked to migrants; review of the legislation, policies and practical
measures to prevent and tackle “illegal migration” at both Member State and EU level;
study of the public perceptions in selected Members States as regards the scope of
the problem and the effectiveness of the measures against it; and examination of the
ethical implications that the criminalization of vulnerable groups of individuals (i.e.
undocumented migrants and ethnic minorities) has on the fundamental rights envis-
aged by the EU Charter.

D.8.1, in particular, will offer a review of the official statistics that are available
on enforcement action where suspects or defendants are foreigners. The analysis will
provide an essential statistical backdrop against which national and EU policies can
be assessed. In this perspective, the material will be summarised through accessible
figures and tables.

1. MIGRATION CHALLENGES IN EUROPE

Irregular immigration has been a top priority issue for years in Europe. Even though
immigration allows diversifying and enriching societies, and brings economic dyna-
mism and prosperity,! the threat element has undeniably appeared to dominate public
and political discourses in recent decades. Indeed, certain immigrant groups and ethnic
groups are popularly associated with criminality, illegality and insecurity (Semyonov,
Raijman and Gorodzeisky, 2008; Vollmer, 2011; Marshall, 1997). This stigmatization
and negative stereotyping are being fuelled by new immigration policies and the mass
media, having a direct impact on European citizens. As a consequence, the equation
“immigrant = crime” has attracted fear and social anxiety amongst the population (De
Giorgi, 2010; Palidda, 1996), which has been exploited by governments in order to
justify, create and implement more punitive immigration policies (Carrera, 2012; Lee,
2005; Angel-Ajani, 2003a).

European states have hardened their legislations through repressive migration pol-
icies in order to be seen as having immigration flows under control, thus addressing
the population’s need for securitization. A few examples of such enforcement measures
are the Immigration Law 2005 in Germany, the “Bossi-Fini” Law 2002 in Italy and the
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2005 legislation in France (Vollmer, 2009; Courau, 2009). Although EU policy guide-
lines focused on the concept of “security of rights” (Baratta 2001), the policies adopted
by Member States have primarily focused on the model of the “right to security”,
as it is amply demonstrated by the precarious legal status of foreigners in European
countries. In practice, there was a substantial deviation from the EU policy guidelines
by the Member States on the regulation of migration. However, in the past recent
years EU political programmes such as the Stockholm Programme (2010- 2014) also
seem to increasingly support the “right to security” and focus on law enforcement
programme and internal security strategies to secure borders. We can cite also the
EU border agency Frontex, which focuses on security for Europeans by strengthening
border controls, and which arguably pays considerably less attention to securing rights
of migrants or asylum seekers. There have been concerns indeed regarding Frontex’s
non-respect of non-refoulement for actions at sea for example and its involvement in
human rights violations within EU territory (Perkowski, 2013; Human Rights Watch,
2011; UNHCR, 2010).

One of the consequences of this situation is that, nowadays, there seems to be
common misperceptions among European citizens regarding the relationship between
immigrants and crimes. Indeed, European citizens tend to believe that crime levels
increase due to the major inflow of foreigners in their country. Thus, despite integra-
tion being the stated objective of immigration policies across European countries, citi-
zens view these foreigners as a serious social problem. This seriously complicates the
inclusion of the non-nationals within the national community.

The purpose of this paper is to provide an evidence-based analysis of common
misperceptions in relation to migrants and crime. Four categories of misperceptions,
which all correlate with each other, have particularly been identified as detailed in the
next section.

2. HOW DATA WERE COLLECTED & ANALYSED

This study was conducted through the analysis of a) official statistics, b) literature and
c) qualitative research work pursued in focus groups. This selection of data collection
was chosen in order to allow a more comprehensive and critical analysis.

As to statistics, those presented in this paper all relate to the “crime-immigration”
relationship. There will be an attempt to deconstruct the nodes of the debates surround-
ing the belief that crime levels are on the increase because of the large inflow of immi-
grants. Although some pan-European data are occasionally cited, this paper particularly
focuses on four countries: France, Germany, Italy and the UK. Data were drawn from a
number of national databases such as the Ministry of Justice (France and Italy) and the
Home Office (UK) at national levels, and databases and surveys such as the Council of
Europe, Eurostat, the Eurobarometer and the Clandestino Project at EU level. Before
going further, however, it should be noted that comparing data across countries pres-
ents many limitations that should be explained, which is also very relevant here in
the field under consideration - immigration. First of all, there are notable differences
in crime definitions, laws and criminal proceedings as there is currently no common
European criminal law or criminal procedure. Concretely this means that a crime in
one country is not automatically considered as a criminal offence in another country.
Building on this issue, each country can have varying concepts and definitions for what
constitutes an “immigrant” or a “foreigner” for example, which makes the situation
even more complex as it will be shown further in the next chapter. Furthermore, issues
also arise from the different ways data have been collected, whether these are recorded
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or survey-based data (see Work Package 7) and from the various types of databases
that exist at national level. Indeed, as it has already been shown in Work Package 2,
countries do not always report a criminal offence at the same stage; some countries
might have undergone a change in their statistical gathering procedure; some countries
might not consider a certain act as criminal in relation to their criminal justice system
when this act is a criminal offence in other countries or there might be varying degrees
of accuracy in registering offences across European borders (Von Hofer, 2000, p. 78).
For example in terms of accuracy, there seems to be a lack of transparency in Italy in
relation to governmental data about practices of immigration control (Vollmer, 2011)
and the National Institute of Statistics only started to pay attention to the immigrants
during the 1990s (Fasani, 2009). In the UK, the 2005 Woodbridge estimate® was revised
by a study commissioned by the Greater London Authority in 2009 providing a figure
of migrants which was 1.68 times higher (Vollmer, 2011) than the figure provided in
2005; this big difference in the figures gave rise to questions about the reliability of the
study undertaken. Similarly, Cyrus (2009) details the problem of data quality in relation
to irregular migrants in Germany and explains that it is impossible to provide reliable
figures in this country. Another consideration is that the United Kingdom, as a country,
is divided into England, Wales, Scotland and Northern Ireland and does not always
appear as a result as the “UK” in statistics; it could be listed for example as “England &
Wales” only, therefore not comprising the whole of the UK. Given these examples and
due to missing data and differences in criminal justice systems and definitions one is
left with data that can be highly unreliable, particularly for comparison purposes. One
needs to be aware of the situation, as data on immigration are so far not fully com-
parable. The data presented in this paper need to be used as an indicator; they cannot
reflect the real size of the problem. Another significant issue in the analysis of statistical
data on migrants and crimes concerns the lack of information on indicators that could
give a better understanding of the complexity of the criminal phenomenon surrounding
migrants such as socio-economic factors including social marginality, economic poverty
and the integration of immigrants in particular areas of work (Ambrosini 2005, Melossi
2008); and legal factors, especially the effects of regulatory policies of restrictive entry
(Melossi 2008, Ferraris 2008). Last but not least, an essential problem relating to law
enforcement statistics is the unknown extent of the “dark figure of crime”. Statistics in
general only include detected and reported cases — the same is valid for immigration -
which are not the true rate. This issue of the “dark figure” has been explored at length
in the academic literature (Coleman and Moynihan, 19906).

As to literature, academic literature, European reports and other literature of rel-
evance were reviewed to address the methodological gaps related to the analysis of
statistical data. This allowed strengthening and refining the interpretation of the sta-
tistics offered.

As to qualitative research work pursued in focus groups, the D.8 research team
made the assumption that the analysis of official statistical data is not sufficient to
provide a comprehensive picture of the topic. Therefore, empirical research data was
integrated using the qualitative method of focus group. The reason that triggered the
use of focus groups was the need to bring together a variety of experts in the field
of immigration and crime, in order to stimulate interaction and exchange points of
view. This method shed light on several aspects that could not emerge from the mere
interpretation of statistical figures. In particular, a total of four meetings were held,
each lasting around an hour and a half. On average, eight to ten people attended each
meeting, representing a variety of stakeholders. One of the meetings was mainly com-
posed of law professors and researchers from the University of Parma as well as law-
yers. The other meetings included social workers, NGOs experts and researchers in
the social field so to involve participants with first-hand contact with immigrants. The
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meetings were led with a few questions only by two members of the D.8 research
team, as the objective was to promote free flow of ideas and brainstorming to have the
best interaction possible among all participants. What emerged from the focus groups
is that recent “anti-immigration” policies and legislation have increased the initial
discrepancy between the social condition of the majority of the population and that
of the immigrant population. Indeed, these policies have encouraged the “ethniciza-
tion” of social relations in Europe. Moreover, discussions have shown that underneath
the strong debate regarding the processes of criminalization there is the fundamental
question of citizenship and policy of trust in the era of post-modern democracies. Euro-
pean states are realizing that immigration is not a temporary phenomenon. There is a
need therefore to open a constructive debate on inclusion and on the new frontiers of
citizenship, focusing on trust-based policies. These policies could avert the processes
of reactive identification that have emerged over time among ‘politically disqualified’
migrants or ethnic groups.

In the work pursued through focus groups, four categories of misperceptions were
identified as fundamental for our analysis in D.8. As a result, statistics were selected
with the specific objective of evaluating these misperceptions. The main mispercep-
tions, which were identified and will be examined in the coming sections of this paper,
relate to the following areas:

. Migrants and Crimes

. Migrants and Detention

. Migrants and the Police

. Migrants and Public Opinion.

3. “MIGRANTS” V. “FOREIGNERS”

This paper aims at analysing the “assumed” processes of the criminalization of
migrants in Europe. However, first of all, key concepts must be explained and defini-
tions provided in order to ensure full understanding of the paper. Indeed, the major-
ity of the concepts used here could take a broad array of meanings according to each
European country. This section, therefore, will lay the foundations to avoid any misun-
derstanding since official statistics on crimes depend largely on the way these concepts
are defined. Generally, there is no shared definition of the various terms used across
Europe. To start with, by criminalization of migrants we mean, as suggested by Palidda,
“all the discourses, facts and practises made by the police, judicial authorities, but also
local governments, media, and a part of the population that hold immigrants/aliens
responsible for a large share of criminal offences” (Palidda, 2011, p. 23). “Migrants”
and “foreigners” are often used interchangeably in the literature, the mass media and
by the public but they encompass different meanings. It goes without saying that at
national level definitions of both terms vary largely from country to country.

As to the concept of “migrant”, both national and international entities provide dif-
ferent definitions. One of the most useful definitions of “migrant” is the one adopted in
1999 by the UN Special Rapporteur of the Commission on Human Rights. According
to this definition, “migrants” are “persons who are outside the territory of the State
of which they are nationals or citizens, are not subject to its legal protection and are
in the territory of another State; persons who do not enjoy the general legal recogni-
tion of rights which is inherent in the granting by the host State of the status of refu-
gee, permanent resident or naturalized person or of similar status; and persons who
do not enjoy either general legal protection of their fundamental rights by virtue of
diplomatic agreements, visas or other agreements” (Doc. E/CN.4/RES/1999/4, 22 April
1999). Other important definitions are those contained in the 1998 UN Recommenda-
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tion on Statistics of International Migration. According to these definitions, an “inter-
national migrant” is “any person who changes his or her country of usual residence”.
A “long-term migrant” is a person who moves to a country other than that of his or
her usual residence for a period of at least a year (12 months), so that the country of
destination effectively becomes his or her new country of usual residence; as opposed
to a “short-term migrant” who is a person who moves to a country other than that of
his or her usual residence for a period of at least 3 months but less than a year (12
months) except in cases where the movement to that country is for purposes of recre-
ation, holiday, visits to friends and relatives, business, medical treatment or religious
pilgrimage. Eurostat for example defines a migrant as a ‘long term migrant’ as per the
UN Recommendation for the purpose of its statistics.

As to the concept of “foreigner”, this is generally defined as “a person who does
not hold citizenship of a certain country” (Aebi, 2009, p.21) and/or refers to someone
who is considered as an outsider in his/her host society (Semyonov, Raijman and Goro-
dzeisky, 2008). Typically, migrants are included in the broader category of foreigners.
This latter category, however, also includes those who move to a different country for
purposes of holiday, visits to friends/relatives or business.

The vast majority of the statistics that were found and analysed in this study, and
that are relevant to understand the relationship between migrants and crimes, refer to
“foreigners” rather than to “migrants”. They do not make a distinction among the differ-
ent categories of foreigners, based on the purpose of the movement of an individual to
a different country. For example, statistics on the foreign prison population and on the
crimes committed by foreigners make no distinction among regular migrants, irregu-
lar migrants, stateless individuals, those who have moved to a different country for
employment reasons, refugees or asylum seekers. Also, the “foreigner” and “migrants”
concepts do not distinguish most of the time between EU citizens and third country
nationals (non-EU). Indeed, a French citizen for example moving to the United King-
dom for employment reasons would be considered strictly speaking as a “foreigner” (or
“migrant”) but would not be an “irregular immigrant”. This point needs to be empha-
sized as it highly complicates the analysis of the figures of interest as explained in
the ‘Data Collection’ section and remains an obstacle to suitable comparison. This, in
turn, also means that it is impossible to determine the exact volume of irregular immi-
grants. Thus, any conclusion made in this paper also needs to take these points into
account and therefore has to be interpreted with caution.

This paper is mostly interested in irregular immigrants, who are commonly also
referred to as “illegal”, “undocumented”, “unwanted”, “undesirable”, or “sans-papiers”.
It is worth remembering that the migration phenomenon may include different catego-
ries of individuals such as refugees, asylum seekers, etc. Another factor of importance
for the analysis of statistics related to migrants and crimes is the process of citizenship
acquisition. Typically, citizenship can be acquired by being born in a certain country
(so-called “jus soli”) or by being given birth by a national of a certain country (so-
called “jus sanguinis”). Also, some countries provide additional measures in order to
grant citizenship. Considering the above, Herm's (2008, p.11) definition of citizenship
seem to be comprehensive: “Citizenship means the particular legal bond between an
individual and his or her state, acquired by birth or naturalization, whether by declara-
tion, choice, marriage or other means under national legislation”. Also, one point to be
noted is that within data on the national population one might find a large proportion
of people with a “migration background”. The term “migration background” refers to
the phenomenon by which some people, who are originally from one country, acquire
citizenship in a different country. The result is that they are not formally categorized
as “migrants” in that country anymore, but rather as nationals. This might happen, for
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Figure 1. Irregular foreign residents in Europe in 2008 (thousands)
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(sourcek: Clandestino Research Project, 2009)

example, when people are naturalized in the new country due to marriage or their pres-
ence in that country for a long enough period. The “migration background” category
has been added in the micro census survey 2005 in Germany (Cyrus, 2009). And this
showed that 19,5% of the resident population had a migration background in 2011.

Before moving ahead, Figure 1 provides the reader with an idea of the situation. As
stressed above, accurate figures for irregular migrants are impossible to find. The best
estimates of irregular foreign residents in the EU have been found in the EU-funded
research project “Clandestino”. According to national estimates, and adding them all
up, it is estimated that there are between 1.9 and 3.8 million undocumented foreigners
in Europe. This corresponds to about 0.4-0.8% of the total population and 7-13% of the
immigrant population in Europe. The four European Member States with the highest
number of irregular immigrants are the UK, Germany, France and Italy, which are also
the countries that have been selected as the focus in this paper.
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Table 1. Crimes in Europe
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Table 2. Change in immigration by citizenship group, EU-27
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4. MISPERCEPTIONS: ANALYSIS & KEY FINDINGS

This chapter will discuss, in turn, the four identified misperceptions in relation to the
‘assumed’ criminalization of migrants. Where possible, figures will be presented in
graphs so that the data can be accessed more easily.

4.1 Migrants and Crimes

There is a common misperception that crime trends largely depend on the presence
of migrants in a given territory. Indeed, European citizens are inclined to believe that
immigrants commit more crimes than nationals and that increases in crime rates go
hand in hand with migration inflows. However, when one compares the total num-
ber of crimes recorded by the police in Europe (Table 1) with the immigration rate
trends (Table 2) what emerges is that linking migration to criminality is a socially
constructed phenomenon. Indeed, as shown in Table 1, in the period 2002-2008 the
number of crimes recorded by the police in Europe has steadily decreased although the
number of migrants (and foreigners) has significantly increased (Table 2). Comparing
both tables the data show therefore that after the 2002 peak in the number of crimes in
Table 1, the subsequent decrease in the following years occurs at the same time as the
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Table 3. Crimes in relation to foreigners in Germany

[ Crimes Foreigners
2003 2004 2005 2006 2007 2008 2009 2010

soURCE Eurostat

Table 4. Crimes in relation to foreigners in Italy
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increase of foreigners (Table 2). This evidently leans towards illustrating that no clear
correlation exists between the number of crime and the number of migrants.

With a view to strengthening our possible conclusion that there is no correlation
between crime levels and immigrant numbers, similar sets of data as above are pre-
sented below. These graphs are presented by country (Tables 3, 4, 5 and 0), i.e. the four
selected European countries: Germany, France, Italy and the UK, in order to provide
more details. Also, as Europe is very diverse, this presentation by country allows com-
paring whether the cultural and criminal justice differences lead to similar or different
conclusions than the above.

In the period 2003-2010, the number of foreigners appears as steady whilst the
amount of recorded crime shows a slight decrease in Germany (Table 3). Figures for
Italy show stability in the number of crimes recorded with a substantial increase in the
number of foreigners (Table 4); the inflow of foreigners there does not seem to have
affected the crime levels. As for France (Table 5) and the UK (Table 6) the same trend
can be observed. The number of foreigners over the period has increased (only slightly
in the French case) while the number of crimes is on the decrease. Similarly to our pre-
vious results for the global European trend above, one could even claim that a negative
correlation between the number of crimes and the number of foreigners can be found
in Germany;, Italy, France and the UK.

Finally, we thought it would be of interest to offer data on the proportion of nation-
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Table 5. Crimes in relation to foreigners in France
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Table 7. Number of crimes committed by nationals vs. non-nationals, Germany
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als and non-nationals (i.e.: foreigners) who commit crimes in each of the four countries,
in order to assess whether foreigners are more prone to committing crimes than nation-
als. The data obtained from the UK (from the Offender Management Statistics) cannot
be compared with the other countries as instead of being divided between national and
non-national categories they use the concept of “self-identified ethnicity” using such
categories as “White”, “Asian”, “Mixed”, “Black”, etc. Also the categories of crime do
not entirely correspond. These data are therefore not suitable for comparison in this
context and not offered here. The German figures (Table 7) show that non-nationals are
accountable for around 20% of the offences committed, across all categories of crimes.
The general perception also that foreigners are more violent than others is not proven
to be correct according to Tables 7, 8 and 9, as offences against persons (Germany and
Italy) and violence against adults amount to 20% and 30% (depending on the country)
for foreigners, remaining therefore largely lower than the percentage for nationals.
The same figures apply for offences against property. Most importantly in the analy-
sis of the tables here is that both the graphs for Italy (Table 8) and France (Table 9)
coincide in that there is an over-representation of non-nationals in areas of immigra-
tion law and petty offences (micro-criminality). This point is developed further below
as it has been discussed in the academic literature (Melossi, 2003; De Giorgi, 2010).
Aliverti (2012) also points out in that respect that “the vast majority of immigration
crimes are victimless and minor offences” (p.418). Overall, the three tables seem to
indicate that the majority of reported crimes are committed by nationals as opposed
to non-nationals as is often perceived. It is important to remember that the group of
“non-nationals” can be very heterogeneous (as mentioned above in Chapter 3) since it
includes not only immigrants but also tourists as well as people who are residents in a
country but do not hold its nationality (for example French people who have lived for
20 years in Germany would be considered as “non-nationals” or “foreigners” here). This
point underlines even more the (potential) small proportion of irregular immigrants
committing crimes in comparison to nationals.

These results tend to converge with the above suggestion that with the more restric-
tive immigration measures introduced by governments at EU level (seeking to “control”
and reduce migration flows), the effect has been to expand immigration “criminality”
and illegality (Aliverti, 2012). Most of the crimes foreigners are involved in are types of
deviance either generated by their (immigrant) status or prompted by the social condi-
tions in which they live. Indeed, generally irregular immigrants are more inclined to be
found in the lower part and therefore more risky part of the society with greater risk to
get into the illegal economy because of the marginalised status as they are not offered
the same opportunities as nationals (Ruggiero, 2000 as cited in Lee, 2005).

Concretely, “immigration crimes” can range from illegal entry into a territory to
illegal residence, overstaying or not being in possession of a passport or valid visa.
As the Home Office (2010, p.26) explains, nowadays almost any breach of immigration
rules is a crime (as cited in Aliverti, 2012, p.418). All the more important, these are
crimes that only foreigners can become involved in. It is therefore the “bureaucracy
and the state that ... make them illegal” (Quassoli and Chiodi, 2000 as cited in Melossi,
2003). For example, in Germany illegal residence is considered a criminal offence
whereas it is not in the Netherlands (Focus Migration, 2008, p. 2). Also, in Italy, the
anti-crime legislation approved by the Parliament in July 2009 (Law 733/2009) turns
illegal immigration into a crime (De Giorgi, 2010) instead of an administrative irregu-
larity as it would be the case in other countries. Furthermore, in some countries, the
situation is even more discriminatory, as different rules apply to irregular immigrants
than to European citizens such as in Spain (Silveira Gorski, Fernandez and Manavella,
2008, p.9) or in Italy where the punishment is increased by one third if the individual
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is an immigrant (De Giorgi, 2010). Furthermore, Aliverti (2012) also argues that given
the objective of law enforcement authorities to deport immigration offenders, criminal
sanctions against immigrants fail to have any type of rule and consistency, and are
unjustified.

Based on these data, overall, EU Member States are criminalising migrants by
introducing more repressive immigration policies which “make them become crimi-
nal”. Of importance also, the vast majority of immigration offences are victimless and
include minor offences as shown by the tables. Although by no means final, these data
suggest an intriguing line of research that will be explored further in the remaining
months of the project.

4.2 Migrants and Detention

After having analysed the criminalization of migrants in relation to crimes, we will
turn now to the representation of foreigners in prisons and detention centres. Indeed,
the wider strategy to control cross-border movement has taken the route of system-
atic use of incarceration, which is closely linked to the above analysis, and which is
reflected in the over-representation of foreigners in the prison population. According
to De Giorgi (2010) this situation constitutes a “dynamic of hyper-criminalization of
immigrants”.

As illustrated below in Table 10, the comparison between the percentage of for-
eigners in the overall population and the percentage of foreigners behind bars in the
four selected countries show that foreigners are over-represented.* The rates of over-
representation® are rather high, being 3.06 for Germany and France, 5.22 for Italy and
1.8 for the UK. It has to be kept in mind that several factors may lead to such over-
representation of foreigners in prisons. Indeed, as mentioned in the previous section,
for example, non-nationals are generally in a legally and socially weaker position than
nationals (i.e. in respect of access to defence lawyers, financial means to reach settle-
ments, kind of criminal offence, reason for imprisonment, etc).

Furthermore, Table 11 below gives us more data to analyse the issue of over-repre-
sentation of foreigners in the prison population. It appears that in the period 2002-2010,
the recent trends have been for the percentage of foreigners in the prison population to
increase in Italy and Germany but to decrease in France and in England & Wales (Table
11). The highest percentage of detainees is observed in Italy, which over time has expe-
rienced a strong increase in foreign prisoners. With a population of 60,72 million - the

Table 10. Over-representation of foreigners in the prison population
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Table 11. Trends in the percentage of foreigners in the prison population
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smallest of the four countries selected - it is surprising that Italy has the highest rate
of imprisonment of immigrants among the four countries. De Giorgi (2010) states that
the average immigrant incarceration rate is 443/100,000 across Europe® meaning that
foreigners are imprisoned around 6.2 times more often than EU citizens. He goes on to
explain that some countries such as The Netherlands, Portugal and Italy incarcerate
immigrants up to 10 times more often than nationals. This argument goes in line with
the data offered in Table 11, showing Italy with the highest rate of foreigners in pris-
ons. It is suggested in Angel-Ajani (2003a) that this high rate in Italy is largely due to
the “cultural representation” of immigrants (dal Lago, 1996) which has created social
panic among the public (Palidda, 1996), which in turn is also associated with discrimi-
natory judicial and policing practices (Quassoli and Chiodi, 2000 quoted in Melossi,
2003, p.383) targeting (particularly “visible”) immigrants. Furthermore, this statement
is supported by Melossi (2003, p.381) who declares: “there has been traditionally, in
Italian society, a widespread illegality, which is deeply embedded within the system of
de facto informal social control of this society”.

The next data to be compared are the number of foreigners and non-foreigners in
pre-trial detention. Once more, Table 12 shows that the number of foreigners in pre-
trial detention is higher than that of nationals. However, it has to be noted that this is
not the case for the UK and that no data are available for France.

De Giorgi (2010) validates this trend as he argues in his paper that immigrants
awaiting trial are incarcerated more often than nationals in similar positions.” He
stresses on the basis of his data that countries such as Italy keep almost three out of
four immigrant prisoners in preventive custody. Amongst other reasons for such situa-
tion, he mentions the economic and social vulnerability of immigrants (insecure work-
ing, housing, etc.), and poor access to legal defence, which impede them being offered
alternatives to imprisonment; to this must be added the type of criminal activity they
tend to be involved in, which again does not allow them to be offered pre-trial release
for example (drug dealing, prostitution, property crime, etc.).

Table 13 offers data distinguishing between intra-EU and extra-EU detainees. This
point is all the more important in that intra-EU detainees total from 18% (Italy) to
30% (UK) of the overall foreign detainees, which is a considerable amount. It is with-
out doubt that this should be taken into account when analysing the issue of over-
representation of migrants in the prison population. This data also reinforces our
argument that the proportion of non-EU nationals in prisons is far higher than that
of EU nationals.
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The last part of this section deals with figures related to administrative detention.
First of all, a distinction must be made between incarceration, administrative deten-
tion and deportation or expulsion. Up to now we have referred to detention in prisons.
However detention centres (an administrative measure) are commonly used by law
enforcement authorities in order to immobilize migrants in internal camps or “waiting
areas” until they are repatriated or expelled to their countries of origin. As stated by
Silveira Gorski, Fernandez and Manavella (2008) Migreurop counted about 235 closed
detention centres in Europe by the end of 2008, which in reality could amount to
many more if waiting zones at airports are also taken into account. The United Nations
High Commissioner for Refugees declared in 2002 that there is “a more general trend
towards increased used of detention, often on a discriminatory basis” (Jesuit Refugee
Service, 2004, p.2). Moreover, the EU Parliament’s Committee in Citizen's Freedoms
and Rights, Justice and Home Affairs has expressed concerns regarding the “plight
of persons being deprived of their freedom in holding centres despite the fact that
they have been charged with no crime or offences” (Jesuit Refugee Service, 2004, p.2).
France for example illustrates these situations very well as the number of foreigners
in administrative centres has more than doubled in the period 1999-2010 (Table 14).

These detention centres have very diverse administration depending on the coun-
try. Guild (2005) explains that the police force manages most of them and thus has cus-

Table 12. Foreigners and nationals in pre-trial detention
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Table 13. Intra-EU and extra-EU detainees

(%) intra-EU extra-EU

100
81.4
80 70.7 76.1 70

60

40

293 239 30

20 18.6

Germany France Italy UK

SOURCE Space 1, 2010



NEW EUROPEAN CRIMES AND TRUST-BASED POLICY

Table 14. Foreign individuals in administrative detention, France
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tody of the detainees. In some countries however this is done by the military (Malta),
by NGOs such as in Italy or France or by participation of private companies as is the
case in the UK. Custody periods can also vary according to the country. Details of such
periods in the various European countries can be found in Silveira Gorski, Fernandez
and Manavella, 2008 (p. 4); they can range from 32 days (France) to 20 months (Latvia)
or unlimited duration (eg: UK). This is another striking example of migrants suffering
from criminalization due to deprivation of liberty amongst other issues.

4.3 Migrants and the Police

Restrictive policies, proneness of migrants being labelled criminals, prisons and deten-
tion centres; they all work symbiotically with police stops and arrests. This section will
therefore present data on police stops and ethnic profiling in order to complete the
picture of criminalisation, building up on what has been examined so far.

The data will be mainly based on the EU-MIDIS, which is the most important sur-
vey on this matter at European level. It was published in 2010 by the Agency for Fun-
damental Rights (FRA). The research in the EU-MIDIS was conducted through inter-
views with a sample of 23,500 immigrants and people from ethnic minorities. For
comparative purposes, 5,000 people belonging to the majority of the population were
also interviewed. It is worth noting that data on police stops and ethnic profiling are
few and are generally collected by European agencies (i.e. FRA) and NGOs who play
key roles in that context.

Profiling can be used as an exclusion technique in order to target discriminatorily
certain people. In the context of this paper it refers to targeting certain individuals
because they possess specific characteristics for which they are attributed heightened
crime-proneness, for example “black”, “young man”, “male”, etc. As a consequence of
such a socially constructed “criminal behaviour risk” within a segment of the popula-
tion, certain minority and migrant groups have become increasingly policed, leading
to discriminatory treatment and practices.

The EU-MIDIS findings have shown that respondents from ethnic minorities are
stopped more frequently (more than three times) than those belonging to the major-
ity population. Some minorities, especially Roma people, Africans and North Africans,
are particularly subject to control by the police as illustrated by the three tables below
(Tables 15, 16, 17). These graphs show the ethnicity of the respondents who claim to
have been stopped by the police in the previous twelve months in Germany, France
and Italy.

These “ethnicity” results generally correspond with (or are very close to) the num-
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Table 17. Police Stops - Italy (F.R.A.)
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ber of largest citizenship groups of immigrants in the country under consideration.
Indeed, according to Eurostat (2008, p.3) the three highest shares of immigrants in
Germany came from Poland (26%), Turkey (5%) and Romania (4%); in France these
came from Algeria (16%), Morocco (13%) and China (6%), closely followed by Tunisia
(Herm, 2008), and in Italy from Romania (19%), Albania (12%) and Ukraine (11%), fol-
lowed by Morocco (Herm, 2008).

Further key findings from the EU-MIDIS study have shown that the perception of
ethnic minority groups is that they have been stopped by the police because of their
ethnic origin. They also feel that the police are more disrespectful toward them during
the stops. It was also found that one migrant out of two does not report being a victim
of a crime to the police because he/she believes that the police will not intervene. In
the same vein, 13% of these respondents who belong to ethnic minorities assert that
they do not report aggressions because they are afraid of the police or because they
previously had negative experiences with the police. This statement is supported by
Amnesty International (as cited in Angel-Ajani, 2003b) which notes that a great major-
ity of the victims of police violence are immigrants and Roma.

Furthermore, Hollo and Neild (2013) expose the discriminatory practices in “stops
and searches” undertaken by the police in Spain, France, the UK and Sweden. They
also denounce that the governments responses to this biased policing in these coun-
tries oscillates between “acceptance and denial”, which is worrying given the legisla-
tive framework that exist in relation to discrimination, racism, ethnic profiling and
protection of minorities.®2 The extent of the ethnic profiling issue in Spain is clearly
denounced in Open Society Justice Initiative (2013), a report that also details the viola-
tions of international human rights standards in that respect. The French government
has also been criticised in Birchall and Neild (2012) for not seriously addressing the
issue of police forces targeting particularly minorities in their identity checks among
other matters. Furthermore, Open Society Justice Initiative (2005) adds to this by
explaining that in the UK Black people are six times more likely, and Asians two times
more likely, to be stopped and searched than whites. In the same line of argument,
Melossi (2003) reports on the basis of data collected in the very first Italian national
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victimization survey and in a survey he was involved in among male adult foreigners
who were legal residents in the region of Emilia-Romagna (Italy) that the likelihood of
being stopped on foot by the police was 1.4% for Italians but rose to 14% for foreign-
ers, therefore 10 times more likely for the foreigners (Melossi 1999, p.112; 2000, p.39).
As he stresses, the non-European more ‘visible’ immigrants scored a rate even higher
than this and if taking into account that these were only legal and documented immi-
grants, then it is fair to conclude that the figure for undocumented immigrants would
be much higher than that of Italian males (p. 386). These figures change considerably
(the rate of Italian males increases in this case) if the stops include traffic stops; a point
to take into consideration, which could explain, to a certain extent, the high rate for
‘the majority’ in Table 17.

Lastly, it is important to mention that many EU countries, such as Spain and France,
have introduced entry quotas and expulsion quotas in line with their repressive poli-
cies. In practice, for this later point, it means that the police have been given the
task to detain a certain number of irregular immigrants who then will be expulsed of
the country. In Spain for example, Europa Press (2009) states that each police station
has been given a weekly quota and that priority should be given to detain Moroccan
nationals as their repatriation can be done within the 40 days time limit during which
they can be held in detention centres and as costs are accessible, as opposed to Boliv-
ian nationals for example. These quotas increase the criminalization process towards
certain people.

It appears on the basis of the data analysed in this section that discriminatory
practices from the police exist towards minorities and specific immigrant groups. This
argument will be reinforced, particularly in relation to the Roma group, with the analy-
sis provided in the next section in which public perceptions in relation to migrants will
be examined. It will also be of importance for the future to follow the results of the
Max Planck Institute POLIS project” which focuses on interactions and mutual percep-
tions between police forces and (minority) adolescents in France and Germany.

4.4 Migrants and Public Opinion

Public discourses can play a central role in the criminalization of migrants and minori-
ties and have a strong impact on societies. As demonstrated in Semyonov, Raijman
and Gorodzeisky (2008) inflated perceptions are likely to increase negative attitudes,
which is therefore of relevance when assessing actual and perceived sizes of foreign
population in order to see if they vary greatly or not. Public perceptions more gener-
ally speaking will also be discussed in this section as well as causes that might lead to
such perceptions. The data mostly come from the “Transatlantic Trends (2011)” immi-
gration survey and the Eurobarometer on discrimination surveys.

Table 18 below gives data on the four selected countries and compares for three
years in a row the perception of citizens with the reality. It clearly shows that European
citizens (at least in the four selected countries) overestimate the number of foreigners
in their country. Over the three years the perception of citizens has always been con-
siderably higher than the real figures. This misperception is at its highest in the UK.

Another category that offers figures considerably higher than the real figures is
regarding Europeans’ perception of the number of illegal immigrants as opposed to
legal immigrants, with great variations across countries. As in previous years, the Ital-
ians show the highest concern with 64% thinking that most immigrants are illegal;
Germany in that respect presents the lowest concerns with only 13% of the population
interviewed feeling this way (Transatlantic Trends, 2011). Overall, taking into account
all the above data, we can conclude without doubt that the immigration phenomenon
is distorted.
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Table 18. Public perception on the number of migrants.
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Still, according to the ‘Transatlantic Trends 2011” immigration survey,!© half of the
European citizens interviewed (52%) consider immigration as a problem, rather than
an opportunity. We can see that the percentages in Germany, France and Italy are quite
similar with between 42% and 48% of the citizens seeing immigration as a problem;
however, this figure rises to 68% in the UK (Table 19). This result is in line with the data
of Table 18 in which the UK is the country whose citizens have the greatest tendency
to exaggerate the number of immigrants. These results also go hand in hand with the
analysis of the European Social Survey of 21 countries that reveals that foreigners are
generally viewed in negative terms (Semyonov, Raijman and Gorodzeisky, 2008).

However, despite the negative perceptions presented above, it is of interest to
emphasize that Europeans are generally very supportive as regards refugees and other
migrants fleeing from dangerous conditions. Indeed, following the Arab Spring events
of 2011, the Transatlantic Trends Survey (2011) included questions on “forced migra-
tion” which showed for example that in situations of armed conflict between 71% and
85% of citizens from the four selected countries (Germany, Italy, France and the UK)
agreed that immigrants should be admitted into their country and between 70% and
79% in cases of natural disasters. In the case of the Arab Spring, however, while Euro-
peans were supportive of allowing immigrants into their territory, the majority sup-
ported the granting of a temporary stay only rather than a permanent stay. Courau
(2009) also mentions a certain trend towards society changing and being in favour of
irregular immigrants (p.31). In the same vein, very recently the German media reported
positively about an initiative in Hamburg, where inhabitants of St Pauli supported and
protected African asylum seekers (Abendblatt, 2013).

Coming back to negative public perceptions, a high percentage of European citizens
have a cultural prejudice against ethnic minorities, and particularly Roma people!! -
Europe’s biggest ethnic minority (Eurobarometer, 2012, p.107). The 2012 Eurobarom-
eter survey on discrimination showed that discrimination based on ethnic origin is the
type of discrimination that appears to be the most widespread in the EU (compared with
discrimination on the grounds of gender, age, sexual orientation, etc.), with overall 56%
of European citizens feeling this way (down from 64% in July 20006). Furthermore, in
the 2007 Eurobarometer!? an impressive 77% of EU citizens believed that belonging to
the Roma minority was a disadvantage; this figure cannot be compared unfortunately to
the 2012 figures, since the categories offered in the Eurobarometers over the years are
not always the same. The 2012 Eurobarometer also showed that an average of 34% of
European citizens was “uncomfortable” with the idea of their children having a Roma
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Table 19. Public perception on immigration as a problem.
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schoolmate, with a variation between countries that needs to be taken into account; in
Italy and France the percentages of citizens amounted respectively to 48% and 41%
while in Germany and the UK these were lower with respectively 31% and 28%.

Although the figures from Table 19 (i.e.: immigration is a problem) can be seen as
relatively high, the Transatlantic survey reports that generally European citizens have
a positive attitude towards the integration of immigrants in the community, particu-
larly “second generation” immigrants. However, most European citizens feel pessimis-
tic in relation to the possible integration of Muslim immigrants. As for the Roma com-
munity in particular, there is no reliable data on the degree of integration, housing,
access to services, level of education and unemployment (2011 Transatlantic Trends).
However, the 2012 Eurobarometer gives a majority of Europeans (53%) in favour of
integrating Roma better. In this case again figures vary considerably between coun-
tries. The biggest differences are found between France and Italy. Whereas in France
59% of the citizens agree that society would benefit from a better integration of the
Roma and 30% disagree, in Italy an absolute majority of respondents (51%) disagree
that society could benefit from better integrating Romas and only 33% agree.

In relation to the strategies to take in order to reduce the problem of irregular
immigration, the 2011 Transatlantic Trend survey reports that 32% of European citi-
zens highly value providing support to the development of the countries the irregu-
lar immigrants come from; this is considered as the best strategy particularly among
Mediterranean countries such as Italy (44% of citizens) and France (42% of citizens).
To the contrary, in the UK, where the public debate revolves around the issue of how to
reduce the number of immigrants, citizens favour the adoption of more severe border
control policies and punitive measures. The common feeling across the four countries
is that the government does too little in order to address the immigration problem; the
proportion of citizens feeling that way reaches 83% in Italy, being unhappy with how
the government manages immigration.

In terms of deportation versus legalization policies, the figures show that on aver-
age European citizens prefer that the immigrants be deported to their countries of
origin (52%) rather than legalising them (35%). In that respect, the two countries that
showed extreme figures were the UK with 70% preferring deportation (returning ille-
gal immigrants to their country) and Germany with a preference for regularization
(50% of citizens).

One reason for the public misperception of numbers of immigrants and seeing
immigration as a problem comes from the media representation of immigrants and
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ethnic minorities. If foreigners are seen as a social problem and a threat, it is in part
due to the media fuelling these debates. Indeed, Ferraris (2012) refers to empirical
studies on the over-exposition of immigration in the media content, connecting this
phenomenon of misperception to the misuse of media information. Also, the media
generally portray asylum seekers and irregular immigrants as flooding the West; how-
ever as reported in Sarikakis (2012), the migration phenomenon is in absolute terms
low with 1.4 migrants per 1,000 in Europe (in 2005). In the same vein, Herm (2008)
reveals that increase in immigration has slowed in Europe and some countries such
as Germany and the Netherlands have even seen a reduction in migration.!> Reports
that governments are intensifying their immigration policies is another factor that
reinforces the stigmatization of immigrants as ‘undesirable ones’. Furthermore immi-
grants are used as targets and get easily blamed, which is an aspect often used by
politicians in their political campaigns (Semyonov, Raijman and Gorodzeisky, 2008).
The media have also made immigrants responsible for crimes using a single criminal
episode to blame a whole nation (Fasani, 2009; Vollmer, 2011). For example, there has
been a few years ago the case of a Romanian immigrant who raped an Italian woman
(she died in 2007), which the media have exploited in order to create a moral panic
about Romanians. Following this case a Law Decree was approved in Italy to facilitate
the deportation of European citizens; this Decree was referred to as the “Romanian
Decree” by the media (Fasani, 2009).

Identical criminalization ‘strategies’ as the ones just mentioned for immigrants
have also been used with the Roma community. The recent 2010 Rom case in France
(explored in detail in Carrera and Faure Atger, 2010), illustrates this situation very
well. At the time, Sarkozy made public declarations linking the Roma with insecurity
and criminality, referring to “illegal settlements”, “illegal trafficking” and “exploitation
of children” (Carrera and Faure Atger, 2010, p.13). As a consequence, levels of stigma-
tization and negative attitudes towards the Roma community increased even further.
In turn, this negative perception played in favour of the government justifying the
dismantling of irregular settlements and the collective expulsions of Roma and travel-
lers (mostly citizens from Bulgaria and Romania). The Italian President Berlusconi and
the Spanish President Zapatero supported these measures; however, Germany publicly
denied the assertions of support made by Sarkozy (Carrera and Faure Atger, 2010).
The scope of the Roma criminalization goes even further as Carrera and Atger (2010)
explain that some EU Member States have even created anti-Roma policies, with some
affecting their possibility to access social benefits. Moreover, recently a French right-
wing Deputy has been criticised for labelling Romania as a “rogue state”, blaming
therefore the whole nation (Bran, 2013). This comes after the on-going French-Roma-
nian “disputes” over the deportation of Romas as “undesirable ones” among other mat-
ters. Bran (2013) reports that since 2007, the year that Romania joined the EU, France
has deported 10,000 Romas to Romania every year.

5. CONCLUSIONS

In order to set the tone of our analysis, we started this paper by addressing the method-
ological limitations that can be encountered with statistical analysis. Also, we provided
definitions for key concepts such as “criminalization”, “migrants” and “foreigners”,
which are concepts that can often lead to misunderstanding. Then, the various chapters
have presented data in relation to the process of criminalization of migrants and ethnic
groups in Europe. First of all, data was offered on the assumed link between migrants
and crime. The statistics so far do not appear to bear out such a link . Also, figures have
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demonstrated that immigrants are particularly over-represented in petty offences and
immigration law offences. The latter offence is a type of crime that only immigrants
can become involved with, which perfectly illustrates the criminalization process. Sec-
ondly, the over-representation of foreigners in prisons and the use of detention centres
have been examined. All the graphs we analysed showed over-representations of for-
eigners. It was particularly interesting to find out that Italy had the highest percentage
of foreigners in the prison population compared with the other three countries, which
all have a bigger population. This might be explained by the fact that Italy is tough
on “foreigner detention” as it incarcerates immigrants up to 10 times more often than
nationals. Detention centres was also an important point to touch upon, since these are
increasingly used and deprive immigrants of their basic rights. Following this, a sec-
tion on discriminatory practices used by the police towards immigrants was the next
point for discussion. Results revealed that profiling is a usual practice and that Roma
people, Africans and North Africans are the most likely to be controlled. Finally, statis-
tics on public perceptions were presented. The figures clearly showed a misperception
in relation to the number of immigrants present in a given territory, greatly amplify-
ing the phenomenon. As a consequence, this misperception leads citizens to see immi-
gration as a huge problem, particularly in the UK. Linked to this, it was argued that the
media are part of the issue as they usually portray immigrants and ethnic minorities
(e.g.: the Roma community) in negative terms. In the same vein, government also use
the media to stigmatize such groups, in order to justify their repressive measures.

To understand the scope of the problem it is important to emphasize that the
four areas linked to immigrants and ethnic groups that have been explored here (i.e.:
migrants and crime; migrants and detention; migrants and the police; and migrants
and public perception) are inter-related and can influence and affect one another. So far,
it can be confirmed that the criminalization process exists and that little appears to be
done to address the situation.

On a final note, the research team would like to emphasize that the conclusions of
this paper need to be handled with caution at this stage: they cannot be read as entirely
conclusive, since they need to be further explored in the remaining months of the
project.
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EXECUTIVE SUMMARY

The research project FIDUCIA (New European Crimes and Trust-based Policy), funded
primarily by the European Commission from the 7th Framework Programme for
Research, will shed light on a number of distinctively ‘new European’ criminal behav-
iours that have emerged in the last decade as a consequence of technological develop-
ments and in the increased mobility of populations across Europe. The central idea
behind the project is that public trust in justice is important for social regulation, and
proposes a ‘trust-based’ policy model in relation to emerging forms of criminality.

Work Package 9 explores the legal, criminological and sociological aspects of cyber-
crime as a new European-scale emergency through analysis of drivers of this type of
crimes and related data collection, review of the legislation, policies and practical mea-
sures for the prevention of and fight against cyber crime at the national and European
level, and study of the public perceptions in selected member states as regards to the
scope of the problem and the effectiveness of the measures against certain types of
cybercrimes.

Research under Work Package 9 addresses the following research questions: a) what
are the drivers of cybercrime (facilitating and impeding factors) in today’s Europe; b)
which are the most widespread types of cybercrimes and what is their real impact
at the national and supra-national level; c) how national and EU legislation respond
to cybercrimes and what are the best practices in the area; and d) what are the driv-
ers of public attitudes towards cybercrimes (in particular, perceptions that espouse or
approve with implicit consent certain types of cybercrimes are contrasted with strong
public condemnation of other types of cybercrimes).

Deliverable 9.1 consists of this report and the factsheet annexed to it. The report
summarises the available administrative statistics (and survey indicators of prevalence,
where available). The study maps the availability of statistical data and data collection
procedures at the national and international level focusing on the collection of two
main types of data: (a) available official and unofficial statistical data on cybercrimes
collected by national and international institutions and (b) findings from nationally rep-
resentative surveys covering cybercrimes. The data collected during the research are
summarised in the factsheet annexed to the report.

1. COLLECTION OF POLICE STATISTICS IN SELECTED EU MEMBER
STATES

This section of the report presents an overview of the collection and presentation of
police statistics in selected European countries. For the purpose of the study police
statistics are defined as any data referring to the work of the various police services,
including but not limited to the reporting and registration of crimes, investigation of
offences, identification of suspects, etc.

For each country the analysis describes the responsible institutions and the proce-
dures applied for collecting police statistics in general, the accessibility of the data, the
methodologies used, and the collection, if any, of data on cybercrime.

1.1 BULGARIA
Institutions and procedures

In Bulgaria, the institution responsible for the collection of police statistics is the
Ministry of Interior. Within the Ministry of the Interior, there are two directorates
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involved in the collection of data: the Information and Archive Directorate (responsible
for the compilation of the so-called ‘operational report’ and the analytical and statisti-
cal documents related to it) and the Coordination, Information and Analysis Directorate
(responsible for the processing, systematisation and analysis of the information col-
lected in relation to the activities of the ministry).

Police statistics are not confidential, but are neither published nor available
online. Data are provided upon a written request in compliance with the rules on
access to public information. Statistics are summarised in an annual statistical bul-
letin entitled Police Statistics.

Methodology

Police statistics are collected through statistical cards on crimes and accused indi-
viduals. The list of crimes corresponds to the latest amendments to the Penal Code.
Data are presented as absolute figures, as relative shares or as crime rates (number
of crimes per 100,000 of the population as of 1 February of the reporting year).

Police statistics are broken down into three basic categories: registered crimes,
uncovered (solved) crimes and established offenders. Due to a change in defini-
tions, these categories have a different scope before and after 2011.

The data cover all crimes with the exception of crimes against the republic, crimes
against the country’s defence capacity, military crimes, crimes against peace and human-
ity and crimes committed by Bulgarians abroad. Registration of crimes is done based on
the place of their commission and the moment of their reporting. The time when
the crime was committed is irrelevant as is the fact whether the offender was found.

Individuals who have committed more than one type of crime and those who have
committed crimes in more than one region appear separately for each type of crime
and for each region respectively. On the national level such individuals appear only
once so the total number of offenders is usually smaller than the sum of the number of
offenders by crime and by region.

Police statistics include data on the total number of crimes registered during the
reporting year and on some individual types of crimes or groups of crimes. The
data are disaggregated into four categories: (1) registered crimes during the reporting
year (including total number of crimes, number of attempts, and number of crimes per
100,000 of the population); (2) uncovered crimes out of the total number of registered
crimes (total number of uncovered crimes as an absolute figure and as a percentage of
the total number of registered crimes); (3) established offenders of uncovered crimes
(total number of offenders and number of women, juveniles between 14 and 18 years of
age, and foreigners); and (4) crimes registered in previous years but uncovered during
the reporting year (number of uncovered crimes and number of established offenders).

Apart from the general police statistics, the annual statistical bulletin offers more
detailed data on crimes against the person and against the property of citizens
as well as on economic crimes. These figures are broken down into different catego-
ries depending on the place the offence was committed, the offender’s age, gender,
nationality, ethnicity, criminal record, employment status, psychological condition and
education, the number of offenders, etc.

The statistical bulletin also presents some of the figures as charts showing trends
back to the year 2000 and as relative shares and rates for the reporting year. A part of
the bulletin is also the so-called Atlas of Criminality, which shows the level of crime
in each of the 28 administrative regions of the country, presenting the data in the form
of the country’s map with each administrative region appearing in a different colour
depending on the crime level.
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Cybercrime statistics

The annual statistical bulletin of the Ministry of Interior includes separate data
on cybercrime. Statistics are broken down by type of crime into seven categories
corresponding to the respective articles of the Bulgarian Penal Code: (1) unauthorised
access to a computer or computer data; (2) illegal alteration of computer data, software
electronic communication; (3) distribution of computer viruses and passwords; (4) pro-
vision of information services in violation of the Law on Electronic Document and
Electronic Signature; (5) violation of inviolability of correspondence through the use
of special technical means or communicated through a computer network; (6) fraud by
altering computer data; and (7) demolition of property through unauthorised access to
a computer.

The data for each type of cybercrime are further disaggregated into the following
subcategories: registered crimes during the reporting year (total number, attempts
and rate per 100,000 population); uncovered crimes out of all registered crimes dur-
ing the reporting year (total number and uncovering rate); established offenders of the
uncovered crimes registered during the reporting year (total number, females, juve-
niles between 14 and 17 years of age, and foreigners); and crimes committed in previ-
ous years as well as uncovered crimes during the reporting year (number of crimes and
established offenders).

More detailed statistics are available for cybercrimes against the person, the prop-
erty of citizens, and for economic cybercrimes. These data are broken down by place
of commission of the offence, personal characteristics of the offender (age, gender,
nationality, ethnicity, employment, education, etc.) and the number of offenders. How-
ever, these statistics are less reliable since it is not clear which cybercrimes are actu-
ally counted.

1.2 FINLAND

Institutions and procedures

The primary need for police statistics in Finland is tied up with the development in
criminal behaviour and police performance management. The focus is thus on moni-
toring the crime situation and directing the functioning of the police.

Statistics Finland is responsible for collecting and publishing statistics based on
offences reported to the police. Statistics are published quarterly and annually.
Statistics Finland also publishes data online, for example in the Statistics Finland’s
online database StatFin. StatFin database is meant for public use and contains statistics
beginning from 1980. Due to the high demand, Statistics Finland has added extracts on,
as an example, domestic violence statistics, statistics on the suspect’s nationality and
country of birth, and age statistics.

The collection and storage of the statistics is done through the POTTI-network
where the data are classified according to the respective sections of the Criminal Code.
In general, the police are responsible for filling in and updating the so-called ‘RIKI-
form’ for all offences reported to the police. The offences are recorded on the basis of
the RIKI-form at the time of the incident after which the form is stored into the POTTI-
network. The police provide outputs of the RIKI-forms from the POTTI-network to
Statistics Finland, which in turn constructs the police statistics on their basis.

Methodology

The statistical unit is the offence, not the offender, and police statistics only con-
tain information on so-called ‘reported crime’. Statistical data on hidden crime is not
available.
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. In order to distinguish

between reported fraud
offences that occurred in

real time and in cyber-
space, empirical research is
required. Researchers would
have to go through each
reported fraud case manually,
in order to differentiate these
statistically. Such a compre-
hensive study has not been
conducted. However, accord-
ing to information provided
by the Police Administration,
an internal analysis made in
one Finnish police precinct
suggested that approxi-
mately 55% of fraud cases in
2011 took place in cyber-
space. Based on the existing
statistics, it is possible to
determine the amount of
fraud cases, inferring that a
part of these have taken place
in cyberspace.

Each year the Federal Bureau
of Criminal Investigations
publishes a Police Crime Sta-
tistics Yearbook. Each year-
book presents an overview of
crime trends and statistics on

cases dealt with by the police,

clearing up of offences,
crimes recorded in big cities,
victims, recorded losses, and
suspects. The full versions of
the yearbooks are published
in German while abridged
versions are also available in
English.

Published police statistics include a rough breakdown of age, gender and nation-
ality of suspects in solved offences where the suspect is known. Statistics on the age
and nationality of the victim are not included, but rough statistics on the gender of the
victim can be obtained in cases involving intimate partner violence.!

Each offence is recorded separately. This means that police statistics are affected
by the manner in which offences are unitised in situations where several individual
incidents are considered as continuums of one and the same offence, as in the case of
a continued offence. Previously, the different incidents comprising continued offences
had been reported separately. This has now been changed so that, for example, contin-
ued means-of-payment offences have been unitised into one. This change has generally
been visible within police statistics in the form of declines in crime rates.

Cybercrime statistics

Statistics on cybercrimes are not collated separately, but according to the
respective provision of the Criminal Code. For some offences, the Criminal Code
definition itself contains elements that point to cybercrime. This is the case, for exam-
ple, with interference in a computer system; computer break-in (the statistics provide
separate figures for attempts and aggravated cases); offences involving an illicit device
for accessing protected services; endangerment of data processing; and possession of a
data system offence device.

For other offences, the cyberspace element is usually - but not always — present:
message interception (with separate figures for attempts and aggravated cases); inter-
ference with communications (with separate figures for attempts, aggravated cases,
petty cases, and attempts for petty cases); data protection offences; and preparation of
means of payment fraud.

For still other offences, cybercrime would be subsumed in a much wider category.
For example, the statistics on fraud (with separate figures for attempts) do not distin-
guish between offences that had occurred in cyberspace and those that had occurred
in real time.? The same is true of such other broad categories as criminal damage and
criminal mischief.

Since 2006 the Finnish Communications Regulatory Authority (CERT-FI) operates
a service called Autoreporter. CERT-FI is the national computer security incident
response team responsible for promoting security in the information security sector
by preventing, observing, and solving information security incidents and disseminat-
ing information on threats to information security. Autoreporter covers all Finnish
network areas, automatically compiles malware and information security incidents
related to Finnish networks, and reports them to network maintainers. The statistics
produced by Autoreporter help in assessing trends in, for example, the density of mal-
ware in Finnish networks.

1.3 GERMANY

Institutions and procedures

The detailed statistical data collection is designed to help observe delinquency in
general, and certain offences in particular, research the development of delinquency
rates and the scope of alleged criminals, gain knowledge for the fight against crime,
and gain knowledge for criminological and sociological research as well as for crimi-
nal-political measures.

Statistical data on committed crimes is collected and published by the Federal
Bureau of Criminal Investigations (Bundeskriminalamt - BKA) for the whole of
Germany?>. For each federal state statistical data are collected separately by the State
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Computer crimes are identi-
fied by the following key-
numbers: 516300 - fraud by
means of illegally obtained
debit cards and the accord-
ing PIN; 517500 - computer
fraud; 517900 - fraud involv-
ing authorisation to access
communication services;
543000 - forgery of data
intended to provide proof;
674210/674220 - data tam-
pering, computer sabotage;
678000 - computer espio-
nage; phishing, acts prepara-
tory to data espionage and
phishing; 715100 - software
piracy (private use like for
example computer games);
715200 - software piracy in
the form of repetitive and
gainful activity; 897000 -
total number of computer
crimes (the sum of the
number of computer crimes
listed above).

Collectively, the reports
assess important develop-
ments in the area of cyber-
crime. Each report presents
and analyses the crime
situation according to the
following topics: (1) informa-
tion included in the police
crime statistics (the data on
computer crimes with-

out the cases of software
piracy); (2) theft of digital
identities, such as phish-
ing, digital blackmailing,
carding, etc,; (3) infection
of mobile devices, and (4)
remote control of computer
via botnets. Each report also
summarises the significant
effects that the increasingly
dynamic cybercrime activi-
ties can have, as well as the
risk potential they exhibit.

Offices of Criminal Investigation. This is why there are seventeen different, annually
updated sets of police crime statistics — sixteen datasets on the state level (one set for
each of the sixteen federal states) and one dataset for the whole of Germany, containing
the information provided to the BKA by the states.

Methodology

Police crime statistics provide information about all crimes reported and sub-
mitted for public prosecution within the current year. The presence of a huge num-
ber of unreported cases is due to the type of crime involved and the victims’ willing-
ness, or lack thereof, to report their losses.

To ensure consistency in the information provided by the different states, there are
nationwide guidelines for collecting data. Following these guidelines, all types
of known crimes are attributed with nationwide key-numbers, according to which the
lists of crimes have to be arranged. Thus, the information can be displayed consistently
by each federal state.

For each registered crime, the police crime statistics provide information in basic
tables (Grundtabellen). The information includes: (1) nature and number of recorded
crimes, time and place of crime commission; (2) age, gender and nationality of the
alleged criminals and victims; (3) pecuniary damages; and (4) clarification of cases/
state of proceedings. Additionally, each federal state has the possibility to add specific
data to its statistics.

Data collected by the state criminal investigation agencies (that belong to the state
police and are subordinated to the specific state Ministry of Interior) are published on
the Internet (usually on the homepages of the state police) and are publicly accessible.

Cybercrime statistics

Statistics are collected on the total number of cybercrimes as well as on specific
types of offences. Specific offences include: (1) fraud by means of illegally obtained
debit cards and the according PIN; (2) computer fraud; (3) fraud involving authorisa-
tion to access communication services; (4) forgery of data intended to provide proof;
(5) data tampering, computer sabotage; (6) computer espionage; phishing, acts prepa-
ratory to data espionage and phishing; (7) software piracy (private use, e.g., computer
games); and (8) software piracy in the form of repetitive and gainful activity.

Data on cybercrime are collected as part of the broader crime statistics and there-
fore each type of cybercrime is attributed a specific key-number like all the other
criminal offences included in the dataset®.

Since 2008 the Federal Bureau of Criminal Investigations publishes annually a
Report on the State of the Art Cybercrime. The reports contain the police statistics for
all of Germany, in conjunction with knowledge gained in criminal policy discussions
concerning information and communication technology crime®.

1.4 GREECE

Institutions and procedures

The institution responsible for the collection of police statistics in Greece is the
Hellenic Police, which is a government agency subordinate to the Ministry of Public
Order and Citizen Protection. The responsible department for data collection is the
internal bureau of statistics, which is a department of the Hellenic Statistical Authority
established within the Hellenic Police.

The Prefectures of the Hellenic Police follow their own system for the registration
of offences and offenders. The classification of offences is based on the Greek Penal
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The data published in the
Statistical Yearbook of
Greece include: (1) offences
committed and persons
sentenced; (2) persons
sentenced for an indictable
offence or crime (by type

of penalty imposed and
reformative or corrective
measures taken for juve-
niles, by general categories
of offence, by marital status
and education level, by age
and gender, and according to
the place where the offence
was committed; (3) recidi-
vists (by age groups and
penalty imposed, by general
categories of offence, and by
marital status and education
level; and (4) convicts (by
age groups and gender, by
marital status, by education
level, by type of sentence
served, by main offence com-
mitted, by main countries of
citizenship).

Code. Each Prefecture of the Hellenic Police collects data on a monthly basis. In the
first quarter of each year the Hellenic Police send the aggregated annual statistics to
the Justice and Public Order Section of the Hellenic Statistical Authority. On the
basis of these statistics the annual figures on committed offences and persons consid-
ered as offenders are compiled.

Since the beginning of 2010 statistics are collected through the electronic system
Police On-Line, which allows data on all criminal offences to be recorded and updated
in real time. Statistics are published on the websites of the Hellenic Police and the Hel-
lenic Statistical Authority and are included in the chapter on justice of the Statistical
Yearbook of Greece®.

Methodology

Police statistics include data on the criminal offences (crimes and indictable
offences) irrespective of the further development of the case. The primary data are
based on administrative data sources.

The data are summarised in four datasets: (1) offences committed, by categories, and
persons considered as perpetrators, by gender; (2) persons having committed offences,
by categories of offences and geographic region where the offence was committed; (3)
persons having committed offences, by geographic region and age groups; (4) persons
having committed offences, by general categories of offences and age groups.

Statistics are broken down by subcategories based on the following criteria: (1)
type of offence (general categories of offences); (2) place where the offence was com-
mitted (geographic region); (3) population of the settlement where the offence was
committed (urban: more than 10,000, semi-urban: between 2,000 and 10,000, or rural:
up to 2,000); (4) persons who committed offences, by sex and age groups.

The statistical and calculation units are the persons who committed an
offence and the offences committed (by general categories). The reference period
is one calendar year.

There is no release calendar for the publication of the data, but the final annual fig-
ures are usually announced about one year after the end of the reference year.

Police statistics published by the Hellenic Police include also data on the police
response. They contain figures on arrests, solved cases and seized objects (e.g. drugs
and illegal weapons).

Cybercrime statistics

In August 2011, a new Financial Police and Electronic Crime Prosecution
Service has been created as a specialised central service of the Hellenic Police. It has
a separate Studies Department, which is responsible, inter alia, for the collection of
statistics on cybercrime.

Once a year, the Financial Police and Electronic Crime Prosecution Service pub-
lishes a report on the specific crimes under its jurisdiction together with proposals for
countermeasures. The service also issues monthly announcements on specific cases.

So far the Financial Police and Electronic Crime Prosecution Service has published
one annual report covering the period between its establishment in August 2011 and
the publication of the report in November 2011. The report offers data on the number
of files handled by the service, the number of performed police investigations,
the number of cases of international cooperation, etc. Some of the statistics are dis-
aggregated by offence categories with data on specific offences given in percentage. In
addition, the report presents more detailed information on the five most significant
cybercrime cases dealt with by the Financial Police and Electronic Crime Prosecution
Service.
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1.5 SPAIN

Institutions and procedures

The responsible institution for processing police statistics in Spain is the State
Security Secretariat, which is a department within the Spanish Ministry of Inte-
rior. Each month, the different police forces send the data on recorded offences using
encrypted files in xml format. Once the data are validated, they become part of the
database of the Crime Statistics System.

Based on data provided by the Crime Statistics System, the State Security
Secretariat publishes the annual Statistical Yearbook of the Ministry of Interior,
which is released within the first three months of the following year (police statis-
tics are included in Section 2.1: Citizens’ Safety), and the quarterly Report on Crime,
which summarises the data from the statistical yearbook using charts and other
visual representations. Both documents are available on the website of the Ministry
of Interior.

Methodology

The statistical unit is the offence. The statistical yearbooks contain information
only on the offences recorded by the police and, since 2010, on the offences cleared
up by the police. Information on hidden crime is not included in the yearbooks.

Since 2010, the data show the offences recorded by the national police forces
(the National Police and the Civil Guard) and by the police forces of the three
autonomous communities of Spain (Ertzaintza in the Basque Country, Mossos
d’Esquadra in Catalonia and Policia Foral in Navarra). For previous years, the informa-
tion includes only data provided by the national police forces.

The statistical yearbooks and the reports on crime use very broad offence cat-
egories and provide information on only five groups of offences: felonies against life,
integrity and freedom; felonies against property; misdemeanours on bodily harm; mis-
demeanours on larceny; and other felonies and misdemeanours.

Cybercrime statistics

Neither the statistical yearbooks nor the reports on crime provide data on com-
puter-related crimes.

The Technological Investigation Brigade, an agency within the Spanish police,
collects data on cybercrime. The data, collected since 2008, show the number of cases
investigated and of people arrested by this agency. The information is grouped
into very broad categories, each including different types of offences under the Spanish
Penal Code. The data are public, but are not generally accessible.

1.6 TURKEY

Institutions and procedures

The Turkish National Police (TNP) through its Department of Main Com-
mand and Control Centre collects, stores, and analyses crime data in Turkey. Each of
the 81 provincial police departments sends the data to this department on a monthly
basis.” All data are transmitted through a secure police computer network POL-
NET, which has been operational since the mid-1990s and is compatible with the judi-
cial computer network UYAP (National Judiciary Informatics System).

Since 2009, police statistics, with the only exception of the data on cybercrime, are
no longer publicly available. Before that, the Turkish National Police published
detailed police statistics on an annual basis.
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The Turkish Report on Anti-
Smuggling and Organised
Crime includes information
on the operational activities
of the Department of Anti-
Smuggling and Organised
Crime as regards to each

of the crimes within its
competence (financial crime,
smuggling, drug-related
crime, organised crime and
cybercrime). For each crime
the report offers a brief over-
view, analysis of trends and
description of the counter-
measures.

The crime mapper provides
in user-friendly map format
details of crimes within a
mile of any specified point.
The data include figures

on all crime and on some
specific types of crime: anti-
social behaviour, burglary,
criminal damage and arson,
drugs, other theft, public dis-
order and weapons, robbery,
shoplifting, vehicle crime,
violent crime, and other
crime.

Methodology

The statistics published until 2008 included data broken down into broad crime
categories (public order, terror, smuggling, organised crime, and cybercrime) as well
as data on specific crimes (domestic burglary, drug trafficking, homicide, robbery,
theft of motor vehicles, and violent crime). The statistics included also the number
of incidents (solved/unsolved), suspects (captured/not captured), victims (number of
dead/number of injured/others), and criminal means (firearms, knives, others).

Cybercrime statistics

Statistics on cybercrime, unlike the data on other types of crime, are publicly
available both before and after 2008. They are published, as a separate chapter, in the
Turkish Report of Anti-Smuggling and Organised Crime, issued each year by the Depart-
ment of Anti-Smuggling and Organized Crime (the main department for cybercrime
matters before the establishment of the Department of Cybercrime in 2011)8.

The types of offences, for which data are collected, changed in 2009. Between
2004 and 2008 data were collected for three categories of cybercrimes: credit card
counterfeiting and fraud; bank fraud; and cyber fraud and cybercrimes. Since 2009,
cybercrime categories include five categories: bank and credit card fraud; interactive
bank fraud; offences against information systems; qualified fraud via the Internet; and
other cybercrimes.

The statistical units are the operation and the suspect. Data are available on the
national level as well as on the provincial level. The reports also provide statistics
on the type and amount of items seized by the police.

1.7 ENGLAND AND WALES (UK)

Institutions and procedures

The institution responsible for maintaining official statistics relating to crime and
policing in England and Wales is the Home Office. The Home Office collates and pub-
lishes data on recorded crime. The statistics are provided on a monthly basis by the
43 territorial police forces in England and Wales and by the British Transport Police.
Statistics on crime are available on the Home Office crime mapper (www.police.uk)®.

Territorial police forces in England and Wales are free to choose how to collect sta-
tistics on recorded crimes. However, they are required by law to send information to the
Home Secretary (Minister of Interior) regarding the so-called ‘notifiable offences’.

The list of notifiable offences is specified in secondary legislation, and comprises
over 100 detailed sub-categories of offences. Notifiable offences are all offences, which
could possibly be tried by jury (these include some less serious offences, such as minor
theft that would not usually be dealt with this way) plus a few extra closely related
offences, such as assault without injury.

The Office of National Statistics publishes on a quarterly basis the data collated
by the Home Office.

The Home Office also publishes statistics on crime detection, including figures
on the levels and trends in detection and detection rates. Statistics are broken down by
police force and local authority area.

Methodology
Crime data are collected for each crime within the notifiable offence list. Record-
ing is performed pursuant to two basic sets of rules:
« The National Crime Recording Standard (NCRS), introduced in all police forces
in April 2002, ensures better consistency of crime recording. It is based on applying
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10. According to the NCRS, an

11.

incident is recorded as a
crime for offences against an
identified victim, if, on the
balance of probability the
circumstances as reported
amount to a crime defined
by law (the police have to
determine this based on
their knowledge of the law
and the counting rules) and
there is no credible evidence
to the contrary. State-based
crimes (crimes where the
victim is effectively the
state, e.g. possession of
drugs or weapons) are
recorded where the points
to prove as evidence of the
offence have been made
out (e.g. where a suspect is
caught in possession of an
unlawful article).

There are also exceptions
where a crime can be
recorded as detected when
no further action has been
taken against the offender
(e.g. where the offender has
died or where the prosecutor
has decided not to pros-
ecute).

legal definitions of crime to the reports submitted by victims.

+ The Home Office Counting Rules for Recorded Crime (HOCR) stipulate what
type and how many offences in any particular incident should be recorded by the
police and notified to the Home Office.

When a crime is reported to, observed, or discovered by the police it is registered as

a crime-related incident. In compliance with the NCRS the police decides whether

to record an incident as a crime!®. When the police decide to record an incident as a

crime they apply the HOCR to determine how many crimes to record and what their

offence types are. The Home Office issues rules to police forces on the counting and
classification of crime. According to the HOCR most crimes are counted as ‘one crime
per victim’, but there are also exceptions where more than one offence has taken place
or there is more than one offender or victim.

Finally, after investigating the crime the police have collected evidence to link it to

a suspect and this suspect has been charged, cautioned, had an offence taken into con-

sideration, received a penalty notice for disorder or a warning for cannabis possession,

the crime is recorded as detected crime.!!

Cybercrime statistics

Statistics on cybercrimes are collated and published, but not in separate ‘cyber’
categories. Thus, for example, e-theft or e-fraud would be recorded in theft and fraud
categories as appropriate. This reflects the fact that legal categories of crime in Eng-
land and Wales are not defined by the modus operandi, while the concept of cybercrime
is organised precisely around the means of commission.

2. COLLECTION OF PROSECUTION STATISTICS IN SELECTED EU
MEMBER STATES

This section of the report presents an overview of the collection and presentation of
prosecution statistics in selected European countries. For the purpose of the study
prosecution statistics are defined as any data referring to the work of the public prose-
cution service, including but not limited to the opening of pre-trial proceedings, bring-
ing charges against suspects, bringing cases to the court for trial, etc.

For each country the analysis describes the responsible institutions and the proce-
dures applied for collecting prosecution statistics in general, the accessibility of the
data, the methodologies used, and the collection, if any, of data on cybercrime.

2.1 BULGARIA

Institutions and procedures

In Bulgaria, the Public Prosecution Office collects statistics on the pre-trial pro-
ceedings and their outcome. The data are public but are available only upon request.

Some aggregated figures on all types of offences are included in the semi-annual
overviews of the progress of criminal cases as well as in the annual reports on the
activities of the public prosecution office. Both the overviews and the reports are avail-
able online on the website of the Public Prosecution Office.

Methodology

The collection of prosecution statistics is done in compliance with an Instruction on
the Informational Activities in the Public Prosecution of the Republic of Bulgaria, which is
an internal regulation issued by the Prosecutor General.
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12. The Statistical Yearbook of

Finland is a comprehensive
volume of statistics and an
exhaustive source of infor-
mation on Finnish society
and its development. In the
area of criminal justice it
contains statistics on: devel-
opment of selected offences;
offences known to the
police; offences committed
by persons under 21 years
of age; selected offences,
intoxicated persons taken
into custody and parking
offences; victims of certain
property offences; victims of
violence; accidental injuries
and victims of violence aged
between 15-74 years accord-
ing to type of accident and
incident; waived prosecu-
tions, petty fines, summary
penal fines and convictions
as well as rejected charges
and dismissed cases in
courts of first instance; per-
sons consenting to summary
penal judgment or sentenced
in courts of first instance by
category of offence; court of
first instance sentences of
imprisonment according to
length of combined punish-
ment; and prisoners and
prisons.

Statistics are collected on all criminal offences as well as on specific types of
crimes, which are considered particularly dangerous or are of significant public inter-
est.

The aggregated statistics on all crimes include data on the number of pre-trial
proceedings (newly instituted, pending and completed cases) and their outcome (cases
brought to court, terminated or temporarily suspended) as well as the number of defen-
dants brought to court and persons detained in custody.

The statistics on specific crimes include only data on the number of newly insti-
tuted pre-trial proceedings, the number of cases, and the number of defendants brought
to court.

Statistics on cybercrime

The data on specific types of crime include data on all computer crimes described
in the Penal Code except for the cases of demolition of property by accessing a com-
puter without authorisation, which are aggregated within the total number of cases of
demolition of property.

The statistics collected by the public prosecution office include separate figures
for the following types of cybercrime: (1) production and distribution of porno-
graphic material through CDs and computer networks; (2) violation of inviolability
of correspondence done by using special technical means or communicated through
a computer network; (3) fraud by altering computer data; (4) unauthorised access to a
computer or computer data; (5) illegal alteration of computer data or software (with
separate figures for aggravated cases); (6) distribution of computer viruses; (7) distribu-
tion of computer passwords; and (8) provision of information services in violation of
the Law on Electronic Document and Electronic Signature.

2.2 FINLAND

Institutions and procedures

The public prosecution statistics in Finland are generated by an automated data
processing database. It is based on the criminal case management system for pros-
ecutors and courts of first instance, called SAKARI, maintained by the judicial admin-
istration.

The public prosecution statistics are based on census data. The census data are
extracted during the month of January following the reporting statistical year, and the
results are published in May.

Public prosecution statistics are included in the Statistical Yearbook of Finland pub-
lished by Statistics Finland!2.

Methodology

Public prosecution statistics are divided into two sections:
« The statistics on cases processed by the prosecutor include basic information on

cases closed by the prosecutor and cases submitted to the court by the prosecutor.
« The statistics on the waiving of charges make a distinction between the waiving

of charges as a sanction and the waiving of charges on other bases. These statistics

also include information on the time taken to reach a resolution.

The statistical unit is primarily the case. The entire case is considered prosecuted
if any of the offences within it have been prosecuted.

Since 2001, regarding statistics on the waiving of charges, the unit is the indi-
vidual in respect of whom charges have been waived. Specifically, the statistics
include those individuals whose case involves only offences where a decision has been
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13. The annual reports of the

Public Prosecutor General’s
Office include information
on the activities of all public
prosecutors’ offices in Spain.
It offers statistical data on
the following types of crime:
unlawful killing and its
forms, bodily harm, felonies
against freedom, felonies
against sexual freedom and
indemnity, felonies against
relatives, felonies against
property and against social-
economic order (within this
category, separate figures
are provided for some
specific types of crime such
as larceny, robbery by using
forcible means, robbery by
using violence or intimida-
tion of persons, swindling,
misappropriation, damages
and felonies against intellec-
tual and industrial property),
forgery, felonies against

the public administration,
felonies against the judicial
power, and felonies against
public order. In addition, the
reports contain two special
sections, which provide data
on terrorism and illicit drug
trafficking.

made to waive the charges. The primary offence of the individual is considered as the
offence within the public prosecution statistics.

In terms of outcome, the prosecution statistics are broken down into cases closed
by the prosecutor, non-prosecuted cases, cases closed for other reasons, and solved
cases.

Cybercrime statistics

There are no prosecution statistics available on cybercrimes within the online
database of Statistics Finland. Within the existing database, offences are grouped into
large categories with no access to statistical information on different forms of cyber-
crimes.

2.3 GERMANY

Institutions and procedures

In Germany, the Public Prosecutor’s Office of each state collects data on the
number of received and completed cases. The Federal Statistical Office publishes the
statistics on both the federal and the state level.

Methodology
The statistical unit is the case. The data include figures on the cases received by
the public prosecutor’s offices as well as the completed cases.

Cybercrime statistics
Prosecution statistics on cybercrime are not collected separately.

2.4 GREECE

In Greece, there are no specific procedures for collecting prosecution statistics.
There are no specialised units within the public prosecutor’s offices responsible for col-
lecting statistics as well. Prosecution statistics on crime in general and on cybercrime
in particular are not available.

2.5 SPAIN

Institutions and procedures
In Spain, the Public Prosecutor General’s Office elaborates annually a report on
the proceedings initiated by the different public prosecutor’s offices!®. The report is
published every September and refers to the previous calendar year. It is publicly acces-
sible.

Methodology

Public prosecution statistics cover the number of criminal proceedings initiated
by the different Public Prosecutors’ Offices.

The annual reports of the Public Prosecutor General’s Office include data broken
down by types of crime. However, the reports do not provide data on every type of
crime criminalised by the Spanish Penal Code, but only on the most often committed
crimes and the crimes considered by Public Prosecutor General’s Office to be the most
dangerous or significant.

Cybercrime statistics
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14. The categories of crimes

include: offences against
property, offences against
physical integrity, offences
against liberty, offences
against dignity, offences
against public security,
offences against the reli-
ability and functioning of
the public administration,
offences against public
health, offences creating
general danger, offences
against sexual integrity,
offences against judicial
bodies or courts, offences
against life, offences against
family order, offences
against public peace,
offences against the environ-
ment, offences related to
data processing systems
(cybercrimes), offences
relating to the economy,
industry and trade, offences
against public morals,
offences against privacy
and confidentiality, offences
against the constitutional
order, migrant smuggling
and human trafficking,
torture and torment, offences
against state confidential-
ity and espionage, offences
against state sovereignty
and the reputation of its
organs, breach of the duties
of protection, observation,
assistance and notification,
offences against transport
vehicles or stationary plat-
forms, miscarriage, offences
against state security,
offences against national
defence, offences against
relations with foreign coun-
tries, genocide and offences
against humanity, and
confiscation.

In 2007, the Public Prosecutor General appointed a special public prosecutor for
directing and coordinating the functions of the Public Prosecutor’s Office in the field of
cybercrime. One of the main functions of this new public prosecutor is to collect data
on the number of proceedings and the types of crime they refer to.

The 2012 annual report of the Public Prosecutor General’s Office provides, for the
first time, data on the proceedings concerning computer-related offences. The
data refer to 2011 and are broken down by type of crime into the following catego-
ries: (1) damages; (2) illegal access; (3) discovery and revelation of secrets; (4) felonies
against the radio broadcasting services; (5) swindling; (6) assault on children under the
age of thirteen; (7) pornography and corruption of minors and incapacitated people;
(8) felonies against intellectual property; (9) documentary forgery; (10) slander and
defamation; (11) intimidation and coercion; (12) felonies against moral integrity; (13)
incitement to commit discrimination or genocide; and (14) other felonies.

The report notes that the figures suffer from certain flaws mainly because (a)
not all public prosecutors’ offices have submitted data on all types of crimes and (b) for
certain types of offences (e.g. offences against the property, intimidation and coercion)
it is often impossible to separate offences that occurred in cyberspace from those that
in real time.

2.6 2.6. TURKEY

Institutions and procedures

The General Directorate of Criminal Records and Statistics with the Minis-
try of Justice is the primary institution collecting and analysing prosecution statis-
tics in Turkey. Since 2009 statistics are collected from the public prosecutors’ offices in
real time through the National Judiciary Informatics System (UYAP).

The Turkish Statistical Institute publishes the data annually. Until 2010 the
data were published as a comprehensive report on judicial and prosecution statistics
available in both Turkish and English. The data for 2011 were published only as sepa-
rate tables in Turkish.

Methodology

Until 2010, public prosecution statistics included data broken down into the follow-
ing categories: (1) number of cases dealt by the public prosecutors during the report-
ing year (including newly instituted cases and cases pending from previous years);
(2) number of cases completed by the public prosecutors; (3) number of cases post-
poned to the next year; (4) number of indictments returned to the public prosecutors
by the courts; (5) number of pending cases (including cases with unknown offenders);
(6) number of cases closed due to expiration of the statute of limitation; (7) number
of suspects (including figures disaggregated by nationality and gender); (8) number of
victims or complainants (also including data on nationality and gender).

In addition to the total number of cases, there were also detailed statistics on many
specific crimes (including data on the outcome of cases), listed with their correspond-
ing articles from the Penal Code. Apart from the data on the national level, there were
also statistics disaggregated by two levels of statistical regions.

The data for 2011 is more limited in scope and cover only the number of cases and
their outcome. Data are only available for 31 categories of crimes.™

Cybercrime statistics
The public prosecution statistics include as a separate category the offences
related to data processing systems (cybercrimes). Until 2010, the data were bro-
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15.

16.

Administrative finalisations
are recorded where a case
cannot proceed because a
warrant for the arrest of the
defendant remains unex-
ecuted, or where the defen-
dant cannot be traced by the
police for a summons to be
served, or the defendant has
died or been found unfit to
plead.

The principal offence is not
identified for cases resulting
in an administrative finalisa-
tion, which are shown usu-
ally as a separate category.

ken down into subcategories of specific crimes: (1) accessing a data processing system;
(2) preventing the functioning of a system and deletion, alteration or corruption of
data; and (3) misuse of bank or credit cards. Separate figures on security measures
on legal persons were also collected. The data for 2011 cover only the total number
of proceedings for all types of cybercrime.

The data show the total number of incidents and the decisions made by the
public prosecutor. The number of decisions is broken down into subcategories
depending on the outcome of the case such as decisions not to prosecute (further bro-
ken down depending on the reason not to prosecute), decisions to file a public case,
decisions to close the case due to lack of jurisdiction or transfer of proceedings, etc.

The number of cybercrimes according to the prosecution statistics is higher than
the one in the police statistics because not all complaints are made to the police, espe-
cially in smaller provinces with no cybercrime unit within the police, and sometimes
citizens go directly to the prosecutor to report a cybercrime to save time.

2.7 ENGLAND AND WALES

Institutions and procedures

The Crown Prosecution Service (CPS) is responsible for collecting, analysing
and publishing prosecution statistics for England and Wales. The data are collected
in the framework of the performance management information compiled on a regular
basis by the CPS.

The CPS publishes monthly reports (one national report and 42 area reports) on
the outcome of CPS proceedings in magistrates’ courts and in the Crown Court. The
data are available through the CPS’s Case Management System (CMS) and associated
Management Information System (MIS).

Statistics are collected to assist the effective management of the prosecution func-
tions of the CPS and do not constitute official statistics as defined in the Statistics
and Registration Service Act 2007. The figures are provisional and subject to change
as more data are recorded.

Methodology

The monthly reports include data on the outcome of CPS proceedings in magis-
trates’ courts and in the Crown Court. Outcomes are broken down into two categories:
convictions (guilty pleas, convictions after trial and cases proved in the absence of
the defendant) and unsuccessful outcomes (all outcomes other than a conviction,
comprising discontinuances and withdrawals, discharged committals, dismissals and
acquittals, and administrative finalisations!5). The reports show the number and the
proportion of defendants falling into each category.

Outcomes are shown separately according to the principal offence category, i.e.
the data indicate the most serious offence the defendant is charged with at the time of
finalisation of the case (regardless of whether it is more serious, or less serious, than
would have applied earlier in the proceedings).!®

The case outcomes reports include data on a limited number of offences: homi-
cide, offences against the person, sexual offences, burglary, robbery, theft and handling,
fraud and forgery, criminal damage, drugs offences, public order, motoring, and all
other offences excluding motoring.

Case outcomes are recorded on a defendant basis. Because cases often involve
several defendants who are tried together, defendant-based data can be distorted as a
result.

Apart from the monthly case outcome reports, the CPS publishes annual data on:
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(1) total caseload dealt with; (2) number of cases that were committed for trial in the
Crown Court; (3) outcomes of the cases dealt with in the Crown Court; (4) number of
defendants whose cases were completed in the Crown Court and whether those cases
were prosecutions, appeals or committals for sentence; (5) number of cases dealt with
in the Magistrates’ courts and whether these were summary-only offences or indict-
able only/either way offences; (6) outcomes of the cases dealt with in the Magistrates’
courts; and (7) number of cases that were committed for trial in the Crown Court and
whether these were committed on the Magistrates’ direction, because the defendant
elected for trial or because the offence was indictable-only.

Cybercrime statistics
The statistics collected by the CPS do not employ separate categories to identify
cybercrime.

3. COLLECTION OF JUDICIAL STATISTICS IN SELECTED
EU MEMBER STATES

This section of the report presents an overview of the collection and presentation of
judicial statistics in selected European countries. For the purpose of the study judicial
statistics are defined as any data referring to the work of the criminal courts, includ-
ing but not limited to the opening and completion of trial proceedings, conviction and
sentencing of defendants, imposed penalties, etc.

For each country the analysis describes the responsible institutions and the proce-
dures applied for collecting prosecution statistics in general, the accessibility of the
data, the methodologies used, and the collection, if any, of data on cybercrime.

3.1 BULGARIA

Institutions and procedures

The Supreme Judicial Council (SJC) is responsible for the collection of court
statistics in Bulgaria. Data are collected through specific statistical forms, which are
filled in by all courts and submitted to the SJC. According to the Law on the Judiciary,
statistics are collected twice a year: the first round covers the first six months, while
the second round covers the entire year.

Within the SJC, a permanent seven-member Committee on Professional Quali-
fication, Information Technologies and Statistics is responsible for the collection
and processing of statistical data. The same committee, in cooperation with the Com-
mittee on Analysis and Reporting of the Degree of Workload of the Bodies of the Judi-
ciary, develops the statistical forms and submits them for approval to the SJC.

The SJC’s Directorate Judicial Personnel, Competitions for Magistrates and
Statistics sends the forms and guidelines to each court, collects back and processes
the information, and carries out analysis of the collected data.

Court statistics collected by the SJC are public. However, only the statistics on the
total number of criminal cases are available online at the website of the SJC.

National Statistical Institute (NSI) also publishes court statistics. The data are
obtained through the processing of information on criminal court cases at the regional,
district and military courts. Figures are published each year in the section on justice
of the annual Statistical Reference Book (available in English and Bulgarian in printed
and electronic versions). Statistics are also available online in English and Bulgarian
at the website of the NSI. Online access is free of charge, while both the printed and
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the electronic versions of the Statistical Reference Book are available for purchase.
The NSI also publishes an annual electronic bilingual report Crimes and Persons Con-
victed, which contains data on crimes concluded with a sentence.”

Methodology

The data on criminal court cases collected by the Supreme Judicial Council are
disaggregated into two major categories: data on cases and data on persons.

The data on cases include information on: (1) pending cases at the beginning of
the reporting period; (2) newly arrived cases during the reporting period; (3) cases to be
heard (sum of the pending and newly arrived cases and separate figures for reopened
cases); (4) completed cases (with separate figures for cases concluded by a sentence,
cases concluded by plea bargaining, cases terminated through plea bargaining and
cases completed within three months); (5) pending cases at the end of the reporting
period; (6) cases appealed against during the reporting period; and (7) verdicts (with
separate figures for convictions and acquittals).

The data on persons include information on: (1) tried persons (with separate fig-
ures for acquitted persons); (2) convicted persons (with separate figures for juveniles
between 14 and 18 years of age and for persons whose penalty is imposed through plea
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bargaining); and (3) imposed penalty.

The SJC collects aggregated data on all criminal cases as well as data on specific

types or groups of crimes.

The data collected by the National Statistical Institute are broken down into the

following basic categories:

.

17. The annual electronic

bilingual report Crimes and
Persons Convicted includes
data about the activity

of regional, district and
military courts on crimi-
nal cases. There are also
comparable data on crimes
and convicted persons for
the period 1989 - 2010. The
issue also contains basic
methodological notes and
analysis of the data. The
publication is divided into
two sections: a general
review containing informa-
tion about convicted persons
by type of crime, gender,
age, penalty and citizenship,
and a regional review con-
taining data about crimes
and convicted persons by
place of crimes.

Crimes for which the penal proceedings have been completed during the
reporting year. Each crime represents a single entry irrespective of the number of
offenders. Data are broken down by outcome of proceedings (sentence, conditional
sentence, acquittal, suspension or release from penalty). In cases of complicity, a
crime is considered as concluded with a penalty, if at least one of the defendants
has been convicted or conditionally sentenced, or as concluded with acquittal when
all persons have been acquitted. Similarly, a crime is considered as concluded with
termination of proceedings when the proceedings have been terminated as regards
to all the persons involved. For those crimes, for which there are separate figures
for attempts (e.g. homicide), these figures include also the preparation of the crime.
The data are further broken down by: gender of offender, number of offenders (one,
two or more than two), year of commission (same year, last year, or previous years),
and age of offender (14-17, 18-24, 25-29, 30-39, 40-49, 50-59, or 60 and over with
separate figures for males and females).

Convicted persons, whose sentence has entered into force during the report-
ing year. The data include also the persons on whom a conditional (suspended)
sentence has been imposed. All data on convicted persons, unless otherwise stated,
include both adults and juveniles. A person convicted for more than one crime dur-
ing the year appears as a single entry in the aggregated statistics (data is entered
for the most serious punishable offence), while each crime is included in the data
for the respective type of crime. If the penal proceedings for the individual crimes
have concluded with a different outcome, each outcome is included as a separate
entry. When several persons have committed a crime, data on the crime itself are
entered only once, while data on each of the persons are entered separately depend-
ing on the outcome. The number of convicted persons does not coincide with the
actual number of convicted persons during the respective year since one person
might have been convicted more than once during the same year. The data on con-
victed persons are further broken down by: number of crimes (one, two or more

than two), gender, citizenship (Bulgarian, Bulgarian and other, EU Member State
excluding Bulgaria, or other, with separate figures for males and females), imposed
penalty (imprisonment up to 6 months, imprisonment from 6 months to 1 year,
from 1 to 3 years, from 3 to 4 years, from 4 to 5 years, from 5 to 10 years, from 10
to 15 years, from 15 to 20 years, from 20 to 30 years, life imprisonment, life impris-
onment without parole, fine, probation, or other), age (14-17, 18-24, 25-29, 30-39,
40-49, 50-59, or 60 and over, with separate figures for males and females), number
of convictions and recidivism (not previously convicted, with one, two or more than
two previous convictions, with separate figures for recidivists), educational attain-
ment (tertiary - doctor, master or bachelor, tertiary - specialist, upper secondary,
primary, not completed primary, or illiterate with separate figures for males and
females), and labour status (permanently employed, temporarily employed, in edu-
cation and unemployed, in education and employed, unemployed, in retirement,
housewives, permanently disabled, or other).

. Persons against whom penal proceedings have been concluded during the
respective year. The number of accused persons does not coincide with the actual
number of accused persons during the respective year since one person might have
been accused more than once during the same year. Data are disaggregated by
outcome of proceedings (conviction, conditional sentence, acquittal, release from
punishment, or termination of proceedings).

- Data disaggregated by statistical regions, districts, and courts. The territo-
rial distribution of convicted persons is done based on the place of commission of
the most serious punishable offence or the area of the last committed crime. As
regards to the so-called ‘continuing crime’ the territorial distribution is made on
the basis of where the last actions took place. Crimes committed abroad and subject
to the jurisdiction of Bulgarian courts are included in the total number of crimes.
Disaggregation of data by districts, municipalities, cities, and villages is done in
accordance with the administrative-territorial division of the country and the place
of commission of the crime. The data on the territorial distribution of crimes and
convicted persons are not disaggregated by type of crime and there are no separate
figures for any type of cybercrime.

All socio-economic indicators characterising the persons refer to the moment
of committing the crime. The age of convicted persons is given in completed years.

Persons who have completed 14, but not 18 years are considered as juveniles.

Cybercrime statistics

Court statistics collected by the Supreme Judicial Council include separate data
on cybercrime. The statistics only cover the crimes included in the chapter on
cybercrime of the Penal Code. The data are aggregated for all the crimes included
in this chapter: unauthorised access, illegal alteration of computer data or software,
distribution of computer viruses and passwords, and provision of information services
in violation of the Law on Electronic Document and Electronic Signature. Data on com-
puter crimes, envisaged in other articles of the Penal Code, are not collected separately.

The data collected by the National Statistical Institute include figures on cyber-
crime but only cover the offences listed in the chapter on computer crime of the Penal
Code. Data on cybercrimes described elsewhere in the Penal Code are aggregated with
the data on the other crimes listed in the same chapter or section (e.g. data on com-
puter fraud are aggregated with data on all other forms of fraud). For some categories
(number of convictions and recidivism, education, and labour status) data are available
only for 2010 and 2011.
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3.2 FINLAND

Institutions and procedures

Criminal court statistics in Finland are based on the decision notices, summary
penal judgments, and on fixed penalty notices made by the courts of first instance.
The data is received through the Ministry of Justice’s electronic judicial decision
database.

Judicial statistics are produced annually, usually in September or October. The data
are included in the publicly accessible electronic database StatFin and in the Statisti-
cal Yearbook of Finland, both provided by Statistics Finland.

Methodology

In Finland, court statistics refer to sentences rather than individual offences. The
offence categorisation is more accurate in judicial statistics than it is, for example, in
police statistics. The statistics include information on the accused and sentenced
individuals within the actual trial.

General sanctions that have been included in the judicial statistics are petty fines,
conditional imprisonment, community service, and unconditional imprisonment.
Offences committed by juveniles (persons under the age of 18) result in a penalty for
young offenders. Information is also available on the measurement of sanctions or pen-
alties and on absolute discharges. Other sanctions that have been included are driving
bans, business bans, hunting bans, bans on keeping animals, and loss of military rank.

Judicial statistics include the age, gender, and citizenship of the defendant, but
exclude information on victims of crime and civil compensation data.

As a general rule, the criminal court statistics include information on individuals
based on the number of verdicts, i.e. the statistics include the gross number of indi-
viduals.

The concept of the principal offence is used as the statistical unit within the court
statistics. The principal offence is the offence that has led to the most severe criminal
sanction, which range from life imprisonment to a fine. If an individual has committed
only one offence then this offence serves as the principal offence.

Cybercrime statistics

The available judicial statistics on persons tried for cybercrime include a num-
ber of specific offences: (1) criminal mischief; (2) endangerment of data processing;
(3) possession of data system offence device; (4) criminal damage including attempts;
(5) fraud including attempts; (6) preparation of means of payment fraud; (7) message
interception including aggravated cases and attempts; (8) interference with commu-
nications including aggravated cases, petty cases and attempts; (9) interference in a
computer system including aggravated cases and attempts; (10) computer break-in
including aggravated cases and attempts; (11) offences involving an illicit device for
accessing protected services; and (12) data protection offences.

However, some of these offences, like fraud, are very broadly defined and it is not
possible to identify which of them are cybercrimes and which are conventional offences.

The data are broken down by outcome of proceedings into four categories: defen-
dants sentenced in court, youth sentences, cases in which charges have been dropped,
and expired cases.

3.3 GERMANY

Institutions and procedures
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18. In Greece, there are three

types of crimes: infringe-
ments, misdemeanours

and felonies. For each type
of crimes the competent
criminal court is different. In
general, infringement cases
are adjudicated by magis-
trate’s courts at first instance
and by misdemeanour
courts at second instance,
misdemeanour cases are
adjudicated by misdemean-
our courts at first instance
and by courts of appeal at
second instance. Felony
cases are adjudicated at first
instance by mixed courts of
first instance and at second
instance by mixed courts of
appeal. Besides the regular
criminal courts, there are
also special criminal courts
such as the military courts
(courts-martial, naval courts,
air courts), which try all
cases for crimes committed
by members of the armed
forces, and juvenile courts,
which hear cases for crimes
committed by juveniles.

Judicial statistics in Germany are collected and published by each federal state
separately. The Federal Statistical Office publishes the statistics collected on both the
federal and the state level.

Judicial statistics are also included in the statistical yearbooks published each year
on the federal level by the Federal Statistical Office and on the state level by the state
statistical offices.

Methodology

The statistics provide detailed information about persons who have been convicted
and sentenced within the reported year. People are counted only if their cases have
passed all legal instances and a final judgment has been pronounced.

People convicted of several concurrent crimes are counted only once. Only if
separate proceedings have been conducted for each crime and thus the offender has
been convicted more than once, then the same offender will be counted once for each
crime.

The collected data include information about the convicted and sentenced indi-
viduals (age, gender, nationality and previous convictions) as well as information
about the sentence (type and duration and/or amount of the imposed penalty).

Statistics are also collected about the number of cases the different courts have to
deal with and the number of actually completed cases.

Cybercrime statistics
Statistics on the number of convicted and sentenced persons for cybercrime are not
available.

3.4 GREECE

Institutions and procedures

In Greece, the institution collecting and publishing court statistics is the Hellenic
Statistical Authority. Data have been summarised on an annual basis since 1958.

Statistics are collected quarterly based on data provided by the criminal courts.!®
For every person finally sentenced and, in the case of a juvenile, submitted to reforma-
tive and corrective measures or penal correction (in first instance or after appeal) for a
criminal offence, the secretaries of all criminal courts are obliged within 15 days after
the end of the reference quarter to directly submit to the Justice and Public Order Sta-
tistics Section of the National Statistical Authority the relevant personal statistical
returns.

The Justice and Public Order Statistics Section provides the courts with the respec-
tive report templates. The courts are obliged to send reports even if nobody has been
sentenced during the respective quarter. However, some courts do not fill all statisti-
cal returns so the statistics on the national level may differ from the data on the court
level.

Methodology

The judicial statistics refer to the persons finally sentenced during the year, by
all criminal courts, for criminal offences. The offences are classified according to the
chapters of the Criminal Code, with a special breakdown for offences of particular inter-
est. The violations of certain special criminal laws and the offences under the Military
Criminal Code are also surveyed on a detailed level.

The statistical unit is the person finally sentenced or, in the case of a juvenile,
the person submitted to reformative and corrective measures.
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19.

The General Council of the
Judiciary has published the
report Justice: Data by Data
since 2003 as part of its
policy for transparency. It
includes data on the struc-
ture and resources of the
judiciary and on the work-
load of the courts. The report
also offers a set of indicators
assessing the performance of
the judiciary.

The calculation unit is the personal sentence, according to which eventual
consecutive final sentences of the same person are all calculated separately, with the
exception of the cases where a consolidated or total penalty was imposed. In case of
concurrence of offences, the sentence with the greatest penalty is counted.

The data are broken down into subcategories by: (1) place of residence; (2) gender;
(3) age; (4) occupation; (5) occupational status; (6) education (illiterate, primary educa-
tion, secondary education, higher education, or education level not known); (7) marital
status (single, married with children, married without children, widowers or divorced
with children, widowers or divorced without children, or marital status not known); (8)
type of court in which the case was heard; (9) laws applied to the offence; (10) place
where the offence was committed; (11) population of the settlement where the offence
was committed; (12) main penalty imposed; (13) incidental penalty; (14) characterisa-
tion of the main penalty; and (15) recidivism of persons sentenced.

The place of residence of the sentenced person and the place where the offence was
committed are determined according to the NUTS classification (NUTS 2 level). The
occupation is determined according to the national occupations classification STEP-92
(one-digit codes of the major groups). The judicial district is determined by using a
special classification. The offence is determined according to the classification of the
offences provided by the Criminal Code and the provisions of special criminal laws.

The reference period is one calendar year. There is no release calendar for the
publication of the data. The definite annual figures are announced one or two years
after the end of the reference year. The data on the micro level, the primary data and
customised data are available for purchase from the Statistical Information and Publi-
cations Division of the Hellenic Statistical Authority.

Cybercrime statistics
Statistics on the number of convicted and sentenced persons for cybercrime are not
available.

3.5 SPAIN

Institutions and procedures

In Spain, the institution responsible for the elaboration of judicial statistics is the
Section of Judicial Statistics, which is an agency of the General Council of the Judi-
ciary. The court clerks are responsible for the collection of the data by filling in a form
designed by the Section of Judicial Statistics, and submitting it quarterly.

Since 2003, based on the information provided, the General Council of the Judiciary
publishes an annual report. The report entitled Justice: Data by Data is publicly acces-
sible through the website of the General Council of the Judiciary. It is released in June
or July and refers to the previous calendar year.

Methodology

The annual report Justice: Data by Data provides information about different aspects
of the Spanish judicial system. With respect to the criminal justice system, the report
offers data, inter alia, on the number of initiated cases, of solved cases and of judg-
ments passed by the different Spanish courts.!?

Data are not disaggregated into types of offences to which the cases or the judg-
ments refer except for some very specific offences such as violence against women.

Cybercrime statistics
Judicial statistics do not include separate data on cybercrime. Available statistics
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20. The groups of crimes

include: offences against
property, offences against
physical integrity, offences
against liberty, offences
against dignity, offences
against public security,
offences against the reli-
ability and functioning of
the public administration,
offences against public
health, offences creating
general danger, offences
against sexual integrity,
offences against judicial
bodies or courts, offences
against life, offences against
family order, offences
against public peace,
offences against the environ-
ment, offences related to
data processing systems
(cybercrimes), offences
relating to the economy,
industry and trade, offences
against public morals,
offences against privacy
and confidentiality, offences
against the constitutional
order, migrant smuggling
and human trafficking,
torture and torment, offences
against state confidential-
ity and espionage, offences
against state sovereignty
and the reputation of its
organs, breach of the duties
of protection, observation,
assistance and notification,
offences against transport
vehicles or stationary plat-
forms, miscarriage, offences
against state security,
offences against national
defence, offences against
relations with foreign
countries, and genocide and
offences against humanity.

refer only to all criminal cases and there is no breakdown into offence categories.
3.6 TURKEY

Institutions and procedures

The General Directorate of Criminal Records and Statistics with the Min-
istry of Justice is responsible for collecting judicial statistics. All types of courts,
including criminal courts, are obliged to send statistical data to this directorate.

Court statistics are gathered in real time through the National Judiciary Infor-
matics System (UYAP). Judicial statistics are publicly available since 2006.

Methodology

Judicial statistics include the following categories: (1) cases brought to court,
including data broken down by type of court, legal grounds for proceedings (cases from
the preceding year, new cases, or cases reversed by the Supreme Court) and outcome
(completed cases or cases postponed to the next year); (2) completed cases, broken
down by type of court and by type of decision; (3) defendants (including figures disag-
gregated by nationality, age and gender); (4) victims or complainants (also including
data on nationality and gender); (5) offences committed by defendants under the filed
cases (including data broken down by nationality, gender and age); and (6) decisions
rendered for defendants (including data disaggregated by type of judgment and nation-
ality, gender and age of defendants).

Until 2010 detailed statistics (including data on the outcome of cases and data on
the regional level) were available on a number of specific crimes listed with their
corresponding articles from the Penal Code. For 2011, statistics are available only for
31 groups of crimes.??

Cybercrime statistics

Judicial statistics include a separate category of offences related to data pro-
cessing systems (cybercrimes). Until 2010 the data were broken down by type of
offence into three categories: (1) accessing a data processing system; (2) preventing the
functioning of a system and deletion, alteration or corruption of data; and (3) misuse of
bank or credit cards. Separate figures were also available on the imposition of security
measures on juridical persons. The data for 2011 refer to all cases for cybercrime and
are not broken down by type of crime.

The data show the number of offences committed by defendants under the cases
filed at the criminal courts and the number of court decisions. The data on court
decisions are broken down by type of decision into sentences, imprisonment sen-
tences, decisions on judicial and administrative fines, suspension of imprisonment
decisions, decisions to apply a security measure, other imprisonment sentence deci-
sions, acquittal decisions, and other decisions except imprisonment and acquittal. The
data on defendants are broken down by nationality (Turkish or foreign), gender (male
or female) and age (12-14, 15-17 or above 18 years).

3.7 ENGLAND AND WALES (UK)

Institutions and procedures

The Ministry of Justice is responsible for maintaining official judicial statistics
in England and Wales.

The Ministry of Justice maintains two different datasets: criminal justice statis-
tics, and judicial and court statistics. Both datasets derive figures from the same main
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21.

22.

23.

Work is currently under way
to investigate and review the
differences between the two
sets of statistics and their
compilation processes with
a view to aligning the two
datasets in the future.

The twelve-month period
has been chosen over shorter
timeframes to minimise the
volatility caused by season-
ality.

The principal offence is the
offence for which the defen-
dant is found guilty (where
a defendant is found guilty
of one offence and acquitted
of another), the offence for
which the heaviest sentence
is imposed (where a defen-
dant is found guilty of two
or more offences) or the
offence for which the statu-
tory maximum penalty is
the most severe (where the
same disposal is imposed
for two or more offences).
The offence shown is the
one for which the court took
its final decision and is not
necessarily the same as the
one for which the defendant
was initially prosecuted.
The sentence shown is the
most severe sentence or
order given for the principal
offence (i.e. the principal
sentence). Secondary sen-
tences given for the princi-
pal offence and sentences for
non-principal offences are
not counted. The exceptions
to this rule are the statistics
on compensation, confisca-
tion and forfeiture where
any one of the first four
disposals may be counted.

source, but the criminal justice statistics count the number of defendants focusing
on the final outcomes of proceedings, whilst judicial and court statistics count the
number of cases, focusing on flows through the court system.?! Other key differences
are: (1) definition of final outcome (judicial and court statistics include cases ending
as a result of all charges being quashed, discontinued by the prosecution, or where a
bench warrant was issued or executed and other outcomes; these outcomes are not
counted in criminal justice statistics as they focus on the final outcome of cases and
the sentences passed; (2) different validation rules; and (3) timing of data extraction.

The criminal justice statistics are published on a quarterly basis covering a
rolling twelve-month reference period.>? The first three datasets (for the year ending
March, June and September) are provisional, while the last dataset (for the year ending
December) is the final release and contains a more detailed breakdown of statistics.

The judicial and court statistics are published as quarterly bulletins and an
annual report. The data in the annual report constitute final figures for the respective
year. They are more detailed and include revisions compared to the figures published
in the bulletins.

Methodology
The criminal justice statistics include the following information:

+ Out of court disposals. The data include statistics on penalty notices for disorder,
cautions and cannabis warnings issued and recorded by police forces. The statistics
are received via the individual police forces or are extracted from administrative
database systems.

« Prosecutions, convictions and sentencing. The data are derived from the
LIBRA case management system, which holds the magistrates’ courts records, or
the Crown Court’s CREST system, which holds the trial and sentencing data. The
statistics go through validation and consistency checks. The published data cover
proceedings completed in the reporting year. A defendant may appear more than
once if proceedings were completed against him/her on more than one occasion
during the year. Where proceedings involve more than one offence, the principal
offence is reported.?3
Remands. The data refer to persons remanded in each year in each completed court
case rather than to the number of remand decisions (a person may be remanded
several times during a case). Cases are recorded in the year in which the final court
decisions were made (not necessarily the same year in which the person was origi-
nally remanded).

« Failure to appear warrants. The data are reported to the Ministry of Justice by
each of the 43 police forces in England and Wales. Returns are submitted electroni-
cally on a monthly basis and are checked for completeness. The statistics show the
number of each category of warrants outstanding and the percentage of each cat-
egory of warrants executed within their deadlines, by police force area.

- First time entrants and criminal histories. The data are taken from the Min-
istry of Justice’s extract from the Police National Computer (PNC), the operational
database used by all police forces in England and Wales. Statistics refer to first time
entrants into the criminal justice system, first and further offences, and criminal
histories.

The judicial and court statistics provide data on the activity in the different
courts of England and Wales and some associated offices and agencies. Statistics on
criminal cases are included in the chapter on magistrates’ courts and the chapter on
the Crown Court.
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24. The reasons for a case to

be listed as cracked are:
defendant enters a late
guilty plea, defendant pleads
guilty to alternative charge,
accepted by prosecution,
defendant bound over,
prosecution ends case, or
other reason. The reasons for
a case to be listed as inef-
fective are: prosecution not
ready, prosecution witness
absent, defence not ready,
defence witness absent,
defendant absent / unfit to
stand, interpreter avail-
ability, court administrative
problems, or other reason.

The statistics on criminal proceedings in magistrates’ courts include data on:
Defendants proceeded against. These statistics consider cases completed in
magistrates’ courts. The data are case-based, i.e. where a case has more than one
offence, only the most serious offence is counted.

Trials. Magistrates’ courts record the number and outcome of trials. Trial out-
comes are listed as effective (a trial that commences on the day it is scheduled, and
has an outcome in that a verdict is reached or the case is concluded), ineffective (on
the trial date no further trial time is required and the case is closed) or cracked (on
the trial date, the trial does not go ahead due to action or inaction by one or more of
the prosecution, the defence or the court and a further listing for trial is required).
If a trial was recorded as ineffective or cracked, the main reason is also recorded.?*
Enforcement. These statistics consider primarily the amounts paid as fines.
Timeliness of criminal proceedings in magistrates’ courts. This section con-
tains statistics on the timeliness of criminal proceedings, providing also informa-
tion on hearings and pleas.

Overall timeliness of criminal proceedings in the criminal courts. These
statistics refer to the overall timeliness of criminal proceedings across both magis-
trates’ and Crown tiers of the criminal courts.

The statistics on criminal proceedings in the Crown Courts include data on:
Receipts, disposals and outstanding cases. Statistics are broken down by case
type (committed for trial, sent for trial, committed for sentence, or appeals against
decisions of magistrates’ courts) and by judicial region;

Cases disposed of and proportion heard by High Court judges. Statistics are
broken down by class and by judicial region;

Cases disposed of. Statistics are broken down by type of judge (High Court judge,
circuit judge, or recorder), judicial region, case type, and number of defendants;
Defendants dealt with in cases committed or sent for trial. Statistics are
broken down by plea (plea entered: guilty/not guilty, or plea not entered: bench war-
rant/other). The data also show the result according to plea: guilty on all counts, not
guilty and acquitted (including by manner of acquittal: discharged by judge, acquit-
tal directed by judge, jury verdict, or other acquittal), or not guilty and convicted
(including by number of jurors dissenting to the verdict: unanimous verdict, one
dissenting juror, or two dissenting jurors);

Appeals against decisions of magistrates’ courts dealt with. Statistics are bro-
ken down by appeal type (against verdicts or against sentences) and result (allowed,
dismissed, or abandoned or otherwise disposed);

Cracked trials and ineffective trials. Statistics are broken down by reason and
by judicial region;

Average waiting times for defendants dealt with. Statistics are broken down
by case type, plea (defendants pleading not guilty on at least one count or pleading
guilty to all counts) and remand type (defendants remanded in custody or on bail);
Average hearing times for cases disposed of. Statistics are broken down by case
type and plea;

Jury Central Summoning Bureau figures. Statistics include: summons issued,
jurors supplied to the court, deferred to serve at a later date and refused deferral,
excused and refused excusal, disqualified, failed to reply to summons, summons
undelivered, etc,;

Juror sitting days and juror utilisation. Statistics include sitting days, non-
sitting days, non-attendance, and utilisation rate.



NEW EUROPEAN CRIMES AND TRUST-BASED POLICY

Cybercrime statistics
Statistics on cybercrime are not recorded separately:.

4. SURVEY DATA ON CYBERCRIME IN SELECTED EU MEMBER STATES

This section of the report presents an overview of the collection and presentation of
survey data on cybercrime. Among the countries reviewed, survey data on cybercrime
are available only in Finland, Germany and to some extent Greece and England and
Wales. In the other countries, surveys covering cybercrime have never been done.

For the purpose of the study, survey data are defined as any data obtained through
surveys (victimisation, public perceptions or any other type of survey) and referring to
cybercrime in general or to a specific type of computer offence.

For each country the analysis describes the implemented cybercrime surveys,
pointing out the institution or organisation carrying out the survey, the scope of the
survey, the methodology used and the outputs with presentation of results.

4.1 FINLAND

National Victimisation Survey

The National Victimisation Survey (NVS) launched in 1980 is the only publicly
available survey conducted in Finland, which covers cybercrime. It is not published
in English, and the Finnish publications only cover the sections on victimisation to
violence and accidents.

The NVS has been conducted and published by the National Research Institute
of Legal Policy based on a framework of safety indicators developed by the OECD.
Victimisation to injuries, violence, and property crimes is measured among the popula-
tion aged 15 and over. Through this, the survey is able to measure the physical level
of security of the population.

The NVS was conducted in the years 1980, 1988, 1993, 1997, 2003, 20006, and the
latest sweep was in 2009. The NVS uses a large random sample that is drawn from
the Finnish Population Register. The results from the 2009 sweep were based on tele-
phone interviews with a total of 7193 people (6723 aged between 15 and 74 years, and
470 aged 75 and over).

In the NVS, cybercrime is not treated as the main topic and is only mentioned
among other types of crime. The category of cybercrime covered is misuse of bank
cards and it is mentioned in two questions:

« What type of personal property crime [you have been victim of]: personal property
stolen by entering without permission; personal property stolen by other means;
attempt to steal personal property by entering without permission; attempt to steal
personal property by other means; personal property damaged; credit or debit cards
wrongfully used; or other personal property crimes.

«  Was the personal property involved: your personal property; your household prop-
erty; the personal property of your under 15-year old child; credit card; loaned /
borrowed; other family members’ personal property.

As a lighter and more cost-effective alternative to the NVS, a shorter mail victimi-
sation survey interview model (URT) has been developed at the National Research
Institute of Legal Policy. The first sweep of the URT was carried out during 2012. Simi-
lar to the NVS, the URT includes a question on misuse of credit cards, which is asked
in respect of the preceding 12 months, but it also inquires about money being stolen
from the respondent’s bank account, and personal identity theft. The misuse of credit
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cards and personal identity information is covered by two questions: (1) ‘your credit or
debit card has been used without your permission or money has been stolen from your
bank account in some other way’; and (2) ‘your personal identity information has been
pried or misused for conducting theft, fraud, or other crime (phishing)’. For both ques-
tions there are two available response options: ‘no’ or ‘yes, __ times’.

European Crime Victim Survey

The European Crime Victim Survey is a victimisation survey, which Eurostat is
expected to implement in the future in all EU member states. In 2009, it was piloted in
Finland with the involvement of the European Institute for Crime Prevention and
Control, affiliated with the United Nations (HEUNI), Statistics Finland, and the
Unit of Statistics at the University of Helsinki.

The sample population of the pilot survey consisted of the 15 to 74 year old resi-
dent population in Finland. A stratified two-stage cluster sampling was used. The
survey was conducted as a face-to-face, telephone and Internet survey. The results of
the survey are not publicly accessible.

The pilot survey covered several types of cybercrime: phishing, identity fraud,
computer security, and harassment via email. These crimes were included in the fol-
lowing questions:

« Over the last three years have you been asked by Internet or by e-mail to give the
security codes of your credit card, debit card, bank card or electronic bank account
for probably illegal purposes: yes or no.

« Over the last three years have your credit card, debit card, bank card or electronic
bank account been used for illegal purposes by using their security codes: yes or no.

« Over the last three years has anyone pretended to be you or used your personal
details without your permission: yes or no.

« Over the last three years has your home computer: been damaged by a virus; been
infected by a virus but not actually damaged; or not been infected by a virus as far
as you know.

« And in the last three years, has anyone accessed or hacked into the files on your
home computer without your permission: yes or no.

« And in the last three years have you or any members of your household accessed a
site by mistake or received any unsolicited material via the internet that you have
found offensive or that has upset you in any way: yes or no.

«  What did you find offensive or upsetting about the material: it featured porno-
graphic images of adults; it featured pornographic images of children; it was offen-
sive due to its strong language; it referred to pornographic images of children; it
featured violent images; it was racist; it was homophobic; it was overtly sexist; it
featured some other sort of sexually explicit images or references; or other (with an
option for the respondent to specify what was upsetting about the material).

« Over the three years have you received any messages by email, which you consid-
ered to be harassment or personally offensive: yes or no.

Survey of crime against retail and manufacturing business premises

The survey of crime against retail and manufacturing business premises is a
nationally representative survey carried out by the National Research Institute of
Legal Policy. It was conducted between March and June 2010 by using a computer-
assisted telephone interview mode.

The respondents were asked about the following types of crime: theft, fraud,
embezzlement, vandalism, burglary, robbery, violence against employees, industrial or
commercial espionage, extortion, bribery, and electronic crime. Electronic crime was
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covered by the following questions:

« Has the office observed harm or damage from attacks, intrusions or malware to
information systems (during the preceding 12 months): yes, no or cannot say.

+  How many times has this occurred during the preceding 12 months: __ times or
cannot say.

+ Was the incident intentionally directed against the office or company: yes, no or
cannot say.

+  Was the purpose of the incident to: steal data or files; destroy data or files; dam-
age the website; interfere with the network; other purpose (with an option for the
respondent to identify the purpose); or cannot say.

«  What was the economic cost of the incident for the office: __ Euros, no economic
costs, or cannot say.

+  How many man-hours did it take to clear this incident, taking into consideration the
entire personnel: __ man-hours or cannot say.

Finnish Self-Report Delinquency Study

The Finnish Self-Report Delinquency Study (FSRD) is implemented by the
National Research Institute of Legal Policy and includes a series of nationally
representative self-report surveys of juvenile delinquency.

The study has been conducted at regular intervals, the first sweep in 1995 and the
following five during 1996, 1998, 2001, 2004, and 2008. The sample consists of ninth-
grade Finnish-speaking secondary school students from the whole of Finland.

The sixth sweep (N=58206) of this study, in 2008, dealt with the topic of Finnish ado-
lescents in peer-to-peer networks in regards to illegal downloading. The survey exam-
ined the share of students who have downloaded illegal files, the frequency of illegal
downloads, the types of downloaded files, and the attitudes of students as regards ille-
gal downloading.

4.2 GERMANY

Infas survey

The survey was carried out in the summer of 2011 by infas Institute for Applied
Social Sciences, an independent market and social research institution. It is based on
interviews with 17,000 respondents about their experiences with cybercrime, which
makes it the largest survey carried out so far in Germany on telecommunication
behaviour and cybercrime.

The survey studied the share of people who have suffered from cybercrimes such
as Internet fraud, subscription scams, merchandise fraud (purchasing and paying for
something online, in an online shop or at auction, but not receiving their goods, or
receiving the wrong ones), and phishing scams.

Bitkom survey

In 2011, the Federal Association for Information Technology, Telecommu-
nications and New Media Bitkom conducted a survey among Internet users con-
cerning the development of cybercrime in Germany. The survey examined the share
of Internet users in Germany who have suffered from or are afraid of various negative
experiences in the Internet (such as virus attacks, threats by online business partners
and data espionage).

KPMG survey on e-crime in German industry
In 2010, KPMG undertook a survey on cybercrime attacks in German industry,
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relying on interviews with representatives of 500 companies. The survey examined
the share of companies affected by cybercrime, the amount of inflicted damages, the
main sources of danger and the other negative consequences to businesses caused by
cybercrime.

4.3 GREECE

Paedophilia and the Internet: the Greek Study

A leading Greek study concerning cybercrime is Paedophilia and the Internet:
the Greek Study, implemented by researchers from the Department of Sociology
of the Aegean University. It started in 2008 but does not indicate clearly the time
period for the collection of the data.

The methodology used is an online qualitative survey among target groups of
adults from Greece. The researchers have created two fake profiles, of a boy and a girl
aged 10 years old, and used them to enter as members in a specific online chat com-
munity. The adults who have invited the two ‘children’ to chat have been used as the
sample of the study. Since the chat community was open only for adults (aged 18+), the
researchers initially presented themselves as adults but afterwards revealed their ‘real’
age in personal conversations. The survey then focused on the people who contacted
the two ‘children’ looking for friendship and/or sex partners, trying to identify pae-
dophilic behaviour. Despite its innovative nature, the survey has been criticised for a
number of methodological and ethical problems, especially after researchers presented
to the target group the false information about their age.

4.4 ENGLAND AND WALES

Crime Survey for England and Wales

The Crime Survey for England and Wales (CSEW), previously called the Brit-
ish Crime Survey, is one of the largest and oldest national crime surveys in Europe. It
started in 1982 and since 2000 has been a continuous survey. The Office of National
Statistics publishes the reports quarterly. The annual reports cover the respective
financial year (i.e. April to March).

Cybercrimes are not counted separately. However, the current questionnaire
includes questions on internet use, worries about e-crimes, reasons for not using the
internet, and experience of e-crimes, including: virus infection; loss of money; unau-
thorised access to personal data; exposure to upsetting or illegal images; and abusive
or threatening behaviour. There are also items on preventive/protective behaviour. A
further set of questions covers debit and credit card fraud, some of which may have
been carried out over the Internet.

Yet another set of questions covers mass-market fraud. The main categories of
cyber-crime that are explored include: fraudulent lottery communication (‘You have
won $10m in our lottery’); offers of friendship (‘I would like to be your friend’); high-
yield investment opportunities; helping in moving money/releasing inheritance;
requests for help to get someone out of financial trouble; ticket fraud. Questions ask
whether respondents have been contacted, and whether they have responded, and what
happened. Findings will be available late in 2013.
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5. STATISTICS AND SURVEY DATA ON CYBERCRIME AT THE EUROPEAN
LEVEL

This section of the report presents the most important initiatives at the European level
for collecting official statistics and survey data on cybercrime. For the purpose of the
study an initiative at the European level is defined as any initiative (past, ongoing or
future) for the collection of data on cybercrime (official statistics and/or survey data)
that cover at least ten European countries.

For each initiative the analysis describes the implementing institution or organisa-
tion, the methodology used, the outputs with presentation of results and the extent to
which the collected data are comparable.

5.1 OFFICIAL STATISTICS

European Sourcebook of Crime and Criminal Justice Statistics

The European Sourcebook of Crime and Criminal Justice Statistics is the only major
initiative aimed at collecting comparable official statistics and survey data on crime
and criminal justice at the European level.

So far, four editions of the sourcebook have been published, each covering a dif-
ferent time period: first edition (published: 1999; coverage: 1990-1996); second edi-
tion (published: 2003; coverage: 1995-2000); third edition (published: 2006; coverage:
2000-2003); and fourth edition (published: 2010; coverage: 2003-2007).2° The work on
the fifth edition is in progress and is currently at an advanced stage of data collection.

The sourcebook includes data only about European countries, with separate data
for England and Wales, Scotland, and Northern Ireland. Each edition has a different
geographical coverage. The first edition offers data for 36 countries, the second for 40
countries, the third for 37 countries, and the fourth for 42 countries.

The European Sourcebook of Crime and Criminal Justice Statistics is not based on
a specifically designed survey but is rather an instrument for collecting official
statistics and data from sociological surveys carried out in the area of crime and
criminal justice.

Information is collected through a network of national correspondents. Cor-
respondents are either public officials (representatives of judicial authorities, national
statistical offices etc.) or researchers (working for universities or other research insti-
tutes). Each national correspondent collects the data on his/her own country and fills
it in a questionnaire. The collected data are validated and recalculated into ratios per
100,000 of the population.

The European Sourcebook is divided into five chapters:

« Police data: offences and suspected offenders known to the police and police staff;

« Prosecution statistics: steps of decision-making at the prosecution level, such as
initiating and abandoning prosecutions, bringing cases to court and sanctioning
offenders by summary decisions, compulsory measures during criminal proceed-
ings, etc;

« Conviction statistics: persons who have been convicted, i.e. found guilty according
to law, of having committed one of the selected offences;

« Correctional statistics: number and capacity of penal institutions and data on the
‘stock’ and ‘flow’ of non-custodial sentences;

+ Survey data: data from the national and international crime victimisation surveys.

The fourth edition of the European Sourcebook of Crime and Criminal Justice Sta-
tistics covers the broadest scope of offence categories: total criminal offences, traf-
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fic offences, intentional homicide, bodily injury (assault), aggravated bodily injury
(assault), rape, sexual assault, sexual abuse of minors, robbery, armed robbery, theft,
theft of a motor vehicle, bicycle theft, burglary, domestic burglary, fraud, offences
against the confidentiality, integrity and availability of computer data and systems,
money laundering, corruption in the public sector, drug offences, drug trafficking, and
aggravated drug trafficking.

For each offence the sourcebook provides a standard definition and a list of the
countries, which were not able to meet entirely the definition, with an indication of
which elements of the definition they were unable to meet.

Each chapter of the sourcebook includes technical notes explaining the data
recording methods applied by each country (time of data collection, counting units,
principle offences rules, counting of multiple offenders, etc.).

In addition to the figures for individual countries, each dataset includes four spe-
cific measures providing information on the data dispersion: (1) the mean: the
(unweighted) arithmetic average; the sum of scores divided by the number of countries
that provided data;?® (2) the median: the (unweighted) median is the score that divides
the distribution of scores into two exact halves; (3) the minimum: the lowest score in
the table; and (4) the maximum: the highest score in the table. If the total number of
countries responding was less than five, the mean, median, minimum and maximum
are not computed.

The fourth edition of the sourcebook includes data on offences against the con-
fidentiality, integrity and availability of computer data and systems. This cat-
egory of offences was not among the ones covered by the first three editions and was
also excluded from the upcoming fifth edition.

According to the standard definition, offences against the confidentiality, integ-
rity and availability of computer data and systems comprise unauthorised entry into
electronic systems (computers) or unauthorised use or manipulation of electronic sys-
tems, data or software. Where possible, the figures include: illegal access (i.e. inten-
tional access to a computer system without right, e.g. ‘hacking’); illegal interception
(i.e. interception without right, made by technical means, of non-public transmissions
of computer data); data interference (i.e. damaging, deletion, deterioration, alteration
or suppression of computer data without right); system interference (i.e. serious hin-
dering without right of the functioning of a computer system); misuse of devices (i.e.
production, sale, procurement for use, import, or distribution of a device or a com-
puter password/access code); computer fraud (i.e. deception of a computer instead of a
human being); and attempts. The standard definition excludes the illegal downloading
of data or programs.

Not all countries were able to follow the standard definition. All countries were
able to include illegal access (e.g. hacking), illegal interception and data interference.
System interference was included everywhere with the exception of Switzerland. Most
countries (except for Iceland, Slovakia, Sweden, Switzerland and Ukraine) were also
able to include misuse of devices. Computer fraud was excluded only in Czech Republic,
Italy, Lithuania, Slovakia, Sweden and Ukraine. Attempts were included everywhere.
The majority of countries excluded illegal downloading of data or programs except for
Armenia, Bulgaria, Finland, Ireland, Portugal (conviction level only), Slovakia, Slove-
nia, Turkey (police level only) and Ukraine.

The fourth edition of the sourcebook includes the following statistics on cyber-
crime:

- Police statistics: offences and offenders per 100,000 population (2003-2007) and
percentage of females, minors, aliens, and aliens from EU countries among sus-

pected offenders (2000);
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« Conviction statistics: persons convicted per 100,000 population (2003-2007);
percentage of females, minors, aliens, and aliens from EU countries among con-
victed persons (2000); types of sanctions and measures imposed on adults and on
minors (20006); length of unsuspended custodial sanctions and measures imposed
upon adults (20006); and persons held in pre-trial detention among persons con-
victed (2000);

« Correctional statistics: percentage of females, minors, aliens, and aliens from EU
countries among convicted prison population by offence (2000).

Prosecution statistics included in the sourcebook are not broken down by offence
type and separate figures for cybercrime are not available.

Many countries were not able to provide any statistics on cybercrime. Out of the 42
participating countries police statistics on cybercrime are available for 26, conviction
statistics for 19, and correctional statistics for only six countries.

The sourcebook includes an explicit disclaimer that both the chronological com-
parison of data for one country and the international comparison between coun-
tries should not be over-interpreted. Within one country, changes from one year
to another might be due not only to the change in the number of offences, but also
to changes in the legislation or modifications in the rules for collecting and present-
ing statistics. International comparison is even more difficult because countries differ
widely in the way they organise their police and court systems, the way they define
their legal concepts, and the way they collect and present their statistics. According
to the European Sourcebook: ‘[i]n fact, the lack of uniform definitions of offences, of
common measuring instruments and of common methodology makes comparisons
between countries extremely hazardous’.

United Nations Office on Drugs and Crime (UNODC)

Cybercrime, as one of the so-called ‘emerging crimes’, is a relatively new priority
for UNODC. So far, UNODC has focused its efforts on promoting long-term and sustain-
able capacity building through supporting national structures and action.

To respond to the increasing need for reliable and comparable data on cybercrime,
in January 2012 UNODC initiated the development of a comprehensive study on the
problem of cybercrime and the responses to it by Member States, the international
community and the private sector. The survey is based on information and data col-
lected through questionnaires to Member States on cybercrime prevention, policy,
legislation, law enforcement and criminal justice response, international cooperation
and technical assistance.

The development of the study was assigned to an open-ended intergovernmental
expert group, convened by the United Nations Commission on Crime Prevention and
Criminal Justice. At its first meeting, the expert group discussed a working paper Draft
collection of topics for consideration within a comprehensive study on impact and response
to cybercrime. The document includes a draft structure of the study, according to which
statistical information is one of the three topics of a subcategory provisionally entitled
‘Problems of cybercrime’.?”

The working paper acknowledges the role of crime statistics for discussion and
decision-making processes by policymakers and academics, underlining that ‘access to
precise information about the true extent of cybercrime can enable law enforcement
agencies to improve anti-cybercrime strategies, deter potential attacks and ensure that
more appropriate and effective legislation is enacted’. At the same time, the two major
sources of information about the extent of crime, namely crime statistics and surveys,
are described as presenting challenges when used for developing policy recommenda-
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tions. The problems related to the use of available statistics, according to the working
paper, are: the collection of data on the national level without reflecting the interna-
tional extent of the matter; the unreliability of the (theoretically possible) combination
of data from different countries because of the differences in legislation and recording
practice; the lack of the necessary degree of compatibility allowing for the combina-
tion and comparison of national cybercrime statistics; and the lack of separate figures
on cybercrime even if cybercrime offences are recorded. The working paper also men-
tions the problem of unreported crime, which do not appear in official statistics but the
number of which, particularly in the case of cybercrime, is estimated to be significant.
According to the working paper this is due the fear of businesses that negative public-
ity could damage their reputation (if a company announces that hackers have accessed
its server, customers may lose faith, resulting in costs that could be greater than the
losses caused by the hacking attack); the doubt of victims that law enforcement agen-
cies will be able to identify offenders, or the unwillingness of victims to go through
with time-consuming reporting procedures to law enforcement when they have sus-
tained little damage (although the automation of cybercrime attacks often enables
cybercriminals to develop a strategy of reaping large profits from many attacks target-
ing small amounts.

The working paper also outlines the scope of the upcoming study in terms of
statistical information. The study is expected to cover the following issues: (a) col-
lection of the most recent statistics, surveys and analyses addressing the prevalence
and extent of cybercrime; (b) evaluation of the value of statistics for policy recommen-
dations; (c) determination of possible obstacles in the collection of accurate statistics;
(d) identification of countries that specifically gather statistics on cybercrime offences;
(e) evaluation of need for and advantages of collecting statistical information on cyber-
crime; (f) examination of possible techniques that could be used to collect such infor-
mation; and (g) discussion of a possible model of a central authority hosting statistical
information.

5.2 SURVEY DATA

Eurobarometer

In July 2012, the European Commission published Special Eurobarometer 390 on
Cyber Security. The report is based on a public opinion survey of the perceptions of
cyber security issues as the frequency and type of Internet use; confidence in Internet
transactions; awareness and experience of cybercrimes; and the level of concern about
this type of crime.

The survey was carried out by TNS Opinion & Social, a consortium between TNS
plc and TNS opinion, upon request by the European Commission, Directorate-General
Home Affairs under the co-ordination of Directorate-General for Communication. It
was implemented among citizens of the 27 EU member states residing in the respec-
tive state and being at the age of at least 15 years. Between 10 and 25 March 2012,
TNS Opinion & Social interviewed 26,593 respondents from various demographic
and social groups.

The survey questionnaire is comprised of 14 questions divided into four sections:
- Frequency, places and devices of use of Internet (four questions). Respondents

can indicate on a list how often they use Internet and whether they access it from

their home, work or other place. Another question aims at identifying the type of
respondents’ activity - what type of online services they use.

- Confidence about Internet transactions (three questions). Citizens can assess
their ability to use online banking and Internet shopping, whether they have any
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concerns about such transactions, e.g. data security concerns or concerns related to
falling victim to the dishonesty of goods/service providers. The survey examines
the way such concerns can influence the behaviour of users by either using such
services less often or using only trustworthy companies, or by electronic security
measures such as antivirus software, strict settings, less accessible passwords or
using one’s own device only.

+ Awareness and experience on cybercrime (three questions). The survey exam-
ines how respondents get informed about cybercrime and whether they feel well
informed about this type of crime. This part also measures the respondents’ sense
of being victims of several types of cybercrime such as identity theft, malicious
spam attacks, online fraud by goods/services providers, and hate speech/incitement
to extremism.

« Level of concern about cybercrime (four questions). Respondents can also spec-
ify the institutions, organisations or service providers that they would contact in
case some of the above-mentioned types of crime occurred.

The respondents were picked randomly using the multi-stage sample principle.
In each country’s administrative units, sample points were drawn in accordance to the
distribution of the population in metropolitan, urban or rural areas. In every sample
point, random addresses were picked and in every household a random respondent was
selected in accordance with the ‘closest birthday rule’. Interviews are held in respon-
dents’ homes in their national language.

The samples in each country of about 1.000 respondents were compared to the uni-
verse, the description of which was derived from Eurostat and national demographic
statistics data. For all countries a national weighting procedure was carried out -
the survey allows iteration by gender, age, region and size of locality. For international
averages, TNS Opinion & Social used Eurostat or national demographic data. The con-
fidence limits for the accuracy of the estimations vary between 1,9 and 3,1 points for
samples of about 1.000 interviews.

KPMG studies

Prior to the 7th annual e-Crime Congress, KPMG invited security professionals
from the e-Crime community and a selected group of KPMG’s clients to participate
in the e-Crime Survey 2009. The survey, conducted between 3 February and 13 March
2009, was completed by 307 respondents from global businesses, law enforce-
ment agencies, and government (including experts in the fields of IT security, fraud
investigations, corporate security, audit, and risk). The respondents came from differ-
ent geographic locations (78% from Europe, 8% from the Americas, 6% from Asia-
Pacific, 4% from the Middle East and 4% from Africa) and represented different types
of organisations (80% businesses, 6% government departments, 4% law enforcement
agencies, 4% not-for-profit organisations and 4% other types of organisations). The
survey questions refer to the impact of recession on e-crime, the trends in attacks on
customers, the online consumer security, the impact of e-crime on enterprises, the
e-crime attacks against critical infrastructure, and the business of security.

In 2011, KPMG in association with the e-Crime Congress conducted another survey
on e-crime. The results were included in The e-Crime Report 2011, edited and published
by AK]J Associates and sponsored by KPMG. The survey explored three key areas: the
views of respondents of the threat landscape today, the impact of new emerging tech-
nologies and business models on the level of e-crime risk, and how organisations can
structure a response to the threat of e-crime. The survey was conducted online and at
the e-Crime Congress 2011 and was completed by over 200 professionals. The results
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reflect the views of a cross-section of information security stakeholders working for
departments that include IT, risk, audit, security, fraud, investigations and compliance.
Their responsibilities include the design and coordination of strategy, ensuring data is
protected from internal and external threats, meeting regulatory compliance require-
ments and running investigations. Survey data is presented in the aggregate. In addi-
tion to the survey, a series of interviews were conducted with senior security profes-
sionals working for global businesses in order to provide insights, views and opinions
on the findings of survey and the issues raised by respondents.

The questions included in the survey refer to the risks of e-crime associated with
the use of the same IT hardware for business and personal use, cloud computing,
the availability of multi-functional internet-hosted software (e.g. social networking,
webex, webmail, etc.) in the workplace with more advanced or user-friendly capabili-
ties than in-house IT products, the use of consumer-oriented IT hardware with internet
connectivity (e.g. smart phones and tablet computers) for business-related purposes,
the opportunity to transfer data or layers of IT infrastructure to outsourcing or ‘cloud’
providers whose services are accessed by the internet, etc.

In July 2011, KPMG published the report Cyber Crime - A Growing Challenge for
Governments (Issues Monitor Volume 8 / July 2011). It uses data from previous KPMG
surveys and from the 2010 Annual Security Report of Symantec’s MessageLabs Intel-
ligence. The report examines the spread of several types of cybercrimes (e-mail spam,
e-mail malware and phishing) and analyses the implication of and governments’
response to the rising cybercrime.

CONCLUSION

The collection of data on crime and criminal justice is supposed to facilitate the devel-
opment of criminal policies, the undertaking of more effective measures for crime pre-
vention and control, and the assessment of the criminal justice system.?® Most Euro-
pean countries collect and publish such data on a regular basis, but national figures are
usually not comparable at the international level due to differences in methodology:.

In general, each country has developed its own mechanisms for data collec-
tion corresponding to the specificities of its domestic criminal justice system. These
mechanisms reveal certain similarities and common patterns as well as significant
differences.

In most countries, the collection of police statistics is the responsibility of the
respective interior ministry, which in turn receives information from local units (police
offices or other local services). Data are usually collected through the filling in of spe-
cial templates (returns), but there are also advanced examples of data being generated
and transmitted automatically through the police information system.

In general, police statistics cover only incidents that have been reported to or have
otherwise come to the knowledge of the police. Hidden crime, as a rule, is missing from
police statistics.

The police usually record the number of incidents and suspected offenders. In indi-
vidual countries, there are more detailed police statistics covering, inter alia, the num-
ber of victims, the amount of the inflicted damages, the number of arrested persons,
etc. Some countries also maintain statistics on the profile of offenders (age, gender,
nationality, etc.) and, less often, on the profile of victims. The majority of countries are
also keeping track of the effectiveness of the police by recording the share of cleared-
up cases.

The separate collection of prosecution statistics seems to be less common. In
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many countries prosecution statistics are collected as part of either the police statis-
tics (e.g. in terms of suspects) or the judicial statistics (e.g. in terms of cases brought
to court). The countries that collect separate prosecution statistics usually count the
number and outcome of investigations (pre-trial proceedings) and the cases and defen-
dants brought to court.

Judicial statistics are collected in most countries, usually by a central statistical
authority and/or the management body of the judiciary. Data cover the number of cases
and their outcome as well as the number of convicted persons. In some countries there
are also figures that are broken down by the type and amount of the imposed penalty
and by certain characteristics of the convicted individuals (age, gender, nationality and,
less often, previous convictions, employment, education, etc.).

As a rule, the collection of crime and criminal justice statistics is based on the
provisions of the countries’ penal legislation. With a few exceptions, all police, pros-
ecution and judicial statistics use as crime categories the types of offences as they are
listed and defined by the national penal laws. Thus, all the specificities of the national
penal laws are directly translated into the collected criminal justice statistics, making
them very difficult to compare on the international level.

Generally, statistics are summarised on the national level and, in countries with
a federal form of government, on the level of federal entities (states, provinces, etc.).
Many countries are also collecting data on the local level based on their territorial
(administrative or judicial) division.

In most countries the collection of police, prosecution and judicial statistics is done
separately and through different methodologies, which makes the data collected by
the different institutions (the police, the public prosecution and the courts) difficult to
compare. Countries generally lack uniform data collection mechanisms covering
the entire criminal justice system and providing comparable figures for all crimi-
nal justice institutions.

With very few exceptions crime and criminal justice statistics are public. However,
accessibility of data differs from country to country ranging from online accessibil-
ity or publication in periodic (usually annual or semi-annual) reports to availability
only upon request. Furthermore, some countries still maintain statistics only in their
national language, although there is a general trend towards publishing the data (or at
least part of them) in English.

Although most countries maintain statistics on crime and criminal justice in gen-
eral, separate data on cybercrime are not always collected.

Most often, countries collect data on the typical forms of cybercrime (i.e. crimes
such as hacking, virus attacks, etc., that can be committed only by using a computer or
other similar information technology). In terms of crimes that can be committed either
with or without using such technology (e.g. fraud), separate figures are not available.
This situation significantly hampers the assessment of the spread of cybercrime since
it remains unclear what share of crimes, otherwise recorded as conventional crimes,
are actually committed in cyberspace.

A positive development in some countries is the publication (periodically or occa-
sionally) of special reports on cybercrime. Such reports offer detailed statistics on
cybercrime accompanied by analysis and recommendations.

The official statistics collected on the national level are in most cases not
comparable, which prevents comparative analysis on the international level. The lack
of comparability is the result of the differences in the methodology used by different
countries, which in turn is due to the differences between the national criminal justice
systems (e.g. in terms of crime definitions, court systems, criminal proceedings, etc.).
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This is particularly valid for cybercrime data, because the differences in terms of crime
definitions from country to country are much bigger concerning cybercrime than those
concerning some traditional crimes such as violent offences or property offences.

There have been some initiatives, such as the European Sourcebook of Crime and
Criminal Justice Statistics, which have focused on collecting official statistics at the
European level on crime in general and cybercrime in particular. Such efforts, although
based on sound scientific grounds, have not been able to produce comparable data on
cybercrime but have rather confirmed the existing gap in data collection. There are
also ongoing efforts, such as the comprehensive study on cybercrime by the UNODC,
which are still in progress and the results of which are yet to be officially presented.

In addition, and often as an alternative, to official statistics, data on crime and crimi-
nal justice can also be obtained from victimisation surveys. Victimisation surveys
have been conducted in many countries covering a limited number of offences, pri-
marily violent and property crimes. For such crimes there are also comparable figures
from internationally recognised surveys such as the International Crime Victimisation
Survey (ICVS), the European Crime and Safety Survey (EU ICS), etc.

Most victimisation surveys, both on the national and international level, do not
include cybercrime in their scope of offences. Among the few exceptions is the Euro-
pean Commission’s Eurobarometer, the 2012 special edition of which was on cyber
security and which studies the experiences and concerns of European citizens with
several forms of cybercrime. There are plans for including cybercrime in the upcom-
ing European crime victim survey, already piloted in several countries, which, once
completed, will produce for the first time internationally comparable survey data on
this type of offence.
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EXECUTIVE SUMMARY

The FIDUCIA research project (New European Crimes and Trust-based Policy) is funded
primarily by the European Commission through the Seventh Framework Programme
for Research and Development. FIDUCIA will shed light on a number of distinctively
“new European” criminal behaviours that have emerged in the last decade as a con-
sequence of developments in technology and the increased mobility of populations
across Europe. The central idea behind the project is that public trust in justice is
important for social regulation: FIDUCIA will build on this idea and proposes a ‘trust-
based’ policy model in relation to emerging forms of criminality.

D.10 re-opens the difficult question of determining when to use - and not to use -
the criminal law in the regulation of deviance and social problems, with specific regard
to the adverse impact of ineffective over-criminalization on public perceptions of jus-
tice. It investigates a number of research questions: a) what are the criteria for crimi-
nalization and the alternatives to criminalization in theory and practice; b) what are
best and worst examples of de-criminalization and over-criminalization across Europe;
¢) what is known about the adverse effects of ineffective over-criminalization on public
perceptions; and d) what are specific areas of current criminal policy that are suitable
for de-criminalization.

More specifically, D.10.1 first aims at developing a set of practical criteria to be
followed by legislators and policy makers in the enactment of new criminal offences.
The practical guide that will result is an effort to bridge the gap between the theory
and the practice of the criminal law. Then, D.10.1 conceptualizes the available alterna-
tives to criminalization in the regulation of social problems, in an effort to lay down
the theoretical foundations for the case studies and policy proposals that will follow in
D.10.2 and D.10.3.

The first draft of the present deliverable was drafted by Elena Vaccari (UNIPR) during
a 3-month research stay (January 2013 -March 2013) at the Faculty of Law of the Univer-
sity of Oxford, under the supervision of Prof. Andrew Ashworth (OXFORD). Stefano Maffei
(UNIPR) offered some comments on an early version of this deliverable.

KEY FINDINGS

These are the key findings of the present deliverable:

+ “Criminalization”, i.e. the resort to criminal law as a means to regulate social prob-
lems, is an increasingly significant feature of European states and modern democra-
cies in general. Both the number of criminal offences and the areas touched by the
criminal law have expanded significantly since the beginning of the twenty-first
century, primarily as a result of the new “preventive” (as opposed to “post-crime”)
orientation of the criminal justice systems.

« The increased use of the criminal law to regulate social conduct is part of a broader
phenomenon that criminal law scholars define as “overcriminalization”. This term
indicates the use of the criminal justice system without adequate justifications and
relates to both the enactment of new criminal offences and the use of excessive
punishment.

« It was only in the recent period that criminalization principles started being devel-
oped by commentators, to limit the expansion of the criminal law. Initially, they
settled for very general guidelines, which effectively provide no real help in the
practical realm. To bridge the gap between the philosophical and the concrete, a set
of workable principles is now required. The most successful efforts carried out in
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this regard are the ones by Douglas Husak (who developed a normative theory of
criminalization) and Andrew Ashworth and Lucia Zedner (who developed criteria
for criminalization with regard to crimes of risk prevention).

« There is a recurring trend among European states, both in the present and in the
past, to resort to the criminal law to address longstanding social problems such as
vagrancy, public drunkenness, drugs, gambling, prostitution, immigration etc. As
far as the law is concerned, there are two alternatives to the criminalization of a
certain conduct: “decriminalization” and “legalization”. Decriminalization refers to
measures that retain the offence in question as an offence, but avoid criminal pros-
ecution and punishment. Legalization refers to the removal of an offence from both
the administrative and the criminal law.

+ Inline with the Council of Europe Recommendations, several scholars have recently
argued for the adoption by European states of a system of administrative sanctions
similar to the one developed by Germany. They have argued that both the German
administrative system itself, which is clearly distinct from the criminal justice sys-
tem and establishes penalties through a lean and cost-effective procedure, and the
wide range of social problems to which it applies could be seen as a useful guide
for decriminalization reforms.

- There are two major areas of the law where the use of criminal sanctions seems
generally highly contestable: these are victimless crimes and crimes of risk preven-
tion.

INTRODUCTION

The question of the proper scope of the criminal law - what to punish, and why -
remains a continuing and difficult one for European states and the EU, especially in
light of growing concerns of judicial economy and effectiveness. This question is given
urgency by two contemporary phenomena: on the one hand, it is often argued that
criminal law should be extended to provide an adequate response to new forms of
threat, such as the ones that have emerged in the last decade as a consequence of
technology developments and the increased mobility of populations across Europe. On
the other hand, it is also argued that criminal law far exceeds its proper boundaries,
criminalizing conduct that ought not be criminal.

This paper will address both these issues. Part 1 will develop a set of workable
criteria that should be used by legislators and policy makers in their criminalization
decisions. First, it will be confirmed that, although European states and the EU often
quote the principle that criminal law should only be used as a “means of last resort”,
the areas touched by criminal law have expanded significantly in the recent years. In
particular, it will be shown that most systems of criminal justice today add to their
traditional “post-crime” focus, which aims at providing an authoritative response to
public wrongs, an “anticipatory” perspective, whose goal is to prevent those wrongs for
which people are censured. Thus, with a view of avoiding overly extensive and intru-
sive criminal law, it will be argued that any criminalization decision, and in particular
those justified by a preventive rationale, must be taken in conjunction with appropriate
restraining principles, which will be specifically identified.

Part 2, then, will provide a theoretical assessment of the alternatives to criminaliza-
tion in the regulation of social problems. First, we will define “decriminalization” and
“legalization”, which are terms that often lead to misunderstanding in the debate on
reforms. Then, we will analyse the role of decriminalization within the framework of
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the Council of Europe. Finally, we will delineate the direction in which decriminaliza-
tion reforms should go, identifying both which European legal system could be used as
a guide for further developments and which major areas of the law should be particu-
larly considered for decriminalization measures.

1. CRITERIA FOR CRIMINALIZATION

1.1 CRIMINALIZATION AND OVERCRIMINALIZATION

“Criminalization”, i.e. the resort to criminal law as a means to regulate social prob-
lems, is an increasingly significant feature of European states. The numbers speak for
themselves. In Great Britain, where the Ministry of Justice committed to scrutinize all
legislation containing criminal offences and publish annual figures, it was shown that
more than 3,000 new criminal offences were enacted during Tony Blair’s nine-year
government - one for almost every day the government was in power.! This trend was
then recently confirmed by the creation of 712 new criminal offences in the period May
2009-May 2010, 172 in the period May 2010-May 2011 and 292 in the period May
2011-May 2012.2 In Hungary, new anti-vagrancy statutes that came into force in April
2012 - the toughest in Europe — now mean that homeless people sleeping on the street
can face police fines or even the possibility of imprisonment.> Although statistics on
the enactment of new criminal offences are unavailable in some European countries,
there is a consensus among legal scholars that the areas touched by criminal law have
increased substantially in Europe over the last years. This, moreover, appears to be
a shared feature of most modern democracies. The state and the federal justice sys-
tem of the United States, in fact, also dramatically expanded their authority and reach
over the last years. Texas lawmakers, for example, recently created over 1,700 criminal
offences.* And there are today an estimated 4,500 criminal offences in federal statutes,
spread out through some 27,000 pages of the U.S. Code.? Certainly, part of this expan-
sion of the substantive criminal law is due to the need to provide an effective response
to new forms of threat. However, a substantial part of this is also due to the readiness
of the legislators to reach for the criminal law whenever social problems emerge, as an
instinctive, seemingly costless response.®

The increased use of the criminal law to regulate social conduct is part of a broader
phenomenon that criminal law scholars define as “overcriminalization”.” This term
indicates the use of the criminal justice system without adequate justifications. It
relates to both 1) the enactment of new criminal offences and 2) the use of excessive
punishment. As to the first aspect, overcriminalization occurs with the creation of far-
fetched offences, some of them so deficient in harmful wrongdoing and beyond any
legitimate rationale for state action as to flunk what Erik Luna calls the “laugh test”:
examples are, under UK law, the crimes of selling grey squirrels, impersonating a traf-
fic warden or failing to nominate a neighbour to turn off a noisy burglar alarm,’ or,
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under US law, Maine’s prohibition of catching lobsters with something other than “a
conventional trap”.19 As to the second aspect, overcriminalization occurs with the use
of punishment irrespective of theoretical justification or proportionality, as is often the
case with risk-based possession offences (such as UK mandatory minimum of 5 years
imprisonment for mere possession of a prohibited gun)!! or anti-recidivist statutes
(California’s three strikes scheme being the most infamous example, with one defen-
dant receiving a sentence of twenty-five years to life for stealing a slice of pizza).!?

Overcriminalization, and in particular the creation of criminal offences without
adequate justification, is problematic because it authorizes the most privatory and
condemnatory forms of state power against its citizens. It makes possible the arrest,
interrogation, prosecution and punishment of an individual by the state, which may
result in the deprivation of the offender’s liberty for a prolonged time.!® As it is well
known, the widespread use of the criminal justice system has led to a massive increase
in the number of inmates throughout the world. In this regard, the United States stands
out among peer nations. Although the English imprisonment rate has itself almost
doubled, the United States’ rate is almost 5 times higher than that of England and
Wales.!'# With roughly 5% of the world’s population, the US currently confines about
25% of the world’s prison inmates.!> As a result, prison overcrowding has become so
severe that in 2011 a landmark decision of the Supreme Court!® ordered a reduction of
California’s prison population by more than 30,000 inmates. Despite the difference in
magnitude, prison overcrowding is a growing concern also for most European states,
as it is documented by the abundant case law of the European Court of Human Rights
on the violations of the right to be free from “torture, inhuman or degrading treat-
ment”.'” To use Professor Kadish’s words, until these problems of overcriminalization
are systematically examined and effectively dealt with, some of the most besetting
problems of criminal law administration are bound to continue.!8

1.2 CRITERIA FOR CRIMINALIZATION: IN GENERAL

At a time when governments seem to be creating more and more criminal offences,
criminalization has become the subject of vibrant debate among legal scholars. In par-
ticular, criminalization has been considered in its descriptive and normative aspects.
The descriptive aspect addresses either the existing offences in a given legal system or
the way in which they were formed politically, historically or otherwise.!” The norma-
tive aspect, in turn, involves a value judgment. It relates to the questions: what types of
behaviour should be criminalized and what types should not? What are the principles
to which criminalization decisions should conform??® This section will focus on the
normative aspect of criminalization. It will not address specific types of conduct, but
will rather analyse general criteria for criminalization as they have been developed in
the recent academic debate.
ber 2011). See also Coucil

Crim Law Q, 1968, vol. 7, 20. See e.g. A. ASHWORTH,

of Europe Recommenda- 17 18. Criminalization, in Prin-
tion No. (99) 22 concerning ciples of Criminal Law,
Prison Overcrowding and 19. See e.g. N. LACEY-L. ZED- Oxford, OUP, 2009, VIth ed,

Prison Population Inflation NER, Legal Constructions 22-43 (identifying general

18.

(Adopted by the Committee
of Ministers on 30 Septem-
ber 1999) at http://www.leg-
islationline.org/documents/
1d/8040.

S. A. KADISH, The Crisis of
Overcriminalization, in Am

of Crime, in M. MAGUIRE-
R. MORGAN-R. REINER
(eds), Oxford Handbook of
Criminology, 5th ed., OUP,
2012, 159 164-73 (explaining
criminalization in historical
perspective).

principles that ought to be
considered when deciding
whether or not to make
conduct criminal).



142

NEW EUROPEAN CRIMES AND TRUST-BASED POLICY

21. John Stuart Mill, On Liberty

22.

23.

24.

25.

26.

(first published in 1859,
reprinted in 1863 Boston:
Ticknor and Fields), pp.
22-23. According to Mill,
“the only purpose for which
power can be rightfully exer-
cised over any member of a
civilised community against
his will is to prevent harm to
others. His own good, either
physical or moral, is not a
sufficient warrant. He cannot
rightfully be compelled to
do or forebear (...) because

in the opinion of others to
do so would be wise or even
right”. Id at 22-23. or On
Liberty (1859) ch. 1, par. 9

H.L.A. HART, Law, Liberty
and Morality 4-5 (1963)

R. DWORKIN, Lord Devlin
and the Enforcement of
Morals, in Yale Law Journal,
1966, vol. 75, 986, 992.

J. FEINBERG, The Moral Lim-
its of the Criminal Law: Harm
to Others 63 (1984) (explain-
ing the various meanings

of the expression “harm to
others”); J. FEINBERG, The
Moral Limits of the Criminal
Law: Offence to Others (1985);
J. Feinberg, The Moral Limits
of the Criminal Law: Harm to
Self (19806) J. FEINBERG, The
Moral Limits of the Criminal
Law: Harmless Wrongdoing
(1990).

See H. PACKER, The Limits
of the Criminal Sanction 17
266 (1969) (saying that
ever since Mill’s essay, the
dispute between law and
morality has been forged
upon the formula of “Harm
to Others”). Also see S.
WALLERSTEIN, Criminalis-
ing Remote Harm and the
Case of Antidemocratic
Activity 28 Cardozo Law Rev.
2697, 2699 (2007); Darryl
Brown, History’s Challenge
to Criminal Law Theory, 3
Crim Law and PHILOS 271,
278-82 (2009); L. FARMER,
Criminal Wrongs in His-
torical Perspective, in R.
A.DUFF ET AL. (eds.), The
Boundaries of the Criminal
Law, 2010, p. 214.

D. HUSAK, Limitations on
Criminalization and the Gen-
eral Part of Criminal Law, in
S. Shute- A. Simester (eds),
Criminal Law: Doctrines of
the General Part, Cambridge,

The starting point for any debate on criteria for criminalization is the “harm prin-
ciple”. This principle, which was first articulated by John Stuart Mill,?! rejects the use
of society’s power for any purpose other than that of preventing “harm to others”.
This principle was supported by prominent legal scholars, including Hart?*? and Dwor-
kin,?®> and was thoroughly analysed by the American legal philosopher Joel Feinberg.
Feinberg assessed the harm principle with specific regard to the criminal law, in a
book series on four possible criminalization principles: 1) the harm principle, 2) the
offence principle, 3) legal paternalism and 4) legal moralism.?* Among them, the harm
principle was identified by Feinberg as the most acceptable criminalization principle
in modern society?S and, ever since, Feinberg’s writings are considered to be the best
defence of this fundamental principle.2® Despite some commentators having pointed
out that criminal offences may be justified even in the absence of harm to a specific per-
son, when the harm is done to society at large (so-called victimless crimes or crimes
against the public order), the punishment of individuals who harm other individuals
is the most obviously legitimate task of the criminal justice system. Therefore, the
harm principle remains pivotal for any liberal model of criminalization. Simester and
von Hirsch,?” adapting Feinberg, set out the harm principle in the following schematic
form, which is a valuable tool for policy makers and legislators:

HARM PRINCIPLE

Step 1: Consider the gravity of the eventual harm, and its likelihood. The greater the
gravity and likelihood, the stronger is the case for criminalization.

Step 2: Weigh against the foregoing, the social value of the conduct, and the degree
of intrusion upon actors’ choices that criminalization would involve. The more valu-
able the conduct is, or the more the prohibition would restrict liberty, the stronger the
countervailing case would be.

Step 3: Observe certain side-constraints that would preclude criminalization. The pro-
hibition should not, for example, infringe rights of privacy and free expression.

Despite being essential for any criminalization decision, the harm principle only sets a
necessary condition for criminalization, not a sufficient one.?® Legal scholars agree that
another fundamental principle in relation to criminalization is the “culpability princi-
ple”, which describes the degree of one’s blameworthiness in the commission of a crime.
Standard criminal law doctrine states that a person should not be liable to conviction
without proof of fault, in the form of intention, recklessness or negligence. Criminal
liability without fault, indeed, would be to impose state censure undeservedly, failing
to respect persons as thinking, planning individuals.?’ In reality, however, many Euro-
pean states have seen, in recent years, an increase in the use of strict liability offences,
i.e. offences that do not require the prosecution to prove any fault on the part of the
defendant in relation to some elements of the conduct. In the UK, for example, around
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one-third of all new criminal offences in 2005 contained at least one strict liability ele-
ment.3° These were not merely so-called regulatory offences, penalizing failures to com-
ply with financial or industrial regulations, but also offences carrying a maximum of
life imprisonment. Thus, sections 5 and 6 of the Sexual Offences Act 2003 punish with
a maximum of life imprisonment the offences of rape and sexual penetration of a child
under 13, imposing strict liability as age.>! These provisions are typical of many other
European states. Even those jurisdictions that formally reject the constitutionality of
strict liability offences, as inconsistent with the nulla poena sine culpa principle, impose
strict liability as to age for some sexual offences where a minor is the victim. This has
long been the case, for example, of Italy, which only recently introduced an excusing
condition for the so-called “inevitable ignorance” as to age.’> Whether strict liability
is exceptionally justified in such cases is controversial and will be left for debate else-
where. The point here is that there should be a strong presumption against strict crimi-
nal liability, because it is contrary to the principle nulla poena sine culpa.>® It should be
regarded as exceptional and in need of strong justification, particularly when the pro-
posed criminalization carries a heavy penalty. Therefore, policy makers and legislators
should be guided in their criminalization decision by the following principle:

CULPABILITY PRINCIPLE

Fault (i.e. mens rea) - in the form of intention, recklessness or negligence - is to be
required in relation to all the elements of the conduct (i.e. actus reus). Only exceptional
circumstances, which require strong justification, may allow departure from this prin-
ciple.

Harm plus culpability, therefore, is the paradigm of criminal liability and criminal-
ization.>* Nowadays however, alive to the inevitable vagueness of concepts such as
“harm” and “culpability”, criminal law scholars are making important strides in speci-
fying these two principles and developing additional criteria for and against the use of
the criminal law.3®> Among them, the American legal philosopher Douglas Husak and
the English criminal law professor Andrew Ashworth deserve the most credit for hav-
ing defended general limitations on the use of the penal sanction, to narrow the reach
of the criminal law. In light of the importance of their contribution, we will hereby
undertake an analysis of their valuable work.

In his recent monograph, Husak argues that the interest in developing criteria for
criminalization is a fairly recent phenomenon, and considers the absence of a viable
account of criminalization as the most glaring failure of penal theory as it has devel-
oped on both sides of the Atlantic.3® Thus, he assumes the difficult task of defending a
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normative theory of criminalization, i.e. a set of principles that limit the authority of
the state to enact and enforce penal offences. According to his theory, which has gained
extensive support,3” seven principles should guide the legislator in criminalization
decisions. Four of them are “internal” principles, since they can be derived from within
the criminal law itself, and three of them are “external” principles, since they emerge
from a political view about the conditions under which the rights implicated by pun-
ishment may be infringed. The internal principles are: 1) the nontrivial harm or evil
constraint,?® according to which criminal liability may not be imposed unless statutes
are designed to prohibit a nontrivial harm or evil, or the risk of it; 2) the wrongful-
ness constraint,3® which states that criminal liability may not be imposed unless the
defendant’s conduct is wrongful, thus calling into question those offences that do not
provide for a culpability requirement; 3) the desert constraint,*° which holds that pun-
ishment is justified only when, and to the extent that, it is deserved, with the result
that excusing conditions should place the conduct beyond the reach of the criminal
law and excessive punishment should not be tolerated; and 4) the burden of proof
constraint,*! according to which the state must provide reason to believe that its crimi-
nalization decisions satisfy this normative theory of criminalization, explicitly stating
the ratio legis. The external principles of Husak’s theory, instead, form the framework
for a test of “intermediate scrutiny” for criminal legislation, which is derived from
constitutional law theory. They are: 5) the substantial state interest constraint,*? which
states that criminal legislation may only be imposed if it fulfils a substantial state
interest, i.e. a proper concern of the public; 6) the direct advancement constraint,*3
according to which criminal legislation must directly advance that interest, and may
only be enacted if supported by empirical evidence; and 7) the minimum necessary
extent constraint,** which states that criminal legislation must be no more extensive
than necessary to achieve that interest. The law needs not be necessary to achieve it.
All that is required is that no alternative that is equally effective be less extensive than
the law in question. Interestingly, Husak notes that criminal theorists tend to be legal
philosophers who are unskilled in empirical methodology. Quoting Prof Andrew Ash-
worth,%> he stresses that as a result both in the UK and in the US there has never been a
thoroughgoing examination of whether some form of non-criminal enforcement could
be devised to deal effectively with given kinds of offences.*¢ In sum:

HUSAK’S NORMATIVE THEORY OF CRIMINALIZATION

1. Criminal liability may not be imposed unless the offence is designed to prohibit a
nontrivial harm or evil, or the risk of it;

2. Criminal liability may not be imposed unless the defendant’s conduct is wrongful;

3. Punishment is justified only when, and to the extent that, it is deserved;

4. The state must provide reason to believe that the principles of this normative the-
ory of criminalization are satisfied;

5. Criminal legislation may only be imposed if it fulfils a substantial state interest;

6. Criminal legislation must directly advance that interest;

N

Criminal legislation must be no more extensive than necessary to achieve that
interest.

Husak’s main interest is in raising the level and quality of debate about criminal leg-
islation, especially among legislators themselves, rather than in forcing any particular
conclusions about any particular criminal laws or legislative purposes. His normative
theory of criminalization, based on principled reasoning, is a good antidote to the fren-
zied approach to law-making and the cynical pandering to public fear that afflict many
politicians today.4”
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1.3 IN PARTICULAR: CRIMES OF RISK PREVENTION

An area of the law that requires particular attention and is said to be in need of specific
criteria for criminalization is that of so-called crimes of risk prevention/preventive
measures.*® This is an area that has expanded significantly in recent years, due to
increased emphasis on the state’s duties to seek to protect its citizens from suffering
harms or wrongs.*? In essence, the state has come to have a responsibility not merely
to punish, but also to reduce the incidence of the kinds of conduct that are criminalized.
As a result, the historical orientation of the criminal justice system towards reactive
policing and post-hoc punishment® is overlaid today by a proactive, preventive ratio-
nale that seeks to avert harms before they occur.5! A prime example of this trend is the
introduction, in England and Wales, of Control Orders under the Prevention of Terror-
ism Act 2005, whose heavy restrictions upon the liberty of those suspected of involve-
ment in terrorist activity were said to be justified on the grounds of averting possible
catastrophic harm.>? As it is well known, these counter-terrorism preventive measures
are common in several other jurisdictions, both in Europe and the United States.
Crimes of risk prevention are particularly worrisome because they diverge from
the paradigm of “harm plus culpability” that characterizes the major criminal offences,
such as murder.>® They represent non-consummate> and non-constitutive®® crimes,
committed prior to and without anyone being wronged or harmed. Andrew Ashworth
and Lucia Zedner, with the purpose of demonstrating the ways in which these crimes
diverge from the paradigm, provide a useful taxonomy of crimes of risk prevention.

The taxonomy is based on English offences, but similar offences can be found in many

other jurisdictions. It includes:

A. Inchoate offences. Typically, they are crimes of attempt, conspiracy, and solicitation.

B. Substantive offences defined in the inchoate mode. Examples are: burglary, which
penalizes entry with intent to steal and fraud, which penalizes making a false repre-
sentation with intent to cause gain or loss. No loss need have been caused, no harm
done.

C. Preparatory and pre-inchoate offences. They penalize conduct at an earlier stage than
traditional inchoate offences. Examples are, under the Terrorism Act 20006: publish-
ing a statement likely to be understood as an encouragement of terrorism (§1) and
disseminating terrorist publications with intent to encourage terrorism directly or
indirectly (§2).

D. Crimes of possession. There is growing list of articles whose possession is crimi-
nalized. Examples are: possession of explosives and automatic firearms, as well
as other offensive weapons (to protect public safety); possession of information
likely to be useful to a person preparing an act of terrorism, and possession of any
article giving rise to a reasonable suspicion that the possession is for a purpose
connected with terrorism (to suppress terrorism); possession of drugs (to suppress
the drugs trade); and possession of indecent images of children (to protect children
from exploitation).

E. Crimes of membership. They penalize membership in certain organizations, e.g. orga-
nizations that have among their objectives the promotion or encouragement of ter-
rorism.

F. Crimes of endangerment. They include offences of concrete or explicit endanger-
ment, such as endangering the safety of rail passengers and dangerous driving, and
offences of abstract or implicit endangerment, such as drunk driving and speeding.

What criminal law scholars emphasize with regard to these offences is that unreserv-
edly promoting prevention carries the risk of licensing unrestrained state intervention
and may result in an overly extensive and intrusive criminal law®’. Therefore, there is a
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need to identify specific principles that must form the framework for the justification of,
and the limitations on, criminal offences driven primarily by the preventive rationale.

Douglas Husak has devised a special version of his normative theory of criminal-
ization to apply to crimes of risk prevention, arguing that overcriminalization arises
in this area if the law does not abide by four basic requirements.5® As Husak himself
acknowledges, these are sophisticated requirements that need further elaboration if
they are to provide a working guide to the legislator. However, they can be summarized
in the following form, simplified by Andrew Ashworth:%°

HUSAK’S CRITERIA - CRIMES OF RISK PREVENTION

1. Substantial risk requirement: an offence is justified only if it is required to reduce a
substantial risk, in the sense that both the harm to be avoided and the degree of risk
that it will occur should be not insubstantial;

2. Prevention requirement: an offence is justified only if it is likely to be effective in
reducing the likelihood of harm occurring;

3. Consummate harm requirement: an offence of risk prevention is justified only if it
would also be justified to criminalize the consummate offence that intentionally
and directly cause that very state of affairs;

4. Culpability requirement: an offence is not justified if it criminalizes the mere belong-
ing to a category or group deemed dangerous or risky.

Despite the uncontested significance of Husak’s contribution, the most successful
effort to develop workable criteria for criminalization in the area of preventive mea-
sures is probably the one by Andrew Ashworth and Lucia Zedner. The two authors, in
“Prevention and criminalization: justifications and limits”, identify 11 workable prin-
ciples for policy makers and legislators.®® These principles, which require no further
explanation, are the following:

ASHWORTH & ZEDNER'’S CRITERIA - CRIMES OF RISK PREVENTION

1. Itis anecessary condition of criminalization that the harm principle is satisfied, and
that causing or risking the harm amounts to a wrong.

2. In determining whether there are sufficient reasons for criminalizing particular
conduct, the costs and risks of criminalization should be taken into account, as well
as the harm that is sought to be prevented. In particular, any probable and unwar-
ranted erosion of the security of the individual from state interference should be
avoided.

3. Criminalization should only be resorted to if it is the least restrictive appropriate
response.

4. In principle, preventive offences may be justifiable on retributive or consequential-
ist grounds. Where the justification is consequentialist, it must be subject to the
satisfactory resolution of empirical questions about the calculation of risk and of
normative issues arising from the remoteness of the harm.

5. The more remote the conduct criminalized is from the harm-to-be-prevented, and
the less grave that harm, the more compelling the case for higher-level fault require-
ments such as dishonesty, intention, knowledge, or subjective recklessness.

6. In principle, a person may be held liable for acts he or she has done, simply on
the basis of what he or she may do at some time in the future, only if the person has
declared an intent to do those acts in a form that satisfies the requirements of an
attempt, conspiracy, or solicitation.
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7. In principle, a person may be held liable for the future acts of others only if that
person has a sufficient normative involvement in those acts (e.g., that he or she has
encouraged, assisted, or facilitated), or where the acts of the other were foreseeable,
with respect to which the person has an obligation to prevent a harm that might be
caused by the other.

8. All offences, including those enacted on a preventive rationale, ought to comply
with rule-of-law values, such as certainty of definition, fair warning, and fair labelling,
so as to identify the wrong that they penalize, for the purpose of guiding conduct
and publicly evaluating the wrong done.

9. All offences, including those enacted on a preventive rationale, ought to be so
drafted as to require the court to adjudicate on the particular wrong targeted, and not on
some broader or prior conduct.

10. Concrete or explicit endangerment should only be considered for criminalization
where a significant risk of serious harm is created by a person’s actions, and where
those actions were unreasonable in the circumstances in the sense that they failed to
show appropriate concern for the interests of others.

11. Abstract or implicit endangerment may supply a good reason for an offence that speci-
fies a precise limit for conduct of a potentially dangerous nature, but only if it
focuses criminalization on those instances where there is a significant risk of serious
harm and minimizes the criminalization of people who actually present no danger.

Ashworth, similarly to Husak, laments the tendency among writings on English crimi-
nal law to devote little attention to the rightfulness or wrongfulness of criminalizing
certain conduct.®! Although he considers the prevention of harms and wrongs as one
of the state’s central functions, he embraces a “minimalist approach” to criminal law.%?
Thus, the eleven principles that he advances through a process of analysis and cri-
tique are meant to provide limitations on the pursuit of the preventive rationale in the
criminal law. They are necessary to protect citizens from considerable extensions of
the criminal law that may occur through the penalization of conduct remote from and
independent of the actual causation of harm.%3

In conclusion, although the objective of effectively constraining the legislator in
its criminalization decision is far from having been attained, there have been deci-
sive steps in that direction in the recent period. This is because workable criteria for
criminalization have started being developed by academics.® It is important that the
momentum is not lost, but it is rather given visibility so that additional contributions
may further improve the quality of the discourse.

2. ALTERNATIVES TO CRIMINALIZATION

There is a recurring trend among European statesto resort to the criminal law to
address longstanding social problems such as vagrancy, public drunkenness, drugs,
gambling, prostitution, immigration etc.% Certainly, criminalization of these forms of
conduct is one way to achieve some form of compliance, through the threat of criminal
punishment. As we have seen in Part 1 of this paper, however, in some cases the use of
the criminal law may be unjustified, inappropriate or unnecessary. The focus of Part 2,
then, is on the conceptualization of alternatives to criminalization in the regulation of
social problems. First, we will define the concepts of “decriminalization” and “legaliza-
tion”. Then, we will analyse the role of decriminalization within the framework of the
Council of Europe. Finally, we will delineate the direction in which decriminalization
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reforms should go, identifying both which European legal system could be used as a
guide for further developments and which major areas of the law should be particu-
larly considered for decriminalization.

Task 1 of this work package is mainly devoted to a theoretical analysis of alterna-
tives to criminalization. Task 2 and 3, instead, will provide specific case studies on suc-
cessful decriminalization strategies and good/bad practises related to overcriminaliza-
tion and decriminalization across European member states.

2.1 DECRIMINALIZATION AND LEGALIZATION

From a sociological point of view, there are three ways in which legal prohibitions may
become obsolete, and thus lead to decriminalization or legalization of the underly-
ing conduct: technologically, scientifically and morally.°® Technological obsolescence
occurs when the technology of a society changes so that particular kinds of activity
become socially unimportant (e.g. laws relating to the use, control and conversion of
horses become irrelevant in a urban auto-dominated society). Scientific obsolescence
occurs when scientific change undermines criminal norms by invalidating causal con-
nections implicitly assumed (e.g. laws against witchcraft). Finally, when a moral posi-
tion appears outdated the criminal law designed to support that moral position also
changes. Infusing a particular area of activity with increased moral meaning may lead
to new laws, as in the case of the progress of anti-slavery legislation, demonstrating
that this institution came to be viewed in a new moral light.

As far as the law is concerned, there are two alternatives to the criminalization
of a certain conduct: “decriminalization” and “legalization”. Confusingly, some com-
mentators use these terms as synonyms. And misunderstanding is often generated
by conflicting interpretations of these terms in a discussion of reforms.®” Some initial
clarifications, therefore, are required.

We will use the term “decriminalization” as in Mike Hough’s definition,® to refer
to measures that retain the offence in question as an offence, but avoid criminal pros-
ecution and punishment. Decriminalization means that the criminal penalties attrib-
uted to the act are no longer in effect. Some European commentators tend to refer to
decriminalization as “depenalization”. This reflects the fact that penal law and criminal
law are synonyms in many European systems. In essence, decriminalization occurs in
different European jurisdictions either by 1) downgrading the legal status of offences,
so that they are administrative rather than criminal offences, subject to fixed penalty
fines along the lines of parking tickets, or by 2) retaining the status of criminal offence
on the books while avoiding the imposition of criminal penalties.®” The latter approach
operates by 2a) allowing for administrative sanctions to be imposed or 2b) issuing
guidance to police or prosecutors to avoid enforcement in specified circumstances.”®
Decriminalization through the downgrading of criminal offences to administrative
offences has the advantage of sending a clear message: certain forms of conduct are
not so heinous as to require criminal punishment. However, it also requires a major
effort from the legislator. As it is well known, indeed, criminal law offences are easy to
enact but rather hard to repeal.

We will use the term “legalization”, instead, to refer to the removal of an offence
from both the administrative and the criminal law. Legalization makes an act com-
pletely acceptable in the eyes of the law, and the act is, therefore, not subject to any
penalties. In a certain way, it is a more profound change in the law than decriminaliza-
tion. Typically, however, legalization is coupled with a system of governmental regula-
tion and supervision (e.g. legalization of alcohol is generally subject to licensing laws
and the prohibition to sell to minors, legalization of prostitution may be coupled with
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2.2 THE FRAMEWORK OF THE COUNCIL OF EUROPE

The topic of decriminalization has long been central within the framework of the
Council of Europe. The Council of Europe acknowledges that the criminal law is the
most intrusive of all social control institutions and must be used minimally. Therefore,
already in 1987, Recommendation No. R (87) 18 on “The Simplification of Criminal

Justice” emphasized the need for European states to increase the use (and one could

imply also move toward the adoption) of a system of administrative sanctions to deal

with minor offences:”!

1. Legal systems which make a distinction between administrative offences and crimi-
nal offences should take steps to decriminalise offences, particularly mass offences in the
field of road traffic, tax and customs laws under the condition that they are inherently
minor.

2. In dealing with such offences, (...) all states should make use of summary proce-
dures or written procedures not calling, in the first place, for the services of a judge.

3. No physical coercive measure - especially detention on remand - should be ordered.

4. The sanctions so imposed should be principally of a pecuniary nature and their rate,
determined by law, should normally be a fixed or a lump sum (...).

5. Such pecuniary sanctions could be collected on the spot by the officer recording the
offence, or subsequently notified to the suspect by the competent administrative or
judicial authority (...)

6. This procedure (...) should be subject to express or tacit acceptance, the payment of
the fine or otherwise complying with the sanction being equivalent to agreement.

7. The acceptance of or compliance with such a proposal should preclude any prosecu-
tion in respect of the same facts (ne bis in idem).

8. Such procedure should not infringe the right of the suspect to have his/her case
brought before a judicial authority.

Then, Recommendation No. R (95) 12 on “The Management of Criminal Justice”
also recalled that crime policies such as decriminalization, depenalization or diversion,
mediation and the simplification of criminal procedure can contribute to addressing the
difficulties of increase in the number and the complexity of cases, unwarranted delays,
budgetary constraints and increased expectations from public and staff.”> More recently,
Recommendation No. R (99) 22 concerning “Prison Overcrowding and Prison Popula-
tion Inflation” also generally urged the states to consider decriminalization measures:”3
1. Deprivation of liberty should be regarded as a sanction or measure of last resort and

should therefore be provided for only, where the seriousness of the offence would

make any other sanction or measure clearly inadequate (...).

4. Member states should consider the possibility of decriminalising certain types of offence
or reclassifying them so that they do not attract penalties entailing the deprivation
of liberty.

As it emerges from these Recommendations, decriminalization and the use of an
administrative system to deal with minor offences are highly favoured at the European
level. This is because of the benefits that decriminalization brings to both the func-
tioning of the criminal justice system, which can focus on more serious crimes, and
combating prison overcrowding, through the diversion of low-level offenders to less
stigmatising sanctions.
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French criminal law, simi-
larly, differentiates among
three types of criminal
offence: crimes, which cor-
respond to felonies; délits,
which come close to the Ger-
man concept of Verbrechen;
and contraventions, which
correspond to the German
concept of administrative
offences (Ordnungswidrig-
keiten). For certain types

of traffic offence a system
of tariffs applies with fixed
amounts of administrative
fines imposed by the police.
In such cases, the defendant
may either consent by pay-
ing the fine, which in turn
finalizes the procedure, or
appeal to the public pros-
ecutor, which then decides
whether to dismiss the case
unconditionally or take the
case to court, with the con-
sequence of ordinary trial
procedures.

2.3 THE GERMAN MODEL: ORDNUNGSWIDRIGKEITEN

In line with the Council of Europe Recommendations, several scholars have recently
argued for the adoption by European states of a system of administrative sanctions
similar to the one developed by Germany.”* They have argued that both the German
administrative system itself, which is clearly distinct from the criminal justice system
and establishes penalties through a lean and cost-effective procedure, and the wide
range of offences to which it applies could be seen as a useful guide for decriminaliza-
tion reforms.

German law provides for three degrees of infractions: 1) felonies (Verbrechen), i.e.
criminal offences punishable with at least one year of imprisonment; 2) misdemeanours
(Vergehen),”s i.e. all other criminal offences, punishable with either a fine or with impris-
onment; and 3) petty infractions (Ordnungswidrigkeiten), i.e. administrative offences.
Ordnungswidrigkeiten are not deemed to be criminal - in the sense of carrying moral
blame or stigma - and are punished only with a fine and the temporary loss of certain
privileges.”® They are determined, often on a strict liability basis, by an administrative
agency after an informal hearing. The agency determines the amount of the penalty,
primarily based on the seriousness of the violation. The defendant may appeal the deci-
sion, after which there is an expedited trial where an ordinary court undertakes an inde-
pendent review of the facts.”” The first comprehensive statute providing for Ordnung-
swidrigkeiten was passed in 1952. Then, in the early sixties, German criminal policy
focused on the decriminalization of a wide range of minor criminal offences, e.g. traffic
offences. In 1975, the category of minor criminal offences (Ubertretungen) was abolished
altogether, mainly through the downgrading of these offences to mere Ordnungswidrig-
keiten - as in the case of dangerous animals, noise control and environmental regula-
tion - and partly through the complete abandonment of punishment - as in the cases of
begging and vagrancy.”® Today, prostitution is legal and regulated in Germany. In 2002,
the German Prostitution Act”® made prostitution a legal profession, expressively stating
that prostitution should not be considered immoral anymore. This allowed prostitutes to
obtain regular work contracts and access the welfare system. As to drug policy, in 1994
the Federal Constitutional Court ruled that drug addiction was not a crime, nor was the
possession of small amounts of drugs for personal use. In 2000 the German narcotic
law® was changed to allow for supervised drug-injection rooms. The positive results of a
study on the effects of heroin-assisted treatment on addicts led to the inclusion of heroin-
assisted treatment withing the framework of the mandatory health insurance in 2009.

As it emerges from this brief summary, most of the social problems around which
the continuing decriminalization debate revolves are regulated in Germany through
either a streamlined administrative procedure or by complete legalization. It is for
this reason that legal scholars who support a liberal model of the criminal law often
mention the German model as a successful example of decriminalization. In an effort
to conceptualize the areas where other states might want to “borrow” from Germany
the narrower scope of the criminal law, we will now turn to a brief analysis of victim-
less crimes and preventive measures. Although these are very broad categories, which
overlap to a certain extent (e.g. possession offences belong to both categories), they are
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used here merely with the purpose of identifying two major areas of the law where the
use of criminal sanctions seems highly contestable.

2.4 AN OLD CHALLENGE: VICTIMLESS CRIMES

Victimless crimes have long been at the core of the debate on decriminalization.®!
They criminalize controversial social problems, lacking a definite victim. Although all
authors do not use the term in the same way, the following offences have been included
in the victimless crime category: public drunkenness; vagrancy; various sexual acts
involving consenting adults (fornication, adultery, bigamy, incest, sodomy, homosexu-
ality, and prostitution), obscenity, pornography, drug offences, abortion, gambling and
juvenile status offences. Crimes of border crossing are similarly considered victimless
crimes: to the extent the harm is done at all, it is to the integrity of the state’s border
and immigration policy.8?

The arguments for the repeal or substantial restriction of criminal laws against vic-
timless crimes fall into two categories. Some argue that, as a matter of principle, soci-
ety may not legitimately prohibit conduct that harms only the actor.83 Others argue
that, even if it might be legitimate to punish victimless crimes since they may be
considered to harm society at large, there are certain practical reasons why it is unwise
to do so0.8 These practical reasons derive from three attributes of victimless crimes:
1) most of them involve no complaining parties other than police officers. Thus, these
offences are harder to detect and prosecute than crimes with victims, and the police are
forced to engage in a number of practices (e.g. surveillance and entrapment) that are
subject to serious abuse. Police misbehaviour in these practices further reduces pub-
lic respect for, and cooperation with, the institutions of criminal justice, particularly
among social groups already alienated from society, i.e. the poor, ethnic minorities,
and the young. This is on of the adverse effects of ineffective over-criminalisation on
public trust in justice; 2) many of them involve the exchange of prohibited goods or
services that are strongly desired by the participants. Thus, criminal penalties tend to
limit the supply more than the demand, driving up the black-market price and creat-
ing monopoly profits for those criminals who remain in business (the so-called crime
tariff); and 3) all seek to prevent individual or social harms that are believed to be less
serious and/or less likely to occur than the harms involved in crimes with victims. This
aspect is said to further reduce respect for law on the part of citizens, who believe that
these acts are essentially not wrong. Moreover, their prosecution leads to substantial
waste in criminal justice resources.

Critics of the victimless crime criterion point out that the concept lacks a clear
definition, fails to cover some of the offences to which it has been applied (e.g. the con-
sensual nature of the transactions and the fact that they are strongly desired applies in
only the broadest sense to incest), and applies equally well to other offences that have
not been generally proposed for repeal or substantial restriction (e.g. receiving stolen
property, possession of unregistered weapons, most traffic law violations, and health,
safety, environmental, and regulatory offences). In addition, critics argue, the victim-
less crime concept says very little about the difficult choices between alternatives
to current criminal laws: partial decriminalization through a reduction in penalties,
downgrading to administrative offences, or complete legalization. Thus, critics argue,
the term is only a cover for subjective value judgments about the wisdom of specific
criminal statutes, and fails to provide an objective criminalization standard that could
be easily applied and would be deserving of broad acceptance.

The point here, however, is that labelling a crime as victimless only begins what
is, in most cases, a very difficult process of assessing complex empirical facts and fun-
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damental value choices.®% Task 2 and 3 of this work package will go into the details of
that assessment process, and make policy proposal in relation to some of the so-called
victimless crimes. At this preliminary stage it is enough to note that several schol-
ars, among whom the German professor Thomas Weigend and the American professor
Richard Frase®® claim that other states should borrow from Germany the complete
decriminalization of most of these conducts.

2.5 ANEW CHALLENGE: CRIMES OF RISK PREVENTION

Preventive measures have become part of the debate on decriminalization only since
the beginning of the twentieth century, as a result of the new preventive function that
has come to characterize most systems of criminal justice. As we have seen in Part 1,
according to Ashworth and Zedner’s taxonomy preventive measures include incho-
ate offences, substantive offences defined in the inchoate mode, preparatory and pre-
inchoate offences, crimes of possession, crimes of membership and crimes of endan-
germent.8”

Ashworth is among those scholars who support the use of a system of administra-
tive sanctions in the area of preventive measures, particularly when the risk of harm
is remote from the conduct in question. He claims that if the limiting principles that
he identifies were applied conscientiously,®® many of the recent preventive extensions
of the criminal law, and in particular membership and endangerment offences, might
appear to lie at the very limits of justifiability, such as to call into question their crimi-
nalization. Therefore, he favours the introduction of a system of “prevention through
regulation” for these offences. As he notes, the key element of the systems of adminis-
trative offences adopted in many continental European jurisdictions, such as Germany,
is that the penalties are set at a low level.2? The purpose of these systems is to subject
minor infractions to a lower-level system of sanctions that is efficient enough to ensure
no resulting loss of preventive efficacy. Thus, according to Ashworth, there should be,
in principle, an initial decision about whether the conduct constitutes a serious wrong
that merits criminalization, with public censure and punishment to follow, or whether
the conduct is a minor wrong that can properly be dealt with in this non-stigmatic
way by a relatively low penalty.”® If the conduct falls into the former category, con-
sideration should be given to defining and criminalizing the behaviour, in accordance
with a proper normative theory of criminalization and with all the safeguards of a fair
criminal procedure. If the conduct falls into the latter category, then a system such as
Germany’s Ordnungswidrigkeiten should be applied. This system should provide that:
a) the decision to impose a sanction may be taken by administrators or regulators, i.e.
personnel less highly trained; b) the financial penalty would not require formal court
proceedings unless the citizen wishes to contest liability, in which case a relatively
informal hearing, without the full range of criminal safeguards, would take place; and
c) sanctions should be financial and set at a modest level. In cases of non-payment of
administrative fines, coercive detention should be kept as the very last resort measure.
And any such regulatory system would need to comply with the European Conven-
tion on Human Rights. One way of ensuring that would be to provide for an avenue of
appeal to a criminal court with full Convention safeguards; in other words, a defendant
should be offered a fixed penalty or administrative fine, but given the opportunity to
opt for court proceedings if he or she contests the charge.”!

To conclude, as Ashworth notes, the aim of prevention should chiefly be pursued
through the use of administrative sanctions and educational, family, housing and town
planning policies. In particular, this can be achieved through i) social crime prevention
(e.g. by organising activities to take young people away from crime) and ii) situational
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crime prevention (by making the commission of crime more difficult - through tar-
get hardening, opportunity reduction - and observable - through design of buildings,
urban planning, surveillance mechanisms and security cameras).??

CONCLUSIONS

This paper has shown that the areas touched by criminal law in different European
states have expanded significantly since the beginning of the twenty-first century, pri-
marily as a result of the new “preventive” orientation of the criminal justice system. It
has demonstrated that it was only in the recent period that criminalization principles
started being developed by academics, to limit the expansion of the criminal law. Thus,
in an effort to provide workable criteria for the legislator, it has summarized the most
refined versions of these criminalization principles, both in general and with specific
regard to crimes of risk prevention.

Then, this paper has shown that there is a recurring trend among European states
to resort to the criminal law to address longstanding social problems such as vagrancy,
public drunkenness, drugs, gambling, prostitution, immigration etc. Yet, it has empha-
sized that in some cases the use of the criminal law to regulate social problems may be
unjustified, inappropriate or unnecessary. Therefore, it has conceptualized two alterna-
tives to criminalization, i.e. “decriminalization” and “legalization”, and it has delineated
the direction in which decriminalization reforms should go, identifying both which
European legal system could be used as a guide for further developments, i.e. the Ger-
man system of Ordnungswidrigkeiten, and which major areas of the law should be
particularly considered for decriminalization, i.e. victimless crimes and crimes of risk
prevention.

We believe that community’s views about decriminalization/legalization in these
areas should be solicited. In fact, no defect in the criminal law is likely to erode con-
fidence among citizens more rapidly than the perception that the wrong acts are pun-
ished or unpunished.”® Society will lose faith in the penal law if it is perceived as
criminalizing conduct unjustly.”*

What is to be noted, however, is that in order to develop effective strategies to regu-
late social problems an appropriate legal framework of criminalization, decriminaliza-
tion and legalization measures will not suffice. Social measures are also required. In
particular, interventions in the areas of 1) prevention, 2) treatment, 3) harm reduction
and 4) social reintegration must be part of a comprehensive strategy to address social
problems.
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EXECUTIVE SUMMARY

FIDUCIA (New European Crimes and Trust-based Policy) seeks to shed light on a num-

ber of distinctively ‘new European’ criminal behaviours which have emerged in the last

decade as a consequence of both technology developments and the increased mobility

of populations across Europe. A key objective of FIDUCIA is to propose and proof a

‘trust-based’ policy model in relation to emerging forms of criminality - to explore the

idea that public trust and institutional legitimacy are important for the social regula-

tion of the trafficking of human beings, the trafficking of goods, the criminalisation of
migration and ethnic minorities, and cybercrimes.

Work Package 11 draws on European Social Survey (ESS) Round 5 data to assess the
importance of trust and legitimacy in the context of ‘everyday crimes’ such as buying
stolen goods. This overarching goal breaks down into three tasks. The first is descrip-
tive - to document levels of trust and legitimacy across 26 countries (most of which
are in the European Union). The second task is analytical - to explain individual and
national variation in trust and legitimacy. The third task, also analytical, tests models
of instrumental and normative compliance (Tyler, 2006a, 2006b, 2011a 2011b; Hough
et al.,, 2013a, 2013b; Bradford et al., 2013a, 2013b). These tasks are contained in WP11.1,
11.2 and 11.3 respectively.

Deliverable 11.1, which summarises the work produced under WP11.1, is organised
into five sections:

1. The introduction sets out the policy context of the work;

2. A conceptual roadmap elaborates the meaning of trust and legitimacy in the con-
text of comparative public attitudes towards legal authority;

3. The first empirical section details levels of trust and legitimacy in the 26 countries
using a single indicator for each construct (i.e. answers to one survey question for
each dimension of trust and legitimacy);

4. The second empirical section presents levels of trust and legitimacy in the 26 coun-
tries using scales for certain relevant constructs. This involves conducting a sensi-
tivity analysis that investigates the effect of a lack of measurement equivalence on
national estimates; and,

5. The final section summarises the deliverable and provides a roadmap for the other
deliverables in Work Package 11.

1. INTRODUCTION

Concepts of trust and legitimacy speak to a number of important moral and practical
connections between citizens and social systems. Individuals in a democratic society
have the right and expectation to live under a system that operates within the rule
of law, that acts effectively and fairly within commonly accepted norms, that demon-
strates to itself and to citizens its rightful possession of power.

Trust and institutional legitimacy also help to sustain social and political institu-
tions and arrangements. For institutions to flourish, they need to demonstrate to citi-
zens that they are trustworthy and that they possess the authority to govern. In turn,
legitimacy encourages public compliance with the law and cooperation with legal
authorities, facilitating the function of justice institutions (Tyler, 2006a, 2006b, 20113;
Tyler & Jackson, 2013).

In this deliverable we outline the conceptual and methodological roadmap for a
comparative analysis of trust in justice and the legitimacy of legal authorities. Do
Europeans believe that their police and criminal courts are trustworthy? Do Europe-
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ans believe that the police and criminal courts hold legitimate power and influence?
The indicators we present were developed by European Commission Seventh Frame-
work Programme funded EURO-JUSTIS project (www.eurojustis.eu) and subsequently
fielded in Round 5 of the European Social Survey (ESS). In this document we first pres-
ent the theory and describe the methodological development process of the 45-item
ESS module, which provides data on public perceptions of the police and courts in 26
countries.

We then document levels of trust and legitimacy across Europe (and beyond). Some
of the concepts were measured using a single indicator (given pressure of space in the
ESS module), while other concepts were measured using multiple indicators (see also
European Social Survey, 2012; Hough et al, 2013a, 2013b, 2013c). In the context of
cross-national research, however, multiple indicators present an interesting challenge:
namely, does the scale operate in comparable ways across different contexts?

In WP11.1 we present findings from single indicators, documenting country varia-
tion in trust and legitimacy. We also present an innovative new way of assessing and
utilising the scales, involving sensitivity analysis of a particular sort. We estimate
latent means/proportions under the assumption of measurement equivalence; we free
up each individual indicator in the scale and estimate latent means/proportions; and
we present these graphically to assess the extent to which estimates ‘move around’, i.e.
whether national estimates shift when one allows the scales to operate differently in
different contexts. The next step in this new and innovative methodological approach
is to do some sort of model averaging, where a weighted mean/summary is taken from
the various estimates, giving the measurement models with greater fit more weight
(this analysis is underway and is not presented in this document).

WP11.1 presents social indicators of public trust and institutional legitimacy.
Economic indicators are widely used to trace economic development and predict
future economic performance, and while the social, cultural or educational provi-
sion in a nation depends critically on its economic condition, economic indicators do
not tell us everything about a country’s overall social condition. Combining national
information with transnational objectives, social indicators provide measurements of
human well-being and societal functioning, allowing us to monitor the broader sys-
tem, identify change, and guide efforts to improve policy and conditions in areas such
as health (e.g. life expectancy rates), crime (e.g. recorded crime figures) and education
(e.g. school enrolment rates). When taking the measure of a nation it is particularly
important to assess how citizens view the way in which their societies operate. As
Jowell & Eva (2009: 318) ask: ‘Do they, for instance see their societies as generally fair
or unfair? Do their country’s institutions inspire trust or suspicion? Is their system of
criminal justice seen to be even-handed or biased? Do their neighbourhoods feel safe
or dangerous?’

What constitutes human well-being is, of course, a normative and political ques-
tion. But once some level of consensus is reached, social indicators can help policy-
makers understand the shifting circumstances of life in different countries. Social indi-
cators of trust and legitimacy are based on the idea that European Member States need
to pay closer attention to these issues if they are to achieve balanced and effective
crime policies (Schulhofer et al, 2011; Hough, 2013).

Social indicators of trust in justice (and legitimacy) are vital for better formulation
of the problems facing criminal justice agencies, as well as more effective monitoring
of changes in public attitudes in response to policy innovation (Jackson et al., 2011).
An emphasis on public trust and institutional legitimacy can be contrasted with more
short-term and ‘populist’ policies, which exploit public feelings for political gain at the
expense of ensuring that the justice system commands legitimacy and that citizens
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feel safe and secure (Tyler, 2006a, 2006b).

2. CONCEPTUAL ROADMAP

Section 2 outlines what we mean by trust in justice and the legitimacy of legal authori-
ties. A useful distinction can be made between legitimacy and trust. Legitimacy is a
belief in the moral right of legal authorities to possess and exercise power and influ-
ence, while trust is a belief in how individual actors working for the institution per-
form their roles (Jackson & Bradford, 2010; Tyler & Jackson, 2013). In the words of
Hawdon (2008: 186): “The role is legitimate; the individual is trusted.”

Measures of trust should focus on the intentions and capabilities of specific actors,
e.g. whether the individuals or organizations can be trusted to fulfil specific institu-
tional functions, like being effective, fair, dependable and have appropriate priorities.
By contrast, measures of legitimacy should focus on judgements of the right to power,
to prescribe behaviour, and enforce laws that emanate from the role and institution.
They should address the authority that the institution and role confers onto individual
police officers and, conversely, the specific moral validity that actions of individuals
confer back to the institution and role.!

2.1 Trust in justice

To trust in the police and the criminal courts is to assume that criminal justice agen-
cies and agents are willing and able to do what they are tasked to do (Jackson et al,
2012a, 2012b). Spanning both intentions and abilities, trust is the belief that individu-
als working for criminal justice institutions have appropriate shared motivations and
are able to fulfil their roles competently (cf. Hardin, 2002).

It is important to consider the roles that justice systems perform. On the one hand,
criminal justice agencies are public services. Citizens look to them to respond to emer-
gencies, to prevent crimes, to deal with criminals, to punish law-breakers, and so forth.
Accordingly, trust in the effectiveness of an institution is focused on outcomes (rather
than the efficiency of an institution, although an inefficient police force and inefficient
court systems might be bad at providing services). To believe that the police are effec-
tive is to believe, for example, that one can rely upon police officers to be ‘out there’
performing their functions. It is also to believe that one can rely on police officers if
one in the future were to need the police (to respond to an emergency, for instance).

On the other hand, criminal justice agencies are state-sponsored agents of violence
and intrusion. To trust justice institutions thus implies that we believe that they use
- and will use - their power wisely and fairly. We look to police officers not only to
apprehend those who disobey the law, for example, but also to be impartial, fair and
restrained in their use of authority. Trust in distributive justice refers to fairness of
the ‘goods’ that the police and criminal courts distribute. Are the outcomes of justice
distributed equally across society? Trust in the procedural fairness of an institution
turns the focus onto the ways in which institutions wield their authority (Tyler, 2006a,
2006b). Do the police and criminal courts treat people with dignity and respect? Do
they make fair, transparent and accountable decisions?

When we trust a police officer we make a set of assumptions about the way he or
she will behave in the future and how he or se currently behaves (Stoutland, 2001).
The same is true for our sense of trust in police organizations: how do we think they
behave now, and how do we think they will behave in the future? These assumptions
are typically based on assessments of competence, predictability and motives (Luh-
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mann 1979; Hardin 20006). Trust refers to people’s assumptions and beliefs about both
intentions (e.g. do police officers want to be effective and fair?) and competence (e.g. are
police officers able to be effective and fair?). Trust is about expectations about the future
behaviour of actors (e.g. can I rely on the police to be effective and fair in the future)
and expectations about current and ongoing behaviour of the same actors. Given that
citizens have incomplete information (about whether the police are effectively tackling
drug dealing and drug use, whether the police would treat them with respect if they
came into contact with an officer, and whether people often receive fair outcomes from
the police), judgements of trustworthiness are a leap of faith. Risk is inherent in these
assessments of trustworthiness; people cannot be sure that police officers are always
effective and fair - they need to trust that police officers are. Trust is partly a leap of
faith (Mollering 20006) (that police officers, for example, are effective and fair) and
partly an assessment of current performance (are police officers, for example, effective
and fair).

2.2 Legitimacy of legal authorities

For Weber the legitimacy of institutions is indicated by approval or sincere recogni-
tion of a norm, law or social arrangement by citizens within a system. On this account
the legal system is legitimate when people see the system and its representatives as
having the right to exist, to set appropriate standards of conduct, and to enforce these
standards (Tyler & Huo, 2002). Here, legitimacy is partly a psychological state of con-
sent, with authorisation involving a belief that the law and justice officials are to be
complied and cooperated with, not due to threats of sanction in the event of non-com-
pliance, but because compliance and cooperation is the correct standard to maintain
(Tyler, 2006a, 2006b).

But legitimacy is also a psychological state of normative justifiability of the pos-
session of power (Jackson et al, 2011, 2012a, 2012b). Legitimacy is constituted in part
by public assessments of the moral validity of institutional authority, based on judge-
ments of the moral values expressed by actors and institutional practice. In the ESS R5
module (Jackson et al., 2011; European Social Survey 2011, 2012; Hough et al., 20133,
2013b, 2013c) we have conceptualised empirical legitimacy as having three sub-com-
ponents - obligation to obey, legality and moral alignment — and we have constructed
scales to measure each of these three components. This definition partly follows David
Beetham (1991) in arguing that an authority has legitimacy when three preconditions
are met:

1. The ‘governed’ offer their willing consent to defer to the authority; and that,
2. this consent is grounded

a. on the authority’s conformity to standards of legality (acting according to the

law) and

b. on a degree of ‘moral alignment’ between power-holder and the governed,

reflected in shared moral values.

According to this definition, legitimacy is not simply signified by a positive duty to
obey authority and a perception of that authority’s entitlement to command. The sec-
ond and third pre-conditions of empirical legitimacy - legality and moral alignment
- ensure that the obligation to obey is built on a combination of perceived lawfulness
and moral validity of institutions of justice (for discussion of the meaning of legiti-
macy see Jackson et al., 2011; Bradford et al., 2013a, 2013b; Bottoms & Tankebe, 2012;
Tankebe, 2013; Tyler & Jackson, 2013).

Legitimacy is here defined as an additive function of all three components. To say
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that the police are legitimate, for example, is to show that people within a given popu-
lation feel a positive duty to obey the instructions of police officers, feel aligned with
the moral values of the police as an institution (believe that the police have an appro-
priate sense of right and wrong), and believe that police officers act according to the
rule of law. While some variation in individual - and indeed aggregate - ‘scores’ on
these variables is to be expected, significant shortfalls in any one set of opinions or
propensities might lead us to infer that the institution involved suffers from some sort
of legitimacy deficit.

3. PUBLIC TRUST AND INSTITUTIONAL LEGITIMACY:
A FOCUS ON SINGLE INDICATORS

We next draw upon ESS R5 data to address national levels of public trust and perceived
legitimacy of the police and criminal courts, using single measures of each core con-
cept, i.e. we use answers to just one question fielded in the ESS to indicate national
levels. The key constructs that we set out to measure in the module are set out in Box
1. In presenting selected results, we group countries into types, drawing on classifica-
tions used by Cavadino and Dignan (2006, 2013) and Lappi-Seppdld (2011): Neo-liberal;
Conservative corporatist; Social democratic corporatist; Southern European; Post com-
munist; and Others (Israel).

Box 1: Some of the key concepts measured in the Trust in Justice module of ESS Round 5

a. Trust in justice institutions
i.  Trust in police effectiveness
ii.  Trust in police procedural fairness
iii. Trust in police distributive fairness
iv. Trust in court effectiveness
v.  Trust in court procedural fairness
vi. Trust in court distributive fairness
b. Perceived legitimacy
i. Consent to police authority (a sense of obligation to obey the police)
ii. Consent to court authority (a sense of obligation to defer to the author-
ity of the courts
iii. Moral alignment with the police (endorsement of the moral right
to power)
iv. Moral alignment with the courts (endorsement of the moral right
to power)
v. The perceived legality of the police (operating under the rule of law)
vi. The perceived legality of court officials (operating under the rule of law)
c. Willingness to cooperate with the police and courts
i. Preparedness to report crimes to the police
ii. Preparedness to identify suspect to the police
iii. Preparedness to act as a juror in court
d. Compliance with the law: self-report measures of law-breaking over the
past 5 years
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3.1 Variations in trust and legitimacy across country

Figure 1: Trust in police effectiveness, by country

Question: “If a violent crime or house burglary were to occur near to where you live and the
police were called, how slowly or quickly do you think they would arrive at the scene?” (11-
point scale running from ‘slow’ to ‘quick’. Converted in Figure 1 to O ‘slow’ to 1 ‘quick’)
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Figure 1 shows (weighted) data using one of three items used to measure trust in police
effectiveness. The question asked respondents how quickly the police would arrive if a
violent crime occurred near their home, using an 11-point scale (we convert it to 0-1
in Figure 1). We see limited variation across the 26 countries, with most ranging from
0.65 (Switzerland, with the highest mean) and 0.42 (Ukraine, with the lowest mean).
Despite stereotypes of Scandinavian or northern European efficiency and southern or
eastern European tardiness, it seems that Europeans have broadly equivalent beliefs
and expectations about the ability of the police to turn up promptly when needed.
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Figure 2: Trust in court effectiveness, by country
Question: “Please tell me how often you think the courts make mistakes that let guilty people
go free?” (11-point scale running from ‘never’ to ‘always’. Converted in Figure 2 to O ‘always’
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We see a little more country-level variation in levels of trust in court effectiveness
(Figure 2). Respondents were asked how often they thought the courts in their coun-
try made mistakes that let guilty people go free. Lowest levels of trust are found in
four post-communist countries (Bulgaria, Slovenia, Ukraine and Slovakia), two south-
ern European countries (Spain and Greece) and one conservative corporatist country
(France). Highest levels of trust are found in Denmark, Norway, Finland, Germany,
Switzerland, Ireland and Hungary.
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Figure 3: Trust in police procedural fairness, by country

Question: “Based on what you have heard or your own experience how often would you say
the police generally treat people in [country] with respect? (4-point scale: ‘not at all often’,
‘not very often’, ‘often’ and ‘very often’. Converted in Figure to the proportion of people who
said ‘often’ or ‘very often’)
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Figure 3 shows responses to an item about the procedural fairness of the police.
The ESS R5 module asked respondents how often the police treat people fairly, with
responses ranging from ‘very often’ to ‘often’ to ‘not very often’ and ‘not at all often’.
Figure 3 plots the (weighted) proportion of people who say ‘often’ or ‘very often’ (as
opposed to ‘not at all’ or ‘not very often’). Ukraine, the Russian Federation and Israel
have the least positive views on how the police treat people, while Denmark, Finland,
Norway and Spain have the most positive views.

In contrast to the picture in relation to trust in police effectiveness, we find here
significant variation across the different groups of countries. Trust in the fairness of the
police is highest in the social democratic Scandinavian countries, followed by the neo-
liberal fringe of UK and Ireland and the conservative corporatist states. Trust in police
fairness then declines as we move south and east, to what appears to be exceptionally
low levels in the Russian Federation, the Ukraine, and Israel.
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2. Evidence’ refers to the
‘testimony’ a witness gives
verbally in court AND other
materials presented to the
court.

Figure 4: Trust in court procedural fairness, by country
Question: “How often do you think the courts make fair, impartial decisions based on the evi-
dence? made available to them?” (11-point scale running from ‘never’ to ‘always’. Converted
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Figure 4 shows responses to an item about procedural fairness, but this time of
the criminal courts. The focus here moves from interpersonal decision-making (of the
police, see Figure 3) to neutral decision-making (in the criminal courts, see Figure 4).
The question asked respondents how often the courts make fair, impartial decisions
based on the evidence made available to them, using an 11-point scale (we convert it
to 0-1). We find similar patterns to trust in court effectiveness (Figure 2), albeit with
slightly less variation. Lowest levels of trust are found in six post-communist coun-
tries (Bulgaria, Ukraine, Slovakia, Croatia, the Russian Federation and Slovenia) and
three southern European countries (Portugal, Spain and Greece). Highest levels of trust
are found in Denmark, Germany, Switzerland, Ireland and Hungary.
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Figure 5 Trust in police distributive fairness, by country

Question: “When victims report crimes, do you think the police treat rich people worse, poor
people worse, or are rich and poor treated equally? Choose your answer from this card. (3
options: ‘Rich people treated worse’, ‘Poor people treated worse’, ‘Rich and poor treated
equally’). Proportion of people saying ‘rich and poor treated equally’ shown.
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As for trust in police distributive fairness, Figure 5 shows the (weighted) proportion
of people who thought that when dealing with victims of crime, the police tend to treat
rich and poor people equally. The countries least trusting of the police in this regard
are Ukraine, Greece, Russian Federation, Slovakia and Israel. By contrast, Netherlands,
Denmark, Finland and Estonia score relatively well. Variation here appears less closely
correlated with country type, although, in general, perceptions of distributive fairness
are worse in the southern European and post-communist states and more favourable in
the social democratic, conservative corporatist and neo-liberal countries.
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Figure 6 Trust in court distributive fairness, by country

Question: “Now suppose two people from different race or ethnic groups each appear in
court, charged with an identical crime they did not commit. Choose an answer from this
card to show who you think would be more likely to be found guilty.” (3 options: ‘The person
from a different race or ethnic group than most people is more likely to be found guilty’, ‘The
person from the same race or ethnic group as most people is more likely to be found guilty’,
and ‘They both have the same chance of being found guilty’). Proportion of people saying
‘they both have the same chance of being found guilty’ is shown.
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Figure 6 turns to trust in court distributive fairness. We see the (weighted) propor-
tion of respondents who thought that people from different race or ethnic groups would
have the same chance of being found guilty if they appeared in court, charged with an
identical crime that they did not commit. Highest levels of trust are found in the neo-
liberal countries (UK and Ireland), Netherlands, Germany Denmark, Estonia, Slovakia
and Croatia. Lowest levels of trust are found in Greece, Portugal, Israel and Spain.

TRUST AND LEGITIMACY ACROSS EUROPE 167

Figure 7 Legitimacy: felt obligation to obey the police, by country

Question: “To what extent is it your duty to do what the police tell you even if you don’t
understand or agree with the reasons? (11-point scale, running from ‘not at all’ to ‘com-
pletely’, converted to O to 1)
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We now turn to legitimacy. As described above, the first dimension of legtimacy
is consent and felt obligation. Consent refers to the agreement of the members of the
public with decisions made by authorities. It “...precludes the use of external means of
coercion; where force is used, authority itself has failed” (Bottoms and Tankebe, 2012,
p.114). Obligation involves a social, legal, or moral tie - it is a constraining power of
a promise, contract, law, or sense of duty. Asking people whether it is their ‘duty’ to
obey the police seems to capture a positive sense of obligation (something that one
is expected or required to do out of moral or legal obligation) rather than a negative
sense of obedience out of fear of reprisal or a sense of powerlessness.

Figure 7 presents findings for a question measuring respondents’ sense of felt
obligation to obey the police. Scores are highest in Denmark, Finland, Israel, Sweden,
Cyprus, Norway and Hungary, and lowest in the Russian Federation, Ukraine and Slo-
venia.
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Figure 8 Legitimacy: felt obligation to obey the law, by country
Question: “All laws should be strictly obeyed” (Five point scale, running from ‘agree strongly
to ‘disagree strongly’.) Proportion who ‘agree strongly’ or ‘agree’ is shown.
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Figure 8 presents findings for a question measuring respondents’ sense of felt obli-
gation to obey the law, specifically the (weighted) proportion of people saying that they
agree strongly or agree with the sentiment that ‘all laws should be strictly obeyed.” At
first glance the results are puzzling. Compared to felt obligation to obey the police, a
different picture emerges. Specifically, the countries with highest levels of felt obli-
gation are Bulgaria, Greece, Croatia, the Russian Federation and Ukraine, while the
countries with the lowest levels of felt obligation are Sweden, Germany, Denmark and
Norway. Perhaps the answer lies in the wording of the sentiment: ‘all laws should be
strictly obeyed’ (emphasis added). This may tap into a certain authoritarian worldview,
as well as felt obligation of a more positive type.

The first dimension of legitimacy is consent and felt obligation. Consent refers to
the agreement of the members of the public with decisions made by authorities. It
“...precludes the use of external means of coercion; where force is used, authority itself
has failed” (Bottoms and Tankebe, 2012, p.114). Obligation involves a social, legal or
moral tie - it is a constraining power of a promise, contract, law, or sense of duty.
Asking people whether it is their ‘duty’ to obey the police seems to capture a positive
sense of obligation (something that one is expected or required to do out of moral or
legal obligation) rather than a negative sense of obedience out of fear of reprisal or a
sense of powerlessness.
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The second dimension of police legitimacy is moral alignment. For the policed to
regard power-holders as having legitimate authority, they must to a certain extent
believe that its power is normatively justified. Moral alignment can be seen as a consti-
tutive element of legitimacy because it embodies a sense of normative justifiability of
power and authority in the eyes of the citizens, in that institutions (specifically, actors
working for institutions) act in ways that accord with - or are aligned with - public
views about what is right or wrong. ‘Alignment’ is generated when there is accordance
between the ethics of institutions and the ethics of citizens.

When one believes that police officers act in accordance with an appropriate sense
of right and wrong, this constitutes a conferred moral validity to their possession of
power. Recent UK research (Jackson et al., 2012a, 2012b) has linked procedural justice
to the public sense that police officers have the appropriate moral values. When offi-
cers wield their power in fair and just ways, this seems to imbue them with a sense of
appropriate moral purpose and values in the eyes of citizens, generating and sustain-
ing the moral validity of their power and authority. Operating within an appropriate
ethical and normative framework seems to validate possession of power in the eyes of
citizens (Bradford et al., 2013a, 2013b; Jackson et al, 2013).

We measured the moral basis of police authority using questions such as ‘The
police generally have the same sense of right and wrong as I do’. These items are
assumed to indicate whether or not people believe the police are policing according to
a shared vision of appropriate social order, and thus have a sense of moral validity to
their possessed power.
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Figure 9 Legitimacy: moral alignment with the police, by country

Question: “The police generally have the same sense of right and wrong as | do.” (Five
point scale, running from completely agree to ‘completely disagree’.). Proportion who ‘agree
strongly’ or ‘agree’ is shown.
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Figure 9 shows (weighted) levels of agreement with the statement “The police have
the same sense of right and wrong as I do’. We see that moral alignment is highest in
Denmark, France, Sweden and Norway, and lowest in Estonia, Poland, Cyprus and the
Russian Federation. The pattern here is broadly similar to that in relation to felt obli-
gation, and citizens of northern and western European countries generally felt more
morally aligned with their police, while scores on this measure were generally lower
in the post-communist countries.

Figure 10 Legitimacy: moral alignment with the criminal courts, by country

Question: “Courts generally protect the interests of the rich and powerful above those of
ordinary people.” (Five point scale, running from completely agree to ‘completely disagree’.).
Proportion who ‘disagree strongly’ or ‘disagree’ is shown.
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Figure 10 turns to the courts, showing levels of disagreement with the statement
‘Courts generally protect the interests of the rich and powerful above those of ordi-
nary people.” Note that there is some conceptual overlap with distributive justice. For
the present purpose, however, we treat disagreement with this statement as a sense
of shared moral values (assuming that the vast majority of ESS respondents are not
the rich and powerful) and a belief that the courts operate according to an appropriate
sense of right and wrong. We see quite a lot of variation. Moral alignment with the
courts is highest in Denmark, Netherlands, Norway, Sweden and Finland. Moral align-
ment with the courts is lowest in Ukraine, Bulgaria, Portugal, Slovakia and the Russian
Federation.



NEW EUROPEAN CRIMES AND TRUST-BASED POLICY

Figure 11 perceived legality of police action, by country
Question: “How often would you say that the police in [country] take bribes? (11-point scale
where O is ‘never’ and 10 is ‘always’, converted to O to 1.)
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The final sub-component of police legitimacy is the perceived legality of their
actions. For the police to have the right to rule, they must not abuse their entrusted
power; they must act according to the rule of law. Figure 11 shows how often people
think the police take bribes. We see that police bribe-taking is seen to be lowest in Den-
mark, Norway, Finland and Sweden, and highest in the Ukraine, the Russian Federation,
Bulgaria and Slovakia. There is again significant variation by country type. Perceptions
of police corruption were most favourable in the social democratic Scandinavian states
and least favourable in the Southern European and post-communist countries.

Figure 12 perceived legality of criminal court action, by country
Question: “How often would you say that the judges in [country] take bribes? (11-point scale
where O is ‘never’ and 10 is ‘always’, converted to O to 1.)
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Figure 12 shows how often people think judges take bribes. As with the police, we
see that judge bribe-taking is seen to be lowest in Denmark, Finland, Sweden and Nor-
way, and highest in the Ukraine, Croatia, and Poland. As with the police, perceptions
of court corruption were most favourable in the social democratic Scandinavian states
and least favourable in the Southern European and post-communist countries
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4. PUBLIC TRUST AND INSTITUTIONAL LEGITIMACY:
A FOCUS ON MULTIPLE INDICATORS

In section 4 we move beyond single indicators. In the case of trust in the police and
perceptions of police legitimacy, multiple indicators were fielded to measure most
concepts, and we assess here whether the scales for the appropriate constructs operate
comparably in the different countries. We also examine the effect of a lack of measure-
ment equivalence on national estimates.

When multiple items are used to represent abstract and complex constructs such as
attitudes and values, they are often analysed using the statistical method of latent vari-
able modeling. This technique represents responses to the items as measurements of
unobserved (latent) constructs. The most widely used latent variable models are linear
factor analysis models and their extensions. One of the key methodological challenges
in international surveys is the question of cross-national equivalence of measurement.
Essentially the issue is, does a survey question measure the same concept and in the
same way in all countries? If it does not, respondents from different countries can give
different expected responses even if they have the same level of the concept of interest.

Critically, lack of equivalence can compromise any substantive cross-national com-
parisons. It is quite plausible in surveys which cover many countries, perhaps because
of cultural differences in how a question is understood, or variations in questionnaire
translation. It has even been argued that measurements should be assumed non-equiv-
alent by default (see e.g. Kohn 1987), in which case equivalence should always be
demonstrated first of all.

Consider the three items that constitute each scale for trust in police effectiveness,
trust in police procedural fairness, felt obligation to obey the police, and moral align-
ment with the police.

Three items for police effectiveness (eff1, eff2, eff3)

« DI2: Based on what you have heard or your own experience how successful do you
think the police are at preventing crimes in [country] where violence is used or
threatened? Choose your answer from this card, where O is extremely unsuccessful
and 10 is extremely successful.

« DI13: And how successful do you think the police are at catching people who com-
mit house burglaries in [country]? Choose your answer from this card, where O is
extremely unsuccessful and 10 is extremely successful.

« DI4: If a violent crime were to occur near to where you live and the police were
called, how slowly or quickly do you think they would arrive at the scene? Choose
your answer from this card, where 0O is extremely slowly and 10 is extremely quickly.
[separate code for ‘violent crimes never occur near to where I live’

Three items for police procedural fairness (pj1, pj2, pj3)
Next, some questions about when the police deal with crimes like house burglary
and physical assault.

« DI15: Based on what you have heard or your own experience how often would you
say the police generally treat people in [country] with respect ..’not at all often’ ‘not
very often’, ‘often’ or ‘very often’?

« DI16: About how often would you say that the police make fair, impartial decisions
in the cases they deal with? Would you say...not at all often’ ‘not very often’, ‘often’
or ‘very often’?

« DI17: And when dealing with people in [country], how often would you say the police
generally explain their decisions and actions when asked to do so? Would you say...
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‘not at all often’ ‘not very often’, ‘often’, ‘very often’, or ‘no one ever asks the police
to explain their decisions and actions’?

Felt obligation to obey the police (obeyl, obey2, obey3)

Next, some questions about your duty towards the police in [country]. Use this card
where O is not at all your duty and 10 is completely your duty. To what extent is it your
duty to...

« DI8 ..back the decisions made by the police even when you disagree with them?

« DI9 ..do what the police tell you even if you don’t understand or agree with the
reasons?

« D20 ..do what the police tell you to do, even if you don’t like how they treat you?

Moral alignment with the police (moralidl, moralid2 & moralid3)

Using this card, please say to what extent you agree or disagree with each of the
following statements about the police in [country]. ‘Agree strongly’, ‘agree’, ‘neither
agree nor disagree’, ‘disagree’, or ‘disagree strongly’.

« D21:The police generally have the same sense of right and wrong as I do.
« D22: The police stand up for values that are important to people like me.
« D23:1 generally support how the police usually act.

We conduct a series of sensitivity analyses, which involves comparing estimated
factor means given different assumptions about measurement equivalence. Each scale
is analysed using standard multi-group factor analysis. As part of this, special response
options which do not fit into the ordering of the other options are treated as missing
data (as are of course actual missing responses); such options occur for eff3 and pj3.
For each scale, we fit 7 models: one full equivalence model, 3 models where one item
is non-equivalent across the countries, and 3 models where two items are non-equiv-
alent. Note that two non-equivalent items are here the maximum possible, because a
model with all three items non-equivalent does not allow the distributions (means and
variances) of the latent variables to be compared between countries. When an item
is equivalent, all of its measurement parameters (loading, intercept and error vari-
ance) are fixed to be equal across countries; when it is non-equivalent, all of them are
allowed to be different across the countries.

The analysis is done in R, using the lavaan package. The results (see appendix)
show standard goodness of fit statistics for all of the models for each scale, and likeli-
hood ratio tests between the models. In each case, models which free 2 out of 3 items
are favoured in terms of goodness of fit. There is thus little evidence for measurement
equivalence in each of the four scales.

A question to address is what effect a lack of measurement equivalence has on the
task of this article, namely estimating levels of trust and legitimacy in the 26 coun-
tries. Below we present three plots for each scale: one with estimated factor means
(with 95% confidence intervals) from the equivalence model; one with means from the
equivalence model and the three models with one item non-equivalent; and one plot
with the means from all of the 7 models. In the latter, the models with one item non-
equivalent are shown with solid thin lines, and models with two non-equivalent items
with dashed thin lines. In each plot, the countries are ordered in decreasing order of
estimated mean from the equivalence model for that construct.

The reference line in each plot is the weighted average of the estimated country
means from the equivalence model, weighted by ESS population size. It thus repre-
sents, roughly, the estimated average for the combined population of these 26 coun-
tries.
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4.1 Police effectiveness Figure 14 trust in police effectiveness, adding one item non-equivalence
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around a small to moderate amount.
Figure 13 shows estimated levels of trust in police effectiveness in each of the 26 coun-
tries (with 95% confidence intervals) when one assumes that the scales work the same
in each context. This means that the factor loadings and intercepts are constrained to
be equal.
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Figure 15 trust in police effectiveness, adding two item non-equivalence
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Figure 15 adds the estimated means from the last three models, where the models
with two non-equivalent items are indicated with dashed thin lines. We see that the
models with two non-equivalent items produce quite a lot of variation in the esti-
mated means. Say, for example, one is interested in comparing Finland and Switzer-
land. Depending on the specific method one uses, Finland has higher levels of trust
than Switzerland, or it has very similar levels, or Switzerland has higher levels of trust

than Finland.

average trust in police effectiveness

4.2 Police procedural justice

Figure 16 trust in police procedural justice, measurement equivalence assumed
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Figure 16 shows estimated levels of trust in police procedural fairness in each of
the 26 countries (with 95% confidence intervals) when one assumes that the scales
work the same in each context.
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Figure 17 trust in police procedural justice, adding one item non-equivalence
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Figure 17 shows the means from the equivalence model but also plots means from
the three models with one item non-equivalent. We can see that the estimates move
around a small amount.
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Figure 18 trust in police procedural justice, adding two item non-equivalence
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Figure 18 adds the estimated means from the last three models, where the models
with two non-equivalent items are indicated with dashed thin lines. We see that the
models with two non-equivalent items produce a fair amount of variation in the esti-
mated means (although less than trust in police effectiveness).
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4.3 Obligation to obey the police Figure 20 obligation to obey the police, adding one item non-equivalence
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average felt obligation to obey the police Figure 20 shows the means from the equivalence model but also plots means from
the three models with one item non-equivalent. We can see that the estimates move
around a small amount.

Figure 19 shows estimated levels of felt obligation to obey the police in each of the 26

countries (with 95% confidence intervals) when one assumes that the scales work the

same in each context.
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Figure 21 obligation to obey the police, adding two item non-equivalence
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Figure 21 adds the estimated means from the last three models, where the models
with two non-equivalent items are indicated with dashed thin lines. We see that the
models with two non-equivalent items produce a fair amount of variation in the esti-
mated means. Say, for example, one is interested in comparing Norway and Hungary.
Depending on the specific method one uses, Norway has higher levels of trust than
Hungary, or it has very similar levels, or Hungary has higher levels of trust than Nor-
way
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4.4 Moral alignment with the police
Figure 22 moral alignment with the police, measurement equivalence assumed
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Figure 22 shows estimated levels of moral alignment with the police (the belief that
police officers share their sense of right and wrong) in each of the 26 countries (with
95% confidence intervals) when one assumes that the scales work the same in each
context.
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Figure 23 moral alignment with the police, adding one item non-equivalence
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around a small amount.

Figure 24 moral alignment with the police, adding two item non-equivalence
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Figure 24 adds the estimated means from the last three models, where the models
with two non-equivalent items are indicated with dashed thin lines. We see that the
models with two non-equivalent items produce quite a lot of variation in the estimated
means. Say, for example, one is interested in comparing the Ukraine and the Russian
Federation. Depending on the specific method one uses, Ukraine has higher levels of
trust than the Russian Federation, or it has very similar levels, or the Russian Federa-
tion has higher levels of trust than Ukraine.
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5. SUMMARY AND NEXT STEPS

In this FIDUCIA deliverable to the European Commission we have outlined the impor-
tance of social indicators of trust and legitimacy in the domain of criminal justice.
We have defined and measured trust and legitimacy, and we have provided levels of
trust and legitimacy in 26 countries using two methods. The first method draws upon
a single measure of each construct, weighted to form national estimates using Round
5 European Social Survey (ESS) data. The second uses multiple indicators of certain
constructs. Because the data are cross-national, and because the scales can work differ-
ently in different contexts, we assessed the comparability of the scales and the effect of
any lack of direct comparability on national estimates.

We have shown levels of trust and legitimacy in 26 countries. Reporting findings
using a single measure of each construct we found that levels of trust tended to be
lowest in Greece, Portugal, Ukraine, Bulgaria and the Russian Federation, and highest
in Switzerland, Finland, Denmark and Netherlands. Levels of legitimacy tended to be
lowest in Ukraine and the Russian Federation, and highest in Denmark, Finland, Swe-
den and Norway.

Second, some of the constructs are measured using scales in R5 ESS, and we found
a lack of measurement equivalence. We also found that a lack of equivalence poten-
tially compromises any substantive cross-national comparisons. The next step is to
use some kind of model averaging to estimate national levels, weighting different esti-
mates according to measurement equivalence model fit.

Work Package 11 has two other tasks. Task 11.2 turns to the explanation of levels
of trust and legitimacy across Europe. This task will address a wealth of individual
and national/contextual factors will may help explain why some individuals find the
police (for example) trustworthy while other individuals do not, and why the police (for
example) are seen by citizens to be legitimate in some countries and less so in other
countries. Task 11.2 will also add measures of normative legitimacy, e.g. national level
measures of corruption, accountability and transparency.

Furthermore, Task 11.3 examines whether public compliance with the law regard-
ing everyday-crimes (such as buying stolen goods) and intentions to cooperate with
the police and courts are linked to trust and legitimacy. We will explore two models
of crime-crime policy. The first is based on an instrumental model of public behav-
iour. Here, people’s reasons for law-breaking and cooperating with legal authorities
are based on self-interested calculation - that is, driven by “what is in it for me?” If
this model holds, then it follows that compliance and cooperation will be secured by
the presence of formal or informal mechanisms of social control and the existence of
severe sanctions for wrong-doers. The second model is based on normative motiva-
tions. It is based upon the belief that it is right to obey the law - simply because it is
the law - and it is right to help justice systems in the fight against crime. Legal legiti-
macy is the belief that laws are personally binding, that one has a moral obligation to
abide by the law. When people believe that rules are binding, they feel a duty to obey
the rules put in place by authorities, regardless of the morality of a given act or the
unfamiliar nature of the offence.
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Likelihood ratio tests:

APPENDIX
HO H1 LR.test df P.value
Police effectiveness 1 pjeq pjpjl 1132.342 75.000 <0.0005
LCAT output 2  pjeq pj-pj2 967.640 75.000 <0.0005
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2 effeffl 49972 134 -290960.3 5821885 5833703 0 0 2 6 pip2 PJpj23 1282848 75.000 <0.0005
3 effeff2 49972 134 -290707.6 581683.2 582865.0 0 0 3 L .
4 effeff3 49972 134 -2913022 582872.3 584054.1 0 0 4 Obligation to obey the police
5 effeff12 49972 209 -289946.9 580311.7 582154.9 0 0 5 LCAT output
6 effeffl3 49972 209 -289746.7 579911.3 581754.5 0 0 6 Log-likelihood and information criteria:
7 effeff23 49972 209 -289634.4 579686.7 581529.9 1 1 7 Model Observations Parameters LL AIC BIC AICmin BICmin
1 obeyeq 49501 59 -313977.8 628073.7 628593.5 0 0 1
Other fit statistics for linear factor analysis: 2 obey.obeyl 49501 134 3104726 6212132 622393.7 0 0o 2
Model Chi2 df P-value CFI TLI RMSEA RMSEA951 RMSEA95u 3 obey.obey2 49501 134 -313146.3 626560.6 6277411 0 0 3
1 effeq 5750.212 175 0 0.866 0.940 0.129 0.126 0.132 1 4  obey.obey3 49501 134 -312935.3 626138.7 627319.2 0 0 4
2 effeffl 2788.603 100 0 0.935 0.950 0118 0115 0122 2 5  obey.obeyl2 49501 209 -309683.8 619785.5 621626.8 0 0 5
3 effeff2 2283275 100 0 0.948 0.959 0.107 0.103 0.110 3 6 obey.obeyl3 49501 209 -309621.6 619661.1 621502.4 1 1 6
4  effeffs 3472.385 100 0 0919 0.937 0132 0.129 0.136 4 7  obey.obey23 49501 209 -310960.1 622338.1 624179.3 0 0o 7
5 effeffl2  761.803 25 0 0.982 0.945 0.124 0.116 0.131 5
6 effeffl3  361.409 25 0 0.992 0.975 0.084 0.076 0.091 6 Other fit statistics for linear factor analysis:
7 effeff23 136818 25 0 0.997 0.992 0.048 0.041 0.056 7 Model Chi2 df P-value CFI TLI RMSEA RMSEA951 RMSEA95u
1  obeyeq 8872.600 175 0 0.902 0.956 0.162 0.159 0164 1
Likelihood ratio tests: 2 obeyobeyl 1862.096 100 0 0.980 0.984 0.096 0.092 0100 2
HO H1 LR.test df P.value 3 obey.obey2 7209.508 100 0 0.920 0.937 0.193 0.189 0197 3
1 eff.eq eff.eff1 2961.610 75.000 <0.0005 4  obey.obey3 6787.588 100 0 0.924 0.941 0.187 0.184 0191 4
2 eff.eq eff.eff2 3466.938 75.000 <0.0005 5  obey.obeyl2 284.450 25 0 0.997 0.991 0.074 0.066 0082 5
3 eff.eq eff.eff3 2277.828 75.000 <0.0005 6  obey.obeyl3 160.060 25 0 0.998 0.995 0.053 0.046 0061 6
4 eff.eff2 eff.eff12 1521472 75.000 <0.0005 7  obey.obey23 2837.018 25 0 0.968 0.901 0.243 0.236 0251 7
5 eff.effl eff.eff13 2427.194 75.000 <0.0005
6 eff.eff2 eff.eff23 2146.456 75.000 <0.0005 Likelihood ratio tests:
HO H1 LR.test df P.value
Police procedural justice 1 obeyeq obey.obeyl 7010.504 75.000 <0.0005
2  obeyeq obey.obey2 1663.092 75.000 <0.0005
LCAT output
o ) ) o 3  obeyeq obey.obey3 2085.010 75.000 <0.0005
Log-likelihood and information criteria: 4 obeyobey2 obey.obey12 6925.058 75.000 <0.0005
Model Observations Parameters LL AIC BIC AICmin BICmin 5  obey.obeyl obey.obey13 1702.036 75.000 <0.0005
1 pjeq 48953 59 -119522.0 239162.0 239681.1 0 01 6 obeyobey2 obey.obey23 4372.490 75000 <0.0005
2 pjpjl 48953 134 -118955.8 238179.7 239358.7 0 0 2
3 pjpj2 48953 134 -119038.2 238344.4 239523 .4 0 0 3 Moral alignment with the police
4 pipj3 48953 134 -118859.4 237986.9 239165.9 0 0 4
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Other fit statistics for linear factor analysis: 2  moralid.moralidl 49969 134 -163370.6 327009.1 328190.9 0 0o 2
Model Chi2 df  P-value CFI TLI RMSEA RMSEA95]  RMSEA95u 3 moralidmoralid2 49969 134 -162771.1 325810.2 326992.0 0 0 3
1 pjeq 2449.624 175 0 0.936 0.972 0.083 0.080 0.086 1 4  moralid.moralid3 49969 134 -162114.5 324497.1 325678.8 0 0 4
2 pjpjl 1317.282 100 0 0.966 0.973 0.080 0.077 0.084 2 5  moralidmoralid12 49969 209 -161779.9 323977.8 325821.0 0 0 5
3 pjpj2 1481.984 100 0 0.961 0.970 0.086 0.082 0.090 3 6  moralidmoralidl3 49969 209 -161444.1 323306.2 3251494 1 1 6
4 pipj3 1124.470 100 0 0.971 0.978 0.074 0.070 0.078 4 7  moralidmoralid23 49969 209 -161451.1 323320.1 325163.3 0 0o 7
5  pjpjl2 261.896 25 0 0.993 0.979 0.071 0.063 0.079 5
6 pjpjl3 160.338 25 0 0.996 0.988 0.054 0.046 0.062 6 Other fit statistics for linear factor analysis:
7 pjpj23 199.138 25 0 0.995 0.985 0.061 0.053 0.069 7 Model Chi2 df  P-value CFI TLI RMSEA RMSEA95] RMSEA95u
1  moralideq 5420.236 175 0 0.896  0.954 0.125 0.122 0128 1
2 moralidmoralidl 4078.826 100 0 0921 0939 0.144 0.140 0.148 2
3 moralid.moralid2 2879.937 100 0 0945 0957 0.120 0.117 0124 3
4  moralidmoralid3 1566.790 100 0 0971 0977 0.087 0.084 0091 4
5  moralid.moralid12 897.490 25 0 0983  0.946 0.135 0.127 0142 5
6  moralidmoralid13 225912 25 0 0996 0988 0.065 0.057 0073 6
7  moralid.moralid23 239.832 25 0 0996  0.987 0.067 0.059 0075 7
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Likelihood ratio tests:

HO H1 LR.test df P.value
1 moralideq moralid.moralidl 1341.410 75.000 <0.0005
2 moralideq moralid.moralid2 2540.300 75.000 <0.0005
3  moralid.eq moralid.moralid3 3853.446 75.000 <0.0005
4  moralidmoralid2 moralid.moralid12 1982.448 75.000 <0.0005
5 moralid.moralidl moralid.moralid13 3852.914 75.000 <0.0005
6 moralid.moralid2 moralid.moralid23 2640.106 75.000 <0.0005
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